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ESET Enterprise Inspector

Preco EDR? (Endpoint Detection and Response)

* Evollcia ransomware

*  Komplexnost utokov sa zvysuje
* Presnejsie cielenie

» Uto€nici nepouZivaju len spustitelné
subory

* Pretrvavajuce hrozby v systéme

° 69/2018 Z. z. o kybernetickej
bezpecnosti
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ESET Enterprise Inspector

Detekcia pokrocilych
pretrvavajucich hrozieb
Zastavenie bezsuborovych utokov
Blokovanie zero-day hrozieb
Ochrana pred ransomware
Zachytenie porusovania
bezpecnostnych politik

Detekcia incidentov (analyza pricin
vzniku)

Uplna sietova izoldcia

Xer

ENTERPRISE
INSPECTOR




EPR CyberRisk Quadrant™ Endpoint Prevention and Response
October 2020
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ESET Enterprise Inspector

S

Q

Detekcia Viditel'nost Reakcia
Hladanie anomalii Co sa stalo? Blokovanie
Kedy sa to stalo? Odstranenie

Ako sa to stalo?



69/2018 Z. z. o kybernetickej bezpecnosti a o zmene a doplneni
niektorych zakonov

§24 Hlasenie kybernetickych
bezpecnostnych incidentov

povinnost hlasit kazdy zavazny
kyberneticky bezpecnostny incident

kategoria zavaznosti

diZka trvania kybernetického
bezpecnostného incidentu

geografické rosirenie kybernetického
bezpecnostného incidentu

CSIRT.SK

typ zavazného incidentu ( neziaduci obsah, Skodlivy
kod, ziskavanie informacii, pokus o prienik do
systému, nedostupnost, neopravneny pristup,
podvod, zranitelnost...)

casoveé udaje zistenia a vzniku incidentu
detailny opis a priebeh incidentu
rozsah skod

prvotné zasiahnuté aktiva

stav rieSenia zavazného kybernetického incidentu



ENTERPRISE INSPECTOR

Alarms UN

ALARMS (500

A Rule System utility was executed test [AD403]

Unpopular process has started from %Temp% [

A Rule System utility was executed test [AD403]

A Rule  System utility was executed test [AD403]

Common AutoStart registry modified by unpeopular process [A0103]

A Rule Cmd.exe executed with '/c’ by unpopular process [A0400]

Unpopular process has started from %6Temp®

A Rule Service installation or modification [B0402

Windows Firewall rules manipulation [B0202]

Unpopular process has started from %aTemp'a

ted application: @ApplicUnsa

|A Rule | System utility was executed test [AD403]

A Rule System utility was executed test [AD403]

A Rule System utility was executed test [AD403]

A Rule Unpopular process has started from %aAppCatate il

6 [20402]

n32/Bundled.

ProgramData% [Z

A Rule Unpopular process has started from %AppData%,/%ProgramData% [

A Rule Unpopular process has started from %AppData
A Rule Unpopular process has started from %AppData

A Rule Unpopular process has started from %AppCata

kS

ProgramData% [
ProgramData% [

ProgramData® [

i

A Rule Unpopular process has started from %AppData/%:ProgramData% [

Common AutoStart registry modified by unpepular process [A0103]

EXE patching or dropping [B0304]

Common AutoStart registry modified by unpepular process [A0103]

ted application: @ApplicUnwr

A Rule System utility was executed test [AD403]

A Rule System utility was executed test [AD403]

A Rule Unpopular process has started from %AppData

32

ProgramData% [Z

T P Sy Spup RS SR B WG VT PR GO VRV WY o T

SEVERITY

(B - - R - - - - -

RESOLVED x

PRIORITY

RESOLVED

TIME ~

7 hours ago
7 hours ago
2 days ago
2 days ago
2 days ago
2 days ago
2 days ago
2 days ago
2 days ago

2 days ago

one week ago

one week ago

one week ago

one week ago

one week ago

2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago

2 weeks ago

COMPUTER

CI WIN-30Q000IGO1IR
CI WIN-3QOO00GO1IR
] JAMKECH.hg.eset.com
C| JAMKECH.hg.eset.com
CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3
CL'&“ kech-tvmB

I;l JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
CI WIN-3QOO00GOLIR
[ jarikech-tvma

CI JANKECH-TVMS

CI JANKECH-TVMZ

[ jarikech-tvma

[ Jankech-tvm11

CI JAMNKECH-TVM3

CI JANKECH-TVMS

CI JANKECH-TVMS

CI JANKECH-TVMS

CI JANKECH-TVMS

] JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
[ sankech-tvm11

e

EXECUTAELE

el_demo.exe

AEMAgent.exe
AEMAgent.exe
AEMAgent.exe
AEMAgent.exe
AEMAgent.exe

AEMAgent.exe

tasklistexe

netstat.exe

) ACRAR it e

61.0.3163.79_60.0.3112.113 chrome_updater.ex

PROCESS NAME (ID)

P reg.exe (3068)

P tasklist.exe (137396)

P netstat.exe (138400)

’ amd.exe {7372}

P> eei_demo.exe (7580)

P tasklist.exe

P netstat.exe (28522)

P regexe (3336)

P AEMAgent.exe (8160)

P AEMAgent.e)

P AEMAgent.e

P AEMAgent.e

P AEMAgent.e)

P AEMAgent.exe (6940)

P tasklist.exe (37756)

P netstat.exe

P> 61.0.3163.79_60.0.3112.113_chrome,

B ACRAA~nni o P10

|
Q

RULE

System utility was ex
Unpopular process b
System utility was ex
System utility was ex
Common AutoStart 1
Crmd.exe executed w
Unpopular process b
Service installation o
‘Windows Firewall ru

Unpopular process b

System utility was ex
System utility was ex
System utility was ex
Unpopular process b
Unpopular process F
Unpopular process b
Unpopular process b
Unpopular process
Unpopular process b
Common AutoStart 1
EXE patching or drog

Common AutoStart 1

System utility was ex
System utility was ex

Unpopular process b



ENTERPRISE INSPECTOR

Filecoder behaviour [Z0601]

SOURCE
CATEGORY
OCOURED

PRICRITY

REPUTATION
POPULARITY

FIRST SEEN

CATEGORY

EXPLAMNATION

MALICIOUS CALUSES

BENIGMN CAUSES

RECOMMENDED ACTIONS

ALARM TYPE

SOURCE RULE

OLCCURRED

TRIGGERED

ESET LiveGrid® ] findeppc-128

Alarm details

+ E winlogon.exe (468)

svchost.exe + E] userinit.exe (3096)

behaviour [20601] SIGNATURE TYPE + Iﬂ explorer.exe (3128)

Filecoders SIGMER NAME

]

11 minutes 390 - Mar 7, 2018, 4:57:39 PN SEEN ON 2 computers — E' outlook.exe (2200)
1] FIRST SEEM one day ago - Mar 6, 2018, 2:55:50 PM

LAST EXECUTED 11 minuUtes 300 - Mar 7, 2018, 4:57:38 PM - @ wirword.exe (1860)

[#essssses] PARENT GROUP Finance Department

LAST CONMECTED 3 minutes ago - Mar 7, 2018, 5:05:32 PM

B OEAEAS

ONe year ago LAST EVENT 4 minutes ago - Mar 7, 2018, 5:05:02 PM

AGENT VERSION

o8 Windaows 7 1 Pov

Unpopular process has started from

with & duplicate sxtension created on top of & popular file sctension (Such B Jpg. O] NEL Dedn Créghéd That ly indCHte BCtiaty

oiTivare enonypt! ng Tiles.

Powershell.exe executed unpopular process [A0408)

Generated by ransomiwane when encrypting files

Sametimes used by egTmatle program 10 ok fensune ExXCILSNE A00835 o some file. Usually used on'y on ane or fes flas, don-System process with Fyslam pro

Are they encrypied? Is there any reason for adding a
he executable for analysis. Locate encrypted flies EXE file creation of modification [B0302]

2 hony the program réached your company and how w

Filecoder behavicur [Z0601]
Common AutoStart registry modified by unpopular process




Bezpecnosti Specialisti
potrebuju chranit
kompletne
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Svet sa meni a rovhako aj ESET

Cielené

l]toky Sulad

Analyza hrozieb : ,.
y Detekcia spravania

Strojoveé ucenie

Ransomware
V4 7 7 \ '.! ;\1,:;;‘;’%> > ‘\\ﬂ- i » f‘;g!r V : 7
Bezsuborové utoky = UEFI

Kyberneticka vojna



ESET Enterprise Inspector v produktovych balikoch

— Cloudové produktové baliky *— — On-prem produktove baliky —
‘esl) es[2y
PROTECT
ENTERPRISE SN TERPRISE
ON-PREM

Sluzby pri EDR:

implementacia
optimalizacia, konfiguracia pravidiel/vynimiek
integracia so SIEM

* oCakavame Q4-21



Obratte sa na nas

V pripade otazok kontaktujte:

ESET obchodny kontakt
obchod@eset.sk
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