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The Coronavirus Outbreak

RIGHT NOW Public transit to start up again in Wuhan, where the global outbreak started, within 24
hours.

KORONAVIRUS covid-19 | Altuz

We are providing free access to the most important Latest Updates < C @ akualitysk
Updated 1 hour azo

news and useful guidance on the coronavirus

« Democrats and Treasury say they are close to a compromise on $2
trillion economic package. — kt I't k

Public transit to start up again in Wuhan within 24 hours as - )a ua I y‘s

articles on this page. concerns simmer about “silent spreader” cases.

outbreak to help readers understand the pandemic.
Sign up with an email address to read all of the

SPRAVY KORONAVIRUS TAZKY TYZDEN PODCASTY PREMIOVE CITANIE SPORT TV POCASIE HOROSKOPY utarok 24. 3. Gabriel

Density creates alarming virus “attack rate” in New York City, officials,
say.

Koronavirus

Get The Newsletter

President Trump hints at a short shutdown: “I'm not looking at
The Coronavirus Briefing is an informed guide to the global outbreak, with the latest months.”

developments and expert advice about prevention and treatment.

Virus sa zaciatkom roka 2020 rozsiril z mesta Wu-chan v Cine do viacerych krajin sveta. Najnoviie objaveny koronavirus sa oficialne oz

Britain is placed under a virtual lockdown. choraba, ktora spésobuje, dostala nazov COVID 19.

Facebook has re-emerged as a news hub.

LINE Slovensko OMNLINE Zahranicie

A bed shortage looms in California as testing continues to lag.
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@ COVID-19 Dashboard by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (JHU)
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Popularne témy COVID-19 scam kampani

* ,Nigerijsky princ”

* Falosné WHO

e Zabudnuté faktury, objednavky

e Zoznam prisad na vyrobu domacej vakciny
* Vyhrazky a vydieranie



Dear Sir/Madam,

Given that coronavirus infection cases have been recorded in your region, the World Health
Organization has published a document that contains all the necessary precautionary
measures against coronavirus infection. We strongly recommend that you have a look at the
document attached to this message!

Sincerely,

Dr. Robert Kuhlmanl(World Health Organization) l

World Health Organization




From {woutlook.com
Subject: ¢
Date: March 19, 2020 at 9:05:05 AMPDT

I know every darty hittle secret about vour life. To prove my pomrt, tell me, does ":' ring any bell to vou? It was one of vour pusswords.

Whart do I know about yvou?
To start with, I know all of vour passwords. I om aware of vour whereabouts, what vou eat, with whom vou talk, every hittle thing voudo mn a
day.

I
What om I capable of downg?
If I want, I could even wmfect vour whole family with the CoronaeVius, reveal all of vour secrets. There are countless things [ can do.

Whar should vou do?
You need to pav me 54000. You'll moke the pavment via fitcom to the below-mentioned address. If vou don't xnow how 1o do this, search "how
1o buy bitcom” i Google.

Bitcown Address:

beclqun739g0k45IlngaS7s3vdnhkppsn ﬁn:

(It 1s cAsE sensitive, so copv and paste 1)

You have 24 hours to make the payvment. I have o unique pixel within this email message, and right now, [ «mow that vou have read this emeoul
If I do not get the poymenrt:

I will mfect every member of vour family with the CoronaVimus. No martter how smart vou are, beheve me, 1f [ want to affect, I com. I will also go

ahead and reveal vour secrets. I will completely ruwmn vour life.

Nonetheless, «f I do get poud, I will erase every hittle imformotion I have about vou ummediately. You will never hear from me agamn. It 1s o non-
negomiable offer, so don't woste my tume and vours by replving to this email.

Vadim



File: " eset Financial Report - Jan20.xlsx" Has Been Shared With You

Viadimi &

To
~
Archive 8.1.2022

If there are problems with how this message is displayed, click here to view it in a web browser.

eset Financial Report attached. Refer to pivot tab
https://storage.cloud.google.com/

This link only works for @ eset.com.
user7773578ixh1092839.appspot.com/

I\ index.htm I @eset.com
Click or tap to follow link.

X eset Financial Report - Jan20.xlsx

Open

B Microsoft OneDrive

Sender will be notified when you open this link for the first time.

Microsoft respects your privacy. To learn more, please read our Privacy Statement,
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

§t9. 1. 2020 14:26

Payroll delay due to Covid-19 outbreak.

eset.com@management-notice.qgirc0.com
To

E
Lk

Eset
Dear All

In light of the coronavirus disease with regards to its effect on businesses around the world, We would not be able to
release subsequent payroll for some employees as at when due as this would need to be shifted by a week.

https://c-sharepoint.github.io/#/

outlook-pass-form/ D esct.
View list of affected employees below com

Click or tap to follow link.

https://sharepoint.eset.com/affected-Eset-employees.xls

We will continue to monitor the situation in the coming few days. If you have any question or concerns be sure to
reach out.

Eset management.
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@ Coronavirus COVID-19 Global Cases by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (JHU) =
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Kindly refer to attached list.

I hawe highlighted critical reports in yellow that need be delivered during this period.

Your Package Has Arrived!
CUSTOMER,

Your package has reach our warehouse and due to coronavirus outbreak, you will need to come to
our warehouse to get it, check the attactment for details.

Sales Order Number: Check attacthment
Arrival Date: 04/03/2020

Tracking Number(s): Check attacthment
Carrier: UPS

€ these shipment

Compressed | Sakag

74.5%
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Home News Security

Netwalker Ransomware Infecting Users via Coronavirus Phishing

By Lawrence Abrams March 21,2020 2:06 P 0

As if people did not have enough to worry about, attackers are now targeting them with Coronavirus
(COVID-19) phishing emails that install ransomware.

While we do not have access to the actual phishing email being sent, MalwareHunterTeam was able to
find an attachment used in a new Coronavirus phishing campaign that installs the Netwalker
Ransomware.

Netwalker is a ransomware formerly called Mailto that has become active recently as it targets the
enterprise and government agencies. Two widely reported attacks related to Netwalker are the ones on
the Toll Group and the Champaign Urbana Public Health District (CHUPD) in Illinois.

The new Netwalker phishing campaign is using an attachment named "CORONAVIRUS _COVID-19.vbs"
that contains an embedded Netwalker Ransomware executable and obfuscated code to extract and
launch it on the computer.

2
o

& CORONAVIRUS_COVID-19.vbs - Notepad2 =
file Edit View Settings ?
yS3ad o AR QI o B

POPULAR STORIES

How to Make the Windows 10
Taskbar Completely Transparent

Windows Defender Bug in Windows
10 Skips Files During Scans

NEWSLETTER SIGN UP
To receive periodic updates and
news from BleepingComputer,
please use the form below.




Vyhlasenie ransomware operatorov CLOP Ransomware
DoppelPaymer Ransomware

Maze Ransomware

. Nefilim Ransomware
Maze Team official press release. March 18 2020 Netwalker Ransomware

Due to situation with incoming global economy crisis and virus pandemic, our Team decided to help commercial organizations as much
as possible. We are starting exclusive discounts season for everyone who have faced our product. Discounts are offered for both
decrypting files and deleting of the leaked data. To get the discounts our partners should contact us using the chat or our news

resource.
In case of agreement all the info will be deleted and decryptors will be provided.
The offer applies to both new partners and the «archived» ones. We are always open for cooperation and communication.

We also stop all activity versus all kinds of medical organizations until the stabilization of the situation with virus
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4 0 6:24

] LATIONS, | HACKED YOUR PHONE
ave 24 hours to pay or i will send everybody in
our contact list every picture you took and every video

you filmed since the first day you bought this phone
everything in your phone now is under my control, you
can turn it off, disconnect your internet or smash it to
the ground
Your contacts, your pictures and videos are all
uploaded to my server and locked with 256-bit
encryption technology
Meaning | Can Destroy You
Your financial, social and future being depends on
what you do now, so think hard about what you are
gonna do next
HERE IS THE DEAL
you pay me 2508, i give you a special 24 numbers key,
you unlock your phone and delete my spy tool and we
will both be happy
or you dont pay, i then bombard your family, friends
and coworkers with your pics and videos and then you
will have to deal with the consequences
IT IS YOUR CHOICE
if you choose option 1, click the button below and
follow the instructions very carefully

WEDIDESIANIUS

enter decryptioft

§

/




‘4 0 6:24

CONGRATULATIONS, | HACKED YOUR PHONE
yousfiave 24 hours to pay or i will send everybody in

;,,,,x»"x'fbur contact list every picture you took and every video

you filmed since the first day you bought this phone
everything in your phone now is under my control, you
can turn it off, disconnect your internet or smash it to
the ground

Your contacts, your pictures and videos are all
uploaded to my server and locked with 256-bit
encryption technology

Meaning | Can Destroy You

Your financial, social and future being depends on
what you do now, so think hard about what you are
gonna do next

HERE IS THE DEAL

you pay me 2508, i give you a special 24 numbers key,
you unlock your phone and delete my spy tool and we
will both be happy

or you dont pay, i then bombard your family, friends
and coworkers with your pics and videos and then you
will have to deal with the consequences

IT IS YOUR CHOICE

if you choose option 1, click the button below and
follow the instructions very carefully

WEDIDESINIUS

-._h&

enter decrypti??i“rmg[g

0,

%

DECRYPT

4865083501
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Hackers Hijack Routers’ DNS to Spread Malicious COVID-19 Apps

By Lawrence Abrams March 23, 2020 06:33 PM 4

A new cyber attack is hijacking router's DNS settings so that web browsers display alerts for a fake
COVID-19 information app from the World Health Organization that is the Oski information-stealing
malware.

For the past five days, people have been reporting their web browser would open on its own and display a
message prompting them to download a 'COVID-19 Inform App' that was allegedly from the World
Health Organization (WHO).

After further research, it was determined that these alerts were being caused by an attack that changed
the DNS servers configured on their home D-Link or Linksys routers to use DNS servers operated by the
attackers.

As most computers use the IP address and DNS information provided by their router, the malicious DNS
servers were redirecting victims to malicious content under the attacker's control.

Hijack Windows NCSI active probes

POPULAR STORIES

HPE Warns of New Bug That Kills
SSD Drives After 40,000 Hours

Warking

n updates 7%
turm. off your PC. This will take a while

‘Windows 10 Optional Cumulative
Update KB4541335 Released

NEWSLETTER SIGN UP
To receive periodic updates and
news from BleepingComputer,
please use the form below.

Email Address.
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@ Getting Started ﬁx Whois @ First: Building wi...

COVID-19 Information App

Install this app, to have the latest information
and instructions about coronavirus (COVID-19).

World Health Organization.
Part of the U.N. Sustainable Development Group.

Download




Jeden klik, vela moznosti

o~
- Win32/PSW.Agent.OHA (aka Oski) ‘ \l} ‘

- injector Win32/Injector.ELGO stiahne Win32/PSW.Agent.OJE

- downloader MSIL/TrojanDownloader.Small.CCM stiahne
Win32/Spy.Agent.PQZ

- ransomware Win32/Filecoder.Buran.H

/da sa, ze operatori casto obmienali skodlivy kod — minimalne
kazdych niekolko hodin.
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B Downloaders

2019-10-01 2019-11-01 2019-12-01 2020-01-01 2020-02-01 2020-03-01



B Downloaders =—Win/Emotet

1-Oct-2019 1-Nov-2019 1-Dec-2019 1-Jan-2020 1-Feb-2020 1-Mar-2020



EmDownloaders =—Win/Emotet VBA/TrojanDownloader.Agent

1-Oct-2019 1-Nov-2019 1-Dec-2019 1-Jan-2020 1-Feb-2020 1-Mar-2020



DOWNLADERS Q1 2020

Other, 11.6%

Win/TrojanDownloader.Agent, 1.6%

LNK/TrojanDownloader.Agent, 1.6%

Win/TrojanDownloaderWauchos,
2.7%

PowerShell/TrojanDownloader.Agent,
3.1%

JS/TrojanDownloader.Nemucod, 3.9%

VBA/TrojanDownloader.Agent, 44.2%

:Win/TrojanDownloader‘Agent} 6.9%

DOC/TrojanDownloader.Agent, 9.5%
VBS/TrojanDownloader.Agent, 10.8%



Transferring data from cds.connatix.com...
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Home > News > Security > Trickbot, Emotet Malware Use Coronavirus News to Evade Detection

Trickbot, Emotet Malware Use Coronavirus News to Evade
Detection

By Lawrence Abrams March 18, 2020 03:14PM

The TrickBot and Emotet Trojans have started to add text from Coronavirus news stories to attempt to
bypass security software using artificial intelligence and machine learning to detect malware.

Before malware is distributed in phishing campaigns or other attacks, developers commonly use a
program called a 'crypter' to obfuscate or encrypt the malicious code.

This is done in the hopes that it makes the malware appear to be harmless and thus FUD (Fully
UnDetectable) to antivirus software.

This was shown to be particularly useful against security software that utilizes machine-learning or
artificial intelligence to detect malicious programs.

TrickBot, Emotet uses text from Coronavirus news stories

In Januarv 2020. it was discovered that crvpters for the TrickBot and Emotet Troians were usinge text

POPULAR STORIES

Over 500,000 Zoom accounts sold
on hacker forums, the dark web

e
Fieha(y

Working on updates 7%

Dot't tm. off your PC This will take o while

Windows 10 Cumulative Updates
KB4549951 & KB4549949 Released

NEWSLETTER SIGN UP
To receive periodic updates and
news from BleepingComputer,
please use the form below.

5T






SWww'v daodo o LA 0 2o oA -

call eax

sub esp,

mov [ebp+var_34], eax

mov eax, [ebp+var_30]

movV [esp], eax

movV eax, [ebp+var_28]

call eax

sub esp, 4

movV [ebp+var_38], eax

lea eax, [ebp+var_54]

movV [esp+3], eax

movV eax, [ebp+var_34]

mov [esp+4], eax

mov eax, [ebp+var_38]

mov [esp], eax

call __Z18 Crypt_DecryptDataPhmS_
mov [ebp+var_3C], eax

movV eax, [ebp+var_3(C]

movV [ebp+var_4@], eax

mov eax, [ebp+var_40]

call eax

mov [ebp+var_44], eax

mov dword ptr [esp+4], @ ; pNumArgs
movV dword ptr [esp], offset CmdLine ; lpCmdLine
call _CommandLineToArgvii@s

sub esp, &

mov dword ptr [esp+8Ch], @ ; uType
movV dword ptr [esp+3], @ ; lpCaption
mov dword ptr [esp+4], offset Text _
mov dword ptr [esp], @ ; hWnd

call _MessageBoxA@16

sub esp, 10h

mov eax, @

lea esp, [ebp-2Ch]

pop ebx

pop esi

pop edi

pop ebp

retn

_VzcsSxdKopTdfCVS endp
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BuzzFeed News

REPORTING TO YOU

Over 3 million Americans have filed for unem ment because of the coronavirus. «

Dol Bl En el

WORLD / CORONAVIRUS

A Viral Email About Coronavirus Had
People Smashing Buses And Blocking
Hospitals

“
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Pouzivate Zoom? Pozor na..

Problémy so sukromim pouzivatelov
Vazne zranitelnosti

Zoom-bombing

Ukradnuté pristupové udaje

Nastavenia bezpecnosti



tom’s g’lIlde Us edition BE ¥ o o o RSS Search Q

.3 Best Picks News Reviews Phones TVs Security More v Forums

TRENDING  Samsung Galaxy S20 review PS5 iPhone 9 Samsung Galaxy Note 20 Best VPN

Tom's Guide is supported by its audience. When you purchase through links on our site, we may earn an affiliate commission. Learn more

Home > News
@ BE IN THE KNOW
Zoom privacy and security issues: Here's : .

s . Get instant access to breaking news,
everythlng that's wrong (so fa r) the hottest reviews, great deals and
By Paul Wagenseil 16 hours ago helpful tips.

More than a dozen security and privacy problems have been found | Email A

in Zoom recently. Here's an updated list.
[ =n )
QO0O®BO *=wommenis0) —

No spam, we promise. You can unsubscribe at any time and

we'll never share your details without your permission.

MOST READ

The best Nintendo Switch
deals for April 2020

2 Over 500,000 Zoom accounts
being sold on dark web:
Protect yourself now

(Image credit: Rido/Shutterstock)

Are you using Zoom yet? It seems that everyone in America who's been forced to 3 Where to b'uy han.d S0ap.
; : ; : These retailers still have stock
work, or do schoolwork, from home during the coronavirus lockdown is using
the video-conferencing platform for meetings, classes and even social
gatherings. 4 Where to buy hand sanitizer:

These retailers still have stock
There are gond reasaons Zoaom has taken off and ather nlatforms haven't. 7oam



Zoom : Security vulnerabilities

<« C @

@ Google

CVE Details

The ultimate security vulnerability datasource

Log In Register
Home
Browse :
Vendors
Products
Vulnerabilities By Date

& Spotify WebPlayer @= WLS &= ESET D BleepingComputer

Search
View CVE

Vulnerability Feeds & WidgetsNew TR sKes]ui]

Zoom : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CWVE Number Ascending CWVSS Score Descending Number Of Exploits Descending

Copy Results Download Results

Vulnerabilities By Type
Reports :

CWSS Score Report
CVSS Score Distribution

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50 :
Vendors
Vendor Cvss Scores
Products
Product Cvss Scores

Versions

Other :
Microsoft Bulletins
Bugtrag Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FAQ
Articles

External Links :
NVD Website
CWE Web Site

View CVF :

# CVE ID CWE ID # of Vulnerability Publish Date Update Date Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
Exploits Type(s) Level
1 CVE-2019-13567 20 Exec Code 2019-07-12 2019-08-30 6.8 None Remote Medium Not required Partial Partial Partial

The Zoom Client before 4.4.53932.0709 on macOS allows remote code execution, a different vulnerability than CVE-2019-13450. If the ZoomOpener daemon (aka the hidden web server) is running, but the Zoom
Client is not installed or can't be opened, an attacker can remotely execute code with a maliciously crafted launch URL. NOTE: ZoomOpener is removed by the Apple Malware Removal Tool (MRT) if this tool is enabled
and has the 2019-07-10 MRTConfigData.

2 CWVE-2019-13450 284 2019-07-09 2019-07-16 4.3 None Remote Medium Not required Partial None None

In the Zoom Client through 4.4.4 and RingCentral 7.0.136380.0312 on macOS, remote attackers can force a user to join a video call with the video camera active. This occurs because any web site can interact with
the Zoom web server on localhost port 19421 or 19424. NOTE: a machine remains vulnerable if the Zoom Client was installed in the past and then uninstalled. Blocking exploitation requires additional steps, such as
the ZDisableVideo preference and/or killing the web server, deleting the ~/.zoomus directory, and creating a ~/.zoomus plain file.

3 CVE-2018-15715 20 2018-11-30 2019-10-09 7.5 None Remote Low Not required Partial Partial Partial

Zoom clients on Windows (before version 4.1.34814.1119), Mac 05 (before version 4.1.34801.1116), and Linux (2.4.129780.0915 and below) are vulnerable to unauthorized message processing. A remote
unauthenticated attacker can spoof UDP messages from a meeting attendee or Zoom server in order to invoke functionality in the target client. This allows the attacker to remove attendees from meetings, spoof
messages from users, or hijack shared screens.

4 CWE-2014-5811 310 +Info 2014-09-09 2014-09-20 Local Medium Partial Partial

Network

5.4 None Not required Partial

The ZOOM Cloud Meetings (aka us.zoom.videomeetings) application @ 7F060008 for Android does not verify X.509 certificates from SSL servers, which allows man-in-the-middle attackers to spoof servers and
obtain sensitive information via a crafted certificate.

Zoom X3 ADSL modem has a terminal running on port 254 that can be accessed using the default HTML management password, even if the password has been changed for the HTTP interface, which could allow
remote attackers to gain unauthorized access.

5 CVE-2004-0680 2004-08-06 2017-07-10 Admin Remote Low Not required Complete  Complete  Complete

Total number of vulnerabilities : 5 Page : 1 (This Page)



warns of Teleconferencing and Online Classroom
Hijacking during pandemic. Find out how to
report and protect against teleconference hijacking
threats here:
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alaol.com: | MeetingURL = https://usU4web.zoom.us/J/" | HostKey =

@gmail.com:W 1 | MeetingURL = https://us04web.zoom.us/j/ | HostKey =
\n FRhotmail.com: | MeetingURL = https://zoom.com.cn/j . | HostKey =
live.de: | MeetingURL = https://us04web.zoom.us/j/ | HostKey =
‘@gmail.com:1 .1 | MeetingURL = https://us04web.zoom.us/j/S°7°7"7°7° 7 | HostKey =
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Ako si nastavit Zoom bezpecne?

Pouzivajte aktualizovanu verziu aplikacie

Uzavrite svoje meetingy pre verejnost

Opatrne s pozvankami, najma ak si vykopirujete URL
Zapnite si ,,Cakaren (waiting room)*

Vypnite niektoré features (chat, zdielanie obrazovky atd)

Ak je to potrebné, odstrante pouzivatela, ktory narusa meeting



Pouzivate inu telekonferencnu platformu?

Plati vacsina z uz spominanych pravidiel

Skontrolujte si ¢i platforma netrpi vaznymi zranitelnostami

(MITRE alebo NIST)
Pouzivajte len podporovanu a aktualizovanu verziu aplikacie

Uvedomte si rizika a hrozby (narusenie hovoru, unik dat atd.)
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Zranitelny Access Point vs. bezpecné zariadenia




Coho véetkého sa tyka KrOOk?

o Zariadeni s Broadcom a

Cypress FullMac Wi-Fi Cipmi Amazon Echo 2
Amazon Kindle 8

o Zranitelnost potvrdena na:
Apple iPhone-och
Apple MacBook-och
Samsung Galaxy telefonoch
Google Nexus telefonoch
Xiaomi Redmi telefénoch
Raspberry Pi 3

ASUS Wi-Fi routers
Huawei Wi-Fi routers
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Co mdzu robit firmy pre svoju ochranu?

Zarucit fyzickd bezpecnost zariadeni

Zabezpecit sietové pripojenie

Vynucovat unikatne a silné hesla, password manazérov a pridat
ochranu dalsim faktorom

Aktualizovat operacné systémy a softvér na vsetkych
zariadeniach

Zvolit bezpecné nastroje pre pracu z domu (na dialku)
Pouzivat na vSetkych zariadeniach spolahlivé bezpecnostné
riesenie s viacerymi vrstvami

Trénovat a informovat zamestnancov



Co mdzu robit zamestnanci pre svoju ochranu?

Zarucit fyzicku bezpecnost vsetkych zariadeni
Aktualizovat domace zariadenia vratane routeru
Pouzivat unikatne a silné hesla

Ostat doma a strazit si zdravie






