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Kto je utocnik (v roku 2021)

HACKER /Gtok

BEZPECNOSTNY

INCIDENT

INTERNY
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Endpoint Detection
and Response

Network Detection
and Response




Dokonala bezpecnost / Proti comu a ¢im sa chranit
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Co je to SOC? A hlavne ¢€o nie je SOC!

Security Operation Center

Bezpecnostné Prevadzkové Centrum

SOC s Managed Security Services

Externé a Interné penetracné testy

FW konfiguracia
WAF, NAC, DLP...

SOC -> Incident Response <-> CSIRT

Riesenie incidentov

CSIRT tim = forenzné Setrenie + informacie
Incident Response = naprava
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Intelligence-driven
Full-cyberchain
L El Time & cost-effective

Central Console | Dashboards | Reports | Incident Response | Orchestration IDENTITY

MONITORING
Profiling .
Operations
Use Data Monitoring
Cases el Analytics
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Software

Event Management, SIEM, NDR, EDR,
VA,

SOAR, Ticketing, Dashboardy

Analytika

Hunting Unknown Unknowns
Reporting/KPI

Threats Exchange/MISP
Threats Intelligence
Vulnerability Management
Runbooks

Ludia
TePRET LUUTLY
Procesy

Incident Response, konzultacie, tvorba
obsahu, vzdelavanie

CSIRT, Incident Forensics, Purple team




https://www.itsec-nn.com/hierarchie-potreb-v-
kyberbezpecnosti-1-cast/
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Slides pre diskusiu



SOC myty / Ludia vs technoldgie

Search and Hunt SOC
¢ 11=0 ¢ L1=6
¢ 12=10 ¢ 12=2
¢ 13=2 e 13=1
*  bez SIEM/EDR/NBA 5o SIEM/EDR/NBA

Realne v TCO na 5 rokov = +30%



Interné/Externé naklady na SOC

SOC 24/7 SLA/podpora IT/Incident Response
e 6xL1 e 5MD/mesacne e CISO
e 2x 12  5-8 technolodgii  2xIT Specialista
e 1xL3 e 2x OT Specialista

* 1x SOC Manager

Priklad --- 500 EPS, 8/5 (ludia), TCO 5 rokov
« LM, SIEM, SOC ako sluzba = 3 000 EUR/mesiac
* Hybridny model =5 800 EUR/mesiac

LM, SIEM on premise, SOC ako sluzba



Otazky

 Naklady na ludi v detaile — €o to teda znamena
mat SOC z pohladu ludskych zdrojov

 SOCnie je potreba, staci auditna stopa a

,Hunting”
* Kde zobrat ludi - uloha Statu, stredné skoly,

akcny plan



