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VIACUROVNOVE ZABEZPECENIE

XDR Platforma \



‘es[2l) PROTECT

Jednotna platforma pre spravu
vsetkych bezpecnostnych rieseni ESET






ESET Protect

PIna kontrola nad ESET produktami LiveGuard Hardware & Software
Inventory

Automatizacia Jednoduché rozhranie Reporting & Notifikacie



Funkcionality

Ulohy

Politiky Skupiny

Karanténa Reporty

LiveGuard a

HW a SW info
Inspect



ESET PROTECT vylepsSenia

Automatické aktualizacie

Brute-force attack protection management
Live Guard dashboard

Rychly nahlad na PC a detekcie

(es[E}) PROTECT



Automatické aktualizacie

Automatic Product Updates

vatic |'-rrr||||“ rpdates will be enabled inovour co mipany nebwors to ensure that i Il a L0 have access to the katest featu

snd achieve the h -._I||r A possible securty.
This change will be enabled for your netwaork from
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Bruteforce attack protection

Rules ?7 00X

¥ Add rule 20X ¥

Max attempts Blacklist retention period (min)

Untitled




Live Guard dashboard

Compute
Dashboard ©@
Status Overview Dynamic Threat Defense Computers Antiirus detections Firewsll detections ESET applications Cloud-based protection ol

Detections by severity in last 7 days

Lo 9

Unresolved Detections 1formational
26 resolved in last 7 days 0 resolved in last 7 days

AN

. C Critical
17 resclved in last 7 days - 9 resolved in last 7 days

Unresolved detections Detections by detection method in last 7 days

@®  Antivirus

Web protection

Top 10 computers with detections in last 7 days Top 10 users with ctions in last 7 days

Computer name Severity User name Severity
hb-c-e01 HEB-C-E0T\adam

dark-nb DARK-NB\admin

ASUS-MRC AsUS\Marcel

hb-c-e03

DW-HPN-01 HEB-C-E03\john

msi-JNK MSIVFilip




Zvysné vylepsSenia

indikator posledného pripojenia

prihlaseny uzivatel na PC

system updates management pre Android

moznost’ vytvorit spustac priamo zo zalozky client task details

verzia Windows OS je reportovana ako a samostatny symbol (napr. v Dynamickych skupinach)
zoznam analyzovanych suborov ESET LiveGuard Advanced v zalozkach detaily pocitaca

nové produktove kategorie

moznost’ zrusit’ upozornenia v ramci notifikacii pre ,muted” pocitace

podpora Java 17

nové opravnenie pre Inspect "Remote Shell Access"



VIACUROVNOVE ZABEZPECENIE

Analyza v cloudovom
sandboxe

ESET LiveGuard Advanced




s 1ero Day Hrozby
// J j\




‘es[3}) LIVEGUARD ADVANCED

Proaktivna ochrana pred doposial neznamymi
a zero-day hrozbami



LiveGuard Advanced
(ESET Dynamic Threat Defense)



Cloudovy sandbox



Co robi LiveGuard

Behavioralna analyza
Zero-day detekcia @

Viacvrstvova ochrana §/>/




Endpoint

Fungovanie



Endpoint

Fungovanie



Endpoint

Fungovanie

LiveGuard




Endpoint

Fungovanie

LiveGuard




Endpoint

Fungovanie
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LiveGuard Advanced
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Fungovanie

LiveGuard
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PROTECT cLoup : [Ql LA~ Computer Name i UICK LINKS = ELP ¥ % IGOR HULA =

Bl Dashboard @ O
Status Overview Security Overview ESET LiveGua ESET Inspect Computers Antivirus detections Firewall detections ESET applications Cloud-based protection +

Analyzed samples & results

usage

Worldwide 5,506,262 50,652,320

22,365 209,779

November December January February March April
last 24 hours last 30 days last 12 months B clean suspicious @ highly suspicious
Top computers submitting files Top computers with detections
@® msi-INK 679
@® DW-S-NEW 514
@® AD-S 193
desktop-kOngpps 175
@® Ab-c-e01 8
A VLST-NB 84
679 @® hb-c-e03 3
Lny ® hb-c-e05 73
% ® msi-JNK 2
. \ @® dark-nb 73
® dw-hp-01 68
SERVER-NEW 42
Ab-c-e01 38

File types submitted File types detected




PROTECT CLOUD IIJ'iL] 4~ Computer Name

Detections : ‘ 0O i H SHOW SUBGROUPS H B VIRT (174) - ADD | PRESETS = | | 'S,
Groups jol =I5 DETECTION TYPE CAU ACT 0CC RESC COM IP A OBJE PRO USEF vioccl @ Potentially unsafe application il T @ X
994
A DETECTIONS A~ Bl
A LRGN T Win.. Reta.. 1 0/1 0 100.. filey/.. CAP.. Adm.. December 17, 202 Antivirus LIVEGUARD g
&l MsP Potentially unsafe application
A U Antivirus [ Win Reta... 1 01 0 101.. filey.. CAP.. Adm.. December 17, 202° ) L
O ow Oceurred August 12, 2021 14:09:03
Antivi - 2 A . ilesf... AP... T, §
[ Lost & found A L )] irus  [ERUSEERTUY] Reta 2 0/2 0 104 file:f.. CAP Adm... December 17, 202 Occurmences S
A U Antivirus [ERAREEV TSI 1 0/ 0 101.. file CAP.. Ad December 17, 202° e
~ B My S e TS o M. ecember i, [¥ Handled by product 0
Circumstances
Dst A ) Antivirus [ SRERNT Reta.. 1 0/1 L0 100.. file/. CAP.. Adm.. December 17, 202
= ® First seen on August 12, 2021 14:03:15
R
A U Antivirus [RE Win Reta... 2 0/2 0 101.. filey.. CAP.. Adm.. December 17, 202° Restart required T
~ Windows computers _ o I N .
A DRSS T Sl Reta.. | 10 0/10 I 100.. fileyfo. CAP.. Adm.. December 17, 202 Hash 3BDIFD175A008192A48D6257FDEDAFCS5064FDSC
R inux © -
Linux computers Name Win32/Sniffer.SniffPass.A
w Mac c tere 'y v Antivirus T. Win Reta... B 0/6 CJ[ 10.1... filey.. CAP.. Adm... December 17, 202
ac computers Detection Type Potentially unsafe application
Devices with outdated modules 'y v Antivirus [T S) Reta... 10 0/10 0 101.. file). CAP.. Adm.. December 17, 202" Object type Fle
Devices with an outdated operating sy... A ) Antivirus [N Reta... 8 0/8 [ 101.. file. CAP.. Adm.. December 17, 202° Uniform Resource Identifier  file:///C:/Users/Adam/Desktop/E-
= (URD use/sniffpass/SniffPass.exe
A O Antivirs RS . c i O ( 104.. fiey.. CAP.. Adm.. December17, 202 Process name C\Program Files\ESET\ESET Security\egui.exe
Tags - User HB-C-E0T\adam
A ) Antivirus [ Gen, Reta... 2 0/2 0 101.. file.. CAP..  Adm.. December 17, 202
Copied during upgrade . -
- I A v Antivirus [ Win.. Reta.. 1 01 0 101.. file.. CAP..  Adm.. December 17, 202 2
AL A LRl T Win., Reta. 1 01 0 101.. file.. CAP..  Adm.. December 17, 202
HIEEIE A NSO T Win., Reta. | & 0/ 0 101.. filesn CAP. Adm.. December 17, 202 Scan /
NB A DU T Win. Reww.. | 16 0/16 | 0 104.. fil/e. CAP.. Adm.. December 17,202 Scanner Or-demand scanner
NEW 'y LRl T, MSL. Reta. | 2 0/2 0 100.. filen CAP..  Adm.. December 17, 202°
Detection engine version 23781 (20270872)
SERVER A 0 Antivirus [SERUTI SV 0/1 0 107.. file/w CAP. HB-.. August12, 2021 1: Current engine version 25086 (20220410)
Site 2 A v Antivirus P. Win... Reta... 1 9/11 0 101, filefe. Cho HE-... August 12, 2021 1« Scan targets Ch\Users\Adam\Desktop\E-use\sniffpass\SniffPass.exe
- MNumber of scanned items 1
Skusniecovytvorit A LSS b Win.  Reta. 1 0/1 0 101.. fileh CAP.. HB-.. August12,2021 1: e 1
, infec .
TEST-EHI
SCAN COMPUTERS DETECTION = ARK AS ARK AS UNRESOLVEE CREATE EXCLUSION K®10 =

VIRT



LiveGuard < ECOS integracia



Vyhody

automaticka 0-day ochrana

pokrocilé metddy (Machine learning, emulation...)
ochrana endpointov aj mimo LAN perimetra

integrdlna sucast security produktov ako (EEA\EES etc.)
detailny reporting

moznost kontroly nad odosielanymi subormi



VIACUROVNOVE ZABEZPECENIE
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Endpoint Detection and Response?

Asi ide o kyberneticky utok.

Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.




Preco Endpoint Detection and Response

= Komplexnost utokov CYBERSECURITY
* 10 TRENDS 2021:
=  APT Staying secure in uncertain times

= Dizka Gtoku

" Hrozby z vnutra institucie

" |né ako spustitelné subory

= 69/2018 Z. z. o kybernetickej bezpecnosti




ONSKSPREEr prise Inspector

Prisposobitelné riesenie na detekciu
a naslednu reakciu na utoky na koncové zariadenia






VIACUROVNOVE ZABEZPECENIE

Q ©»

detekcia JELIED reakcia
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Bez podpory ESET Inspect

Minimalny prehlad

Neistota

Q1% Rundis2spastapll

EXE DLL




S podporou ESET Inspect

~ Otvorenie emailu Outook
<©>  zvyseny prehfad =[] spusteny Powershell
o DN

/[2;]\ Pokoj v dusi :) =ﬁj (- Stiahnuté DIL

EXE DLL




PROTECT & INSPECT cLoup

rar.exe
PE: Command line RAR
Select Tags

SHA-1 3D42B2C8CHATCEBADD2Z99BD981643FACE... l:l

Signature type Trusted

Signer Name win.rar GmbH

Seen on | computer

First Seen 16 days ago - Mar 28, 2022, 1:29:04 PM

Last Executed 16 days ago - Mar 28, 2022, 1:56:41 PM

'Ij:ll Events

] o > Esans > e > > >

1 Details '[:l' Aggregated Events A Detections '[:1' Raw Events E‘ Loaded Modules (DLLs) Scripts

ESET LiveGrid®

Reputation
Popularity

First Seen 2 years ago

cl cll-it.esetdemo.local

Parent Group Desktops
Last Connected 11 hours ago - Apr 13, 2022, 1:37:01 AM
o
9 g:o Last Event 11 hours ago - Apr 13, 2022, 1:36:26 AM
ooo ESET Inspect Connector  1.7.1909
File Version
4 05 Name Micresoft Windows 10 Enterprise
08 Version 10.0.19044,1645
Process rar.exe (B480)
Con nd Li a -dw -epl -inul -r -ai -y -ed -ibck -m@ -pflagC_psswrd "\Users'\Administrator\Documents
mma ine “wtrace_flagB_28-mar-22-13_56_41.rar"” "\Users‘\Administrator\Documentsitrace.log"
Path FaTMP Sehwinrar',
Started 16 days ago - Mar 28, 2022, 1:56:41 PM
Ended 16 days ago - Mar 28, 2022, 1:56:41 PM
Parent process crmd.exe (368)
First dropper Tzg.exe (10992)

+ D*smss.exe[520)
+ D*winlogon.exe(sga
- D- userinit.exe (5200)
+ t> explorer.exe (5244)

A\ wscriptexe (1156)

- D)

A RAR encrypts and deletes files [B0501]



ESET Inspect “R” ako Reakcia

G O

Blokovanie Hashu Spustenie skenovania Restartovanie Sietova izolacia Vzdialeny pristup
Ukoncenie procesu Stiahnutie suboru Vypnutie PowerShell




Funkcionality

blokovanie

mazanie

izolacia

oznacovanie problematickych stanic
detekcia dumpingu hesiel

pass the hash detekcia

PowerShell
WMI detekcia
Virus Total
MITRE&ATTACK
API

2FA



Infrastruktura a nasadenie

=

Threat Intelligence data - hash, IP, URL

I I I ESET Threat Intelligence, CIF, ...
I I I

I I I

I I I

] ] I

Inspec PROTE SIEM

9
ii.

OS logs, FW, IPS, flows, IDS, DNS logs

ESET Product ESET Product ESET Product




EAGERA LY

zrychlenie odozvy na 0-day zranitelnosti a APT’s
odhalovanie problematickych uzivatelov

Izolovanie problematickych stanic

kompletny prehlad

moznost integracie so SIEM



VIACUROVNOVE ZABEZPECENIE

Sluzby a VIDR




ESET sluzby

BEZPECNOSTNE SLUZBY

v' Analyza podozrivych suborov

v' Pomoc pri reakcii na malvérové incidenty

v' Bezpecnostnda podpora pre EDR

v' Threat monitoring / Threat hunting




Profesionalne sluzby



ESET PREMIUM SUPPORT ESSENTIAL

STANDARDNA
PODPORA

q A . - eg . yd
Casovy limit odpovede na kritické ol CEERLAReT

incidenty (A)

i(iﬂlacs;:;\é\r/'.tl;,r't(1:Bt)odpovede na zavazné podla dostupnosti
Casovy limit odpovede na beiné , _
poiiav(},avky (C) i podla dostupnosti

8:00 —18:30

Dostupnost technickej podpory e reeeEh <

Kontaktné osoby na strane zakaznika obmedzené

Priorita v ramci telefonickych poziadaviek X

Pocet Ziadosti opravnenych
na spracovanie v ramci prémiovej

podpory




ESET PREMIUM SUPPORT ADVANCED

-(!:asovv limit odpovede na kritické
incidenty (A)

Casovy limit odpovede na zavainé
incidenty (B)

podla dostupnosti

podla dostupnosti

Casovy limit odpovede na beiné

poziadavky (C) podla dostupnosti

8:00 - 18:30
len v pracovnych drioch

Dostupnost technickej podpory

Kontaktné osoby na strane zakaznika obmedzené

Priorita v ramci telefonickych poziadaviek X

Pocet Ziadosti opravnenych
na spracovanie v ramci prémiovej
podpory

Dedikovany Technical Account Manager

Prioritny pristup k podpore od
ESET vyvojarskych timov

Proaktivne informacné sluzby

ESET Deployment & Upgrade

ESET Healthcheck




Bezpecnostné sluzby



ESET DETECTION AND RESPONSE ESSENTIAL

5 STANDARDNA DETECTION AND
ARTECORIA AKTIVITA BEZPECNOSTNA RESPONSE
PODPORA ESSENTIAL
Malvér: nezachytena detekcia 3 ano
Bezpeénostna Malvér: problém s liecenim : ano
odpora
gre f(,oncové Malvér: infekcia ransomvérom 2 ano
zariadenia Nespravna detekcia i ano
VSeobecné: preskimanie podozrivého spravania : ano
Zakladna analyza suborov ano
sz:etrenle Podrobnd analyza suborov ano
incidentov
a reakcia na ne Digitalna forenzna analyza ano

Digitalna forenznd pomoc pri reakcii na incidenty ano




ESET DETECTION AND RESPONSE

KATEGORIA
AKTIVIT

Bezpecnostna
podpora

pre koncové
zariadenia

Vysetrenie
incidentov
a reakcia na ne

Bezpecnostna
podpora
pre ESET Inspect

AKTIVITA

Malvér: nezachytena detekcia

Malvér: problém s liecenim

Malvér: infekcia ransomvérom

Nespravna detekcia

VsSeobecné: preskimanie podozrivého sprdvania
Zakladna analyza suborov

Podrobna analyza siborov

Digitalna forenznd analyza

Digitalna forenzna pomoc pri reakcii na incidenty

Technickd podpora — pravidla

Technickd podpora — vylucenia

VSeobecné: otazky tykajuce sa nastroja EDR
EDR: pociato¢na optimalizacia

EDR: ESET Threat Hunting
(vyhladavanie hrozieb na vyZiadanie)

STANDARDNA
BEZPECNOSTNA
PODPORA

[N
>
o

[N
>
o

X X X X X X X X X

DETECTION AND

RS ETIAL RESPONSE ADVANCED
ano ano
ano ano
ano e
ano S
ano ano
ano S
ano )
ano ano
ano ano

ano
ano
ano
ano
ano




ESET DETECTION AND RESPONSE

KATEGORIA
AKTIVIT

AKTIVITA

Bezpecnostna
podpora

pre koncové
zariadenia

STANDARDNA
BEZPECNOSTNA
PODPORA

Vysetrenie
incidentov
a reakcia na ne

Bezpecnostna
podpora
pre ESET Inspect

Bezpecnostné
sluzby
pre ESET Inspect

Profesionalne
sluzby

DELEECSEC?“S‘:ND DETECTION AND DETECTION AND
ESSENTIAL RESPONSE ADVANCED RESPONSE ULTIMATE

ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano ano
ano ano

ano ano

ano ano

ano ano

ano ano

ano

ano

ano




ESET PROTECT MDR

(es[)

PROTECT
MDR

© Extended Detection
& Response (XDR)
© Endpoint Protection
© Premium Support
© Security Services
© Encryption

Platforma ESET PROTECT

Moderna ochrana koncovych
zariadeni

Zabezpecenie suborovych serverov
Pokrocila ochrana pred hrozbami
Sifrovanie celého disku

Ochrana e-mailovej komunikacie

>
2
=
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c
o
o
S
o
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=
©
(3%}
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N

Ochrana cloudovych aplikacii
Detekcia a reakcia
Zabezpecenie SharePointu

Sifrovanie koncovych zariadenf

riesenia

Volitelné

Overovanie
Doplnkova technicka podpora
ESET Premium Support Advanced

ESET Deployment & Upgrade

e 6 o6 o6 &5 & & e & © o o o o

ESET Security Services

ESET Managed Detection &
Response




Preco MDR?

° +
j + % @
Komplexnost nastroja Viacero upozorneni Obmedzeny ¢as na Nedostatok

monitorovanie hrozieb v kvalifikovanych IT
XDR Specialistov
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gseT | | ESET CLOUD OFFICE SHAREPOINT
INSPECT  LIVEGRID® SECURITY SECURITY

' ESET
o LIVEGUARD
- ADVANCED

MSPs CUSTOMERS
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MAIL SECURITY VIRTUALIZATION

SECURITY

Expandable XDR Platform
MOBILE DEVICE ENDPOINT
MANAGEMENT SECURITY

Y/ e

J -
bl
SIEM 3% PARTY SECURITY SERVICES
SECURITY AUTHENTICATION ENCRYPTION
TECHNOLOGIES CLOUD

THREAT APT THREAT THREAT
INTELLIGENCE REPORTS HUNTING MONITORING
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