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:
ansomware spam

Among the increased number of malicious JavaScript email attachments observed in Janqar\/ 2019, ESET
researchers have spotted ‘a large wave of ransomware-spreading spamTargeting Russian Users
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Hobpbik AeHe!

Dobry den!

CTnpaeante NogpobHOCTKM Sakasa, JoKyMeHT BO BA O EHMM

Posielam vam detaily o objednavke. Dokument je v prilohe.

Kyapawoe JeHuc
Denis Kudrashev

W eHE DA 0,
yoIWaHGe AkumoHepHoe ObulecTeo «BMHBAHK:

(495) 755-50-75, 8 800 200-50-75

T JavaScript subor “UHPopmauma.js” = Informacie.js
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Bawn ¢ainel bbinu 3awudpoBaHsbi.

YTobbl pacuvdpoBams ux, Bam Heobxoaumo omnpasumb kop:

1C75444CDBB110436B9C | @

Ha anekTpoHHeid agpec pilotpilot@88@gmail.com .

anee Bbl MOAyYUmMEe BCE HeObXOAUMbLIE UHCMPYKLMU .

MonbiTkK pacwudposaTbh CaMOCTOAMENBHO HE NPUBEAYT HM K 4eMy, Kpome 6e3BO3SBpamHOA noTepu uH(opmaumu.
Ecnu Bbl BCE Xe XOTUTE NONbMaTeCA, MO NpeABapuTefnbHO cpaenaime pesepeHole konuu dainoe, uHaye B cnydae
MX W3MeHeHus pacumdpoBKa CTaHeT HeBo3MOXHOW HM mpu kakux ycnoBuax.

Ecnu Bel He noay4unu omeema no BblweykasanHHomy appecy B TedeHue 48 4dacoB (M Tonbko B 3ToM chydael),
BOCrNonb3yimecb Qopmoii obpaTHoi cBA3KM. 3To MOXHO caenaTb AByMA crnocobamu:

1) Ckauaiime u ycmaHosuTe Tor Browser no cceinke: https://www.torproject.org/download/download-easy.html.en
B agpecHoW cTpoke Tor Browser-a BeeguTe agpec:

http://cryptsen7fod3rré.onion/

W HaxmuTe Enter. 3arpy3umca cmpaHuua c Qopmoil obpaTHO# cBA3U.

2) B nwbom bpaysepe nepeldfuTe no OfHOMY U3 aApeCoOB:

yEsen /1« onion.to

sen 7 ré.onion.cab/

11 the important files on your computer were encrypted.

o decrypt the files you should send the following code:

1C75444CDB3119436B9C|8

o e-mail address pilotpilot@®88@gmail.com .

hen you will receive all necessary instructions.

11 the attempts of decryption by yourself will result only in irrevocable loss of your data.
If you still want to try to decrypt them by yourself please make a backup at first because
he decryption will become impossible in case of any changes inside the files.

If you did not receive the answer from the aforecited email for more than 48 hours (and only in this casel),
use the feedback form. You can do it by two ways:

1) Download Tor Browser from here:

https://www. torproject.org/download/download-easy.html.en

Install it and type the following address into the address bar:
http://cryptsen7fod3rre.onion/

Press Enter and then the page with feedback form will be loaded.

2) Go to the one of the following addresses in any browser:

http://cryptsen7fo! 6.onion.to/

http://c .onion.cab/
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“Love you” malspam gets a
makeover for massive Japan-
targeted campaign

ESET researchers have detected a substantial new wave of the “Love you” malspam campaign, updated
to target Japan and spread GandCrab 5.1

E‘ Juraj JanoZik 30 Jan 2019 - 02:57PM
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Attention!
All your files, documents, photos, databases and other important files are encrypted and have the extension: .XSXEWH

The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can recover your files.

The server with your key is in a closed network TOR. You can get there by the following ways:

| @. Download Tor browser - https://www.torproject.org/

1. Install Tor brouser Ra nsomware
2. Open Tor Browser

3. Open link in TOR browser: http://gandcrabmfeémnef.onion/34571e618494ffbb

4. Follow the instructions on this page

T GandCrab v5.1

on our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.

ATTENTION!
IN ORDER TO PREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

---BEGIN GANDCRAE KEY---

1AQAABonidc2I8EaQjmatZz+R8rFechyrh5AexwIS6bPO1UVIWARDhB7 /Vw6/XS0AUHWa+5sCcTVrIXVasBwxIKBt861dzaUPLMyt56Mt8uvNbTITFASFkqdZaHYHIUuNAS5b6XIA0gIzudgMZ6/25BpilxBiF5zFvk55f2VL
IHXR8G20XRs7zD0zoUnkMromnVLLCuofmoof/4m8ramT8e8YVzR8VO+C8KYT1SEp/5yk557w147f66Mve/78NiaiMTiIhYeF4qqIMRX6H1UqKZZ1FYIvv2U0Srvas]j24iyu/3yDQQpEMCPSIPPYsX,/NaMwVW1I3IP1lu2fe
QuWA1cplGWS37HHYDK sAYNqOwxzVwxXABT4oMW1mposDCMUP7 / fwcbbjeevQu29sd65pp3jZd1YQKKHG7USUO7 rG1dfQ76ZwXu85FqgGyd7ruhhLUequwtyzRP7d311XTJ4duT8xy/aEGntsQ+kNR11gD3LBZOZKXESNZE
---END GANDCRAB KEY---



Je ransomware naozaj na
ustupe?



welivesecurity -

Coinhive cryptocurrency
miner to call it a day next
week

The service became notorious for its use by ne'er-do-wells looking to make a quick buck by hijacking
the processing power of victim machines to generate virtual money

B¢ | [ 28. Februar 2019 ]
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Prevent zero-day threats with |
powerful cloud-based sandboxing y\
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users worldwide business customers countries & territories global R&D centers

ESET Dynamic Threat Defense

@ Behavior-based Detection @ Machine Learning @ Zero-day Threats @ Cloud Sandbox
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Emotet detekcie v roku 2018
Celkovo 7.7 milliona
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* Password Recovery Tools

* Credential Enumerator

* WebBrowserPassView

* MailPassView alebo
Outlook Scraper

* Spammer
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12 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

- 5% 56%

Name CPU Memory

Background processes (89)

[@) 64-bit Synaptics Pointing Enhan. 0% 06 MB
9 Active Protection System 0% 0.1MB
T Adobe Acrobat Update Service 0% 0.2 MB
[ Application Frame Host 0% 79 MB
[®9 Auto Scroll Start Service 0% 0.3 MB
iﬂ} BACK Monitor Application (32... 0.1% 6.6 MB
@9 Camera Mute Control Service fo... 0% 0.7 MB
[ COM Surrogate 0% 13 MB
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B cortana (2) 0%  1126MB
[# CTF Loader 04% 17MB
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@ ESET Main GUI 0% 48 MB
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RN - - . e
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GPU
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End task
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Background processes (89)
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Pouziva vasa firma
MS Outlook?
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Turla: In and out of its unique
Outlook backdoor

The latest ESET research offers a rare glimpse into the mechanics of a particularly-stealthy and resilient
backdoor that the Turla cyberespionage group can fully control via PDF files attached to emails



2009

Compilation timestamp
(may be faked) of a basic

version of the Outlook

backdoor. It could only

dump email content.

2013

Improvement: the backdoor
could execute commands.

They are sent by email
in XML format.

2018

April

Improvement: the
backdoor can execute

PowerShell commands

by leveraging Empire
PSInject.

2013

Last known version
targeting The Bat!
email client.

2018

March

Public announcement
of the compromise

of the German
government.

2016

Improvement: the
commands are now
sent as attachments

in specially crafted
|PDF documents]

2017

Improvement: the
backdoor is able to
buich PDF documents |

to exfiltrate data
to the attackers.
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Analysis of an unusual
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Uncover the unknown in your |
network with our EDR solution ,«""\%

™ Jh £33 :
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Tom+ 400k+ 200+ 13

users worldwide business customers countries & territories global R&D centers

ESET Enterprise Inspector

@ Detect advanced @ Stop file less Block zero-day @ Protect against @ Neutralize state-
persistent threats attacks threats ransomware sponsored attacks
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7@ QRecorder
NickBaza
E PEGI3

1092

well as voice recorder tool.

READ MORE

] "
L8O

QRecorder is the automatic call recorder tool as

ESET

protection servis

hreat Intelligence
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Attention

To let the recording widget work on

a special permission. If you refue,
the widget won't appear on the call

screen. You can turn on and turn off
the widget In the settings.

CANCEL OK

Apps that can draw over other apps :

E QRecorder

Permit drawing over other apps @
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v 4

B Google Play
George Go
Nova zprava od banky

N Andr
USB debugging connected

1 System

':'__) QRecorder « 2d
QRecorder
Automatic recording enabled

N Android

USB charging this device
Tap for more options.

B AppLock + 2d
AppLock
Protect Your Privacy.

Tap to disable USB debugging.

CLEAR ALL

QW4 1139

CESKASS ©
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T — e
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Ceska policia:
Najmenej 5 obeti
2.000.000 CZK



OSX/DNSChanger.A '
a.k.a. OSX/MaMi



OSX/DNSChanger.A v1.1.0
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Simulacia DNS hijack
kliku mysou
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OSX/DNSChanger.Av1.1.0
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Mozny Man-in-The-Middle utok
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ESET® ENDPOINT PROTECTION ADVANCED

Complete multilayered protection —
with remote security management

I

30-days free trial

On-premise Endpoint File server
management security security

ESET Endpoint Protection Advanced

Multilayered technology, machine lea combined with automated security

* Protection against * Protection against * Prevention of fileless ¢ Remote management
targeted attacks ransomware attacks
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