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CAUTI ON

On October 15, 2020, a federal grand jury sitting in the Western District of Pennsylvania returned an indictment 
against six Russian military intelligence offic

e

r s for  thei r al leged rol es in tar get ing and comp r omi si ng comp ut er  
systems worldwide, including those relating to critical infrastructure in Ukraine, a political campaign in France, and 
the country of Georgia; international victims of the “NotP etya” malware attacks (including critical infrastructure 
providers); and international victims associated with the 2018 Winter Olympic Games and investigations of nerve 
agent attacks that have been publicly attributed to the Russian government.  The indictment charges the defendants, 
Yuriy Sergeyevich Andrienko, Sergey Vladimirovich Detistov, Pavel Valeryevich Frolov, Anatoliy Sergeyevich Kovalev, 
Artem Valeryevich Ochichenko, and Petr Nikolayevich Pliskin, with a computer hacking conspiracy intended to deploy 
destructive malware and take other d isruptive actions, for the strategic benefit of  R ussia, through unauthorized 
access to victims' computers.  The indictment also charges these defendants with false registration of a domain name, 
conspiracy to commit wire fraud, wire fraud, intentional damage to protected computers, aggravated identity theft, 
and aiding and abetting those crimes.  The United States District Court for the Western District of Pennsylvania issued 
a federal arrest warrant for each of these defendants upon the grand jury’s return of the indictment.

SHOULD BE CONSI DERED ARMED AND DANGEROUS, AN I NTERNATI ONAL FLI GHT  
RI SK, AND AN ESCAPE RI SK

I f you have any inform at ion concerning these individuals, please contact  your local FBI  offic

e

,  or  the  
nearest  Am erican Em bassy or Consulate.

www.fbi.gov

GRU HACKERS' DESTRUCTI VE MALW ARE 
AND I NTERNATI ONAL CYBER ATTACKS
Conspiracy to Com m it  an Offense Against  the United States; False Registrat ion of a  

Dom ain Nam e; Conspiracy to Com m it  W ire Fraud; W ire Fraud; I ntent ional Dam age to  

Protected Com puters; Aggravated I dent ity Theft

Yuriy Sergeyevich Andrienko Sergey Vladimirovich Detistov Pavel Valeryevich Frolov

Anatoliy Sergeyevich Kovalev Artem Valeryevich Ochichenko Petr Nikolayevich Pliskin



https://95.143.193.182/Franceaviatelecom8/statmach/aorta.php

https://5.61.38.31/epsiloneridani0/setattr.php

https://144.76.119.48/arrakis02/loadvers/paramctrl.php

https://78.46.40.239/SalusaSecundus2/segments/statinfo.php

https://95.143.193.131/houseatreides94/dirconf/check.php

https://46.165.222.6/BasharoftheSardaukars/tempreports/vercontrol.php
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BlackEnergy pre-blackout (2014)

0-day exploit in .PPSX August 2014



BlackEnergy

File Stealer

Screenshots

Password stealer

Keylogger

Network discovery

Network scanner

Modules
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December 23, 2015

First malware-induced blackout

~230,000
≤6 hours

BlackEnergy
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Industroyer compromise

Internet

Power Distribution Company

Malware Operator ICS
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NotPetya’s initial vector

~80%
businesses 
in Ukraine*



…and worldwide compromise



Impact of NotPetya

$10 BILLION
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HermeticWiper: Impact

5+ 
organizations

100s 
systems

Dec 28, 2021
compilation timestamp*



Why Hermetic*?



Hermetic campaign

HermeticWiper HermeticWizard HermeticRansom



HermeticRansom

• _/C_/projects/403forBiden/wHiteHousE.baggageGatherings

• _/C_/projects/403forBiden/wHiteHousE.lookUp

• _/C_/projects/403forBiden/wHiteHousE.primaryElectionProcess

• _/C_/projects/403forBiden/wHiteHousE.GoodOffice1
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CaddyWiper

Source: VirusTotal



CaddyWiper

Dozens of 
systems

Compiled & 
deployed

Mar 14, 2022

Targeted
financial sector
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Industroyer2

Code similarity 
with Industroyer

IEC-104 protocol 
only

Comp. timestamp
Mar 23, 2022



Industroyer 2016 Industroyer2 2022



Sandworm

Electrical substation

Industroyer2 CaddyWiper ORCSHRED SOLSHRED AWFULSHRED

Control

ICS network Linux and Solaris
network



14:58 UTC: Deployment of CaddyWiper on some Windows 
machines and of Linux and Solaris destructive malware at the 
energy provider

15:02 UTC: Sandworm operator creates the scheduled task to 
launch Industroyer2

16:10 UTC: Scheduled execution of Industroyer2 to cut power in a 
Ukrainian region

16:20 UTC: Scheduled execution of CaddyWiper on the same 
machine to erase Industroyer2 traces

2022-04-08



Sandworm
Telebots/Voodoo Bear Sednit

Fancy Bear/APT28

The Dukes
Cozy Bear/APT29

InvisiMole
Gamaredon

Buhtrap
Turla

Lazarus
Operation In(ter)ception 

Bluenoroff

TA428





Main objectives of attackers in Ukraine?

Espionage
Data collection

Sabotage
Signaling



Main takeaways
• In the past years, Ukraine has been a cyber-battlefield, facing many 

sophisticated attacks. 
• We expect the APT attacks to continue
• Other countries have been targeted as well; users need to stay 

vigilant
• ESET will continue publishing its findings via public and private 

reports to improve the defenses of its clients and everyone else
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