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V com je problém?

* Obmedzené vypoctoveé zdroje pre
koncové body

* LiveGrid poskytuje dodatocnu ochranu
pre ESET Endpoint

* ESET Endpoint a LiveGrid chrania pred
znamymi hrozbami

Takze...

* Nezname Ci podozrivé subory by
mali byt pocas analyzy zablokované

* Na detekciu podozrivych a skodlivych
suborov je nevyhnutna kompletna
analyza spravania

DYNAMIC
THREAT

DEFENSE




ESET DYNAMIC THREAT DEFENSE

Co robi EDTD?

 EDTD ako dalsia vrstva
zabezpecenia po Endpoint
Security

* Hybridny cloudovy sandbox

* Vyuzivanie strojového ucenia

* Okamzita ochrana pre vsetky
pocitacCe

* Podrobny report

A\ FILE BEHAVIOR REPORT et

STATUS
SHA-1
SIZE
CATEGORY

Malicious
380FRTD1424R40RADRAZDSCIEYTEEAJESDE3EEFZEL
1972688

Script

Detected Behaviors

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIQUS
CAUSES

BEEHAVIOR
EXPLANATION
BENIGN CAUSES
MALICIOUS

Hidden code detection.
Sample contains hidden code to hide its functionality.

This is standard behavior when author does not want others to reverse-engineer the file.

Malware tried to hide its presence,

MNew files created in the Windows folder.
Sample has created new files in the Windows folder.

This is standard behavior for some installers.

Malware tried to hide its presence,

Detected dropper.
Sample has dropped or downloaded a file that was detected as malicious.

Clean applications should not do this.

Sample has dropped or downloaded malicious content.

Script execution.
Sample has executed a script ( BAT, VBS, J5).

This is standard behavior for some installers.

Malware may have attempted to run other parts of the sample.



ESET DYNAMIC THREAT DEFENSE

Ako EDTD funguje?

* Odoslanie vzorky do ESET Cloud

* Spustanie a testovanie vzorky v
sandboxe

* Blokovanie suboru a report

Company perimeter

EM Agent
ESET Endpoint

ESET cloud

( ESET HQ cloud
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ESET Azure cloud

EM Agent

ESET Mail Security

EM Agent

ESET File Security
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Kldcoveé benefity

* Cloudova technoldgia schopna analyzovat subory za menej ako pat minut

* Doélezita bezpecnostna vrstva chraniaca koncové body a postu pred novymi
pokrocCilymi hrozbami

* Jednoduché nastavenie (agentless) a sprava z centralnej konzoly ESET
PROTECT (ESMC)

* Analyza suborov stiahnutych z webu, emailovych sprav, komprimovanych
suborov Ci subory z vymenitelnych meédii



Spolupraca s ESET produktami

* ESET Mail Security (verzia 7+)
* ESET Endpoint Antivirus/Security (verzia 7+)
* ESET File Security (verzia 7+)

FILE
SECURITY

ENDPOINT
ANTIVIRUS
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Phishing spravy s
malvérom

Bezpecna siet
|

Ukradnuté alebo
zasSifrované data
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Phishing spravy s
malvérom

Bezpecna siet
|

Malvér cez USB
alebo socidlne Ukradnuté alebo

inZinierstvo zaSifrované data
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Neznamy malvér odstraneny v priebehu 5 minut,
namiesto niekolkych tyzdnov/mesiacov!

4D

v

Pracovna stanica s ESET Endpoint technoldgiou ESET Dynamic
& ESET Dynamic Threat Defense Threat Defense



Je to bezpecné?

* Datové centrum v Bratislave priamo v ESETe

» Ziadne analyzy & vzorky pre tretie strany

* QOdstranenie vzoriek zo serverov ESET

* Vylucenia (typy suborov, prieCinky, procesy, hash)
* Nastavenie maximalnej doby Cakania

* Globalna databaza uklada hash hodnoty




Privitajte prvotriednu bezpecénost

*  Homeoffice ready
e Carovné riedenie? © Nie...

* Preco som o tejto technologii nepocul?

*  Cloudovy sandbox - mainstream

* Vyvinuté pre Enterprise dostupné aj pre SMB



ESET Dynamic Threat Defense (EDTD) v produktovych balikoch

et

PROTECT
ADVANCED

et

PROTECT
ENTERPRISE

— Cloudové produktove baliky —

(esl)

PROTECT
COMPLETE

(es[D)

PROTECT
MAIL PLUS

On-prem produktové baliky —

(esl) es[h

PROTECT PROTECT
ENTERPRISE COMPLETE

ON-PREM ON-PREM

(es[FD)

PROTECT
ADVANCED
ON-PREM




Skusobna licencia

ESET PROTECT ADVANCED pre 25 endpointov na 30 dni
- aktivacia cez ESET Business Account (EBA)

V pripade otazok kontaktujte:

ESET obchodny kontakt
ESET partnera
obchod@eset.sk




$EQ{-{AI\JJTOELOSIGIBEE"ZPECNEJ§|E &
SMEKONFERENCIE



