
29[L£ thYwh2L[ºa ¨¢hYha ά[9bέ 
{ !b¢La![±;wh±h¦ h/Iw!bh¦ b9a¦{N 
±¿5¸ {¢!2L£

Jǵƭƛǳǎ {ŜƭŜŎƪȇ



9ǾƻƭǵŎƛŀ ransomware
YƻƳǇƭŜȄƴƻǎǙ ǵǘƻƪƻǾ ǎŀ ȊǾȅǑǳƧŜ

PǊŜǎƴŜƧǑƛŜcielenie

¨ǘƻőƴƝŎƛ ƴŜǇƻǳȌƝǾŀƧǵ ƭŜƴ ǎǇǳǎǘƛǘŜƯƴŞ 
ǎǵōƻǊȅ
tǊŜǘǊǾłǾŀƧǵŎŜ ƘǊƻȊōȅ Ǿ ǎȅǎǘŞƳŜ
69/2018 Z. z. o kybernetickej 
ōŜȊǇŜőƴƻǎǘƛ

Preőƻ 95wΚ ό9ƴŘǇƻƛƴǘ Detectionand Response)

ESET Enterprise Inspector



{ǘŀǊŜƧ ǘŜŎƘƴƻƭƽƎii odzvonilo

1. ¢ǊŀŘƛőƴŞ ŀƴǘƛǾƝǊǳǎƻǾŞ ǊƛŜǑŜƴƛŀ

Å ǇǊŀǾƛŘŜƭƴŞ ǎƪŜƴƻǾŀƴƛŜ ǇŀƳŅǘŜ

Å ƪƻƴǘǊƻƭŀ ǾƝǊǳǎƻǾ ƴŀ ȊłƪƭŀŘŜ ŘŀǘŀōłȊȅ

Å signaturedetection

2. !ƴǘƛǾƝǊǳǎƻǾŞ ǊƛŜǑŜƴƛŀ řŀƭǑŜƧ ƎŜƴŜǊłŎƛŜ όbD!±ύ

Å ǇƻǳȌƛǘƛŜ ǳƳŜƭŜƧ ƛƴǘŜƭƛƎŜƴŎƛŜΣ ŘŜǘŜƪŎƛŜ ǎǇǊłǾŀƴƛŀΣ 
ŀƭƎƻǊƛǘƳƻǾ ǎǘǊƻƧƻǾŞƘƻ ǳőŜƴƛŀ

Å ǾƛŀŎǾǊǎǘǾƻǾŞ ǘŜŎƘƴƻƭƽƎƛŜ

Å ǎȅǎǘŞƳ ȊƻȊōƛŜǊŀƴƛŀ ƛƴŦƻǊƳłŎƛƝ ƻ ƘǊƻȊōłŎƘ Ȋ ŎŜƭŞƘƻ 
ǎǾŜǘŀ ƪ ŘƛǎǇƻȊƝŎƛƝ Ǿ ǊŜłƭƴƻƳ őŀǎŜ

3. Endpoint Detection and Response (EDR)
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Phishing ǎǇǊłǾȅs
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ESET Enterprise Inspector

Å 5ŜǘŜƪŎƛŀ ǇƻƪǊƻőƛƭȇŎƘ 
ǇǊŜǘǊǾłǾŀƧǵŎƛŎƘ ƘǊƻȊƛŜō

Å ½ŀǎǘŀǾŜƴƛŜ ōŜȊǎǵōƻǊƻǾȇŎƘ ǵǘƻƪƻǾ
Å Blokovanie zero-day hrozieb
Å Ochrana pred ransomware
Å ½ŀŎƘȅǘŜƴƛŜ ǇƻǊǳǑƻǾŀƴƛŀ 
ōŜȊǇŜőƴƻǎǘƴȇŎƘ ǇƻƭƛǘƝƪ

Å 5ŜǘŜƪŎƛŀ ƛƴŎƛŘŜƴǘƻǾ όŀƴŀƭȇȊŀ ǇǊƝőƛƴ 
vzniku)

Å ¨Ǉƭƴł ǎƛŜǙƻǾł ƛȊƻƭłŎƛŀ



Endpoint Prevention and Response
October 2020

EPR CyberRisk QuadrantTM

Figure 1 ςEndpoint Prevention and Response (EPR) ςECRQ ςEnterprise CyberRisk QuadrantTM



Detekcia ±ƛŘƛǘŜƯƴƻǎǙ Reakcia

IƯŀŘŀƴƛŜ ŀƴƻƳłƭƛƝ2ƻ ǎŀ ǎǘŀƭƻΚ

Kedy sa to stalo?

Ako sa to stalo?

Blokovanie

hŘǎǘǊłƴŜƴƛŜ

ESET Enterprise Inspector



Ϡ24IƭłǎŜƴƛŜ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ 
ōŜȊǇŜőƴƻǎǘƴȇŎƘ ƛƴŎƛŘŜƴǘƻǾ

Å ǇƻǾƛƴƴƻǎǙ ƘƭłǎƛǙ ƪŀȌŘȇ ȊłǾŀȌƴȇ
kybernetickȇ ōŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ

Å ƪŀǘŜƎƽǊƛŀ ȊłǾŀȌƴƻǎǘƛ

Å ŘƮȌƪŀ ǘǊǾŀƴƛŀ ƪȅōŜǊƴŜǘƛŎƪŞƘƻ 
ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ

Å geografickŞ ǊƻǑƝǊŜƴƛŜ ƪȅōŜǊƴŜǘƛŎƪŞƘƻ 
ōŜȊǇŜőƴƻǎǘƴŞƘƻ ƛƴŎƛŘŜƴǘǳ

сфκнлму ½Φ ȊΦ ƻ ƪȅōŜǊƴŜǘƛŎƪŜƧ ōŜȊǇŜőƴƻǎǘƛ ŀ ƻ ȊƳŜƴŜ ŀ ŘƻǇƭƴŜƴƝ 
ƴƛŜƪǘƻǊȇŎƘ ȊłƪƻƴƻǾ

CSIRT.SK

Å ǘȅǇ ȊłǾŀȌƴŞƘƻ ƛƴŎƛŘŜƴǘǳ ό ƴŜȌƛŀŘǵŎƛ ƻōǎŀƘΣ ǑƪƻŘƭƛǾȇ 
ƪƽŘΣ ȊƝǎƪŀǾŀƴƛŜ ƛƴŦƻǊƳłŎƛƝΣ Ǉƻƪǳǎ ƻ ǇǊƛŜƴƛƪ Řƻ 
ǎȅǎǘŞƳǳΣ ƴŜŘƻǎǘǳǇƴƻǎǙΣ ƴŜƻǇǊłǾƴŜƴȇ ǇǊƝǎǘǳǇΣ 
ǇƻŘǾƻŘΣ ȊǊŀƴƛǘŜƯƴƻǎǙΦΦΦύ

Å őŀǎƻǾŞ ǵŘŀƧŜ ȊƛǎǘŜƴƛŀ ŀ ǾȊƴƛƪǳ ƛƴŎƛŘŜƴǘǳ

Å ŘŜǘŀƛƭƴȇ ƻǇƛǎ ŀ ǇǊƛŜōŜƘ ƛƴŎƛŘŜƴǘǳ

Å ǊƻȊǎŀƘ ǑƪƾŘ

Å ǇǊǾƻǘƴŞ ȊŀǎƛŀƘƴǳǘŞ ŀƪǘƝǾŀ

Å ǎǘŀǾ ǊƛŜǑŜƴƛŀ ȊłǾŀȌƴŞƘƻ ƪȅōŜǊƴŜǘƛŎƪŞƘƻ ƛƴŎƛŘŜƴǘǳ




