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Using unencrypted connection! Please configure the webserver to use HTTPS

SECURITY MANAGEMENT CENTER

£ cecccccee

W= English

Log into Domain

Allow session in multiple tabs




Dashboard

£ = @ Certificate emor © || (€) ESET Security Management...

PASHSOARD Dashboard <
Qverview Incidents Overview Computers Security Management Center Server Antivirus threats Firewall threats ESET applications =
@ 2 O Device status
C B 0 ]
Total number of devices Ok
Desktops
Ok 0
A 1 0 ,
Attention required 1
A Security risk 0
Security risks Total 1
Connection Status Product version status
100%
75%
50%+
One day 1
25%
@ > 7 days 1
0% y U T
Agent Endpoint Server Mobile
Uptodate @ Outdated
Managment status RSS feed @
ESET Support News
ESET Endpoint Antivirus and ESET Endpoint Security hotfix version 6.5.2123.8 has been
released
< THU AUG 02 2018 15:01:08 GMT+0200 (CENTRAL EUROPE DAYLIGHT TIME) »
Managed & i e . -
Protected 2 0 nttp://supp 8/?locale=en US& us
® Managed Unmanaged Rogue . . . 3 . v
® ® ® ESET Endpoint Antivirus and ESET Endpoint Security hotfix version 6.5.2123.8 has been released and is

€ m &k




e (@) https://localhost/era/webconsole/Fid=GROUP_TEMPLATES

i3]

SECURITY MANAGEMENT CENTER

Dynamic Group

Templates

Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system

Operating system

Operating system

Computer is idle

Dynamic Group Templates

TEMPLATE NAME

is M5 Windows

is MS Windows Client (Agent-le
is M5 Windows Client (Agent Installed)
is M3 Windows Server (Agent-less)

is MS Windows Server (Agent Installed)
is MS Windows (Client)

is MS Windows (Server)

is Linux

is Mac 05

is Google Android

is Apple i0S

Operating system is Apple iOS using the Device Enrollment Program

Computer type is mobile device

is not up to date

Product modules are not up to date

Computer has reported  problem

Mot activated security product

Skupiny

0~ @ Certificate error &

(E) ESET Security Management...

TEMPLATE DESCRIPTION

Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system
Operating system

Operating system

identifies itself as Microsoft Windows family

identifies itself as Microsoft Windows for Client / Workstations family (non-Server) & machine is protected by "agent-less protection” (VMware vShield / NSX)

identifies itself as Microsoft Windows for Client / Workst:

ions family (non-Server) & ESET Management Agent is installed on the system

identifies itself as Microsoft Windows Servers family & machine is protected by "agent-less protection” (VMware vShield / NSX)

identifies itself as Microsoft Windows Servers family & ESET Management Agent is installed on the system

identifies itself as Microsoft Windows for Clien ions family (non-Server)
identifies itself as Microsoft Windows Server

identifies itself as Linux family

identifies itself as Mac OS family

identifies itself as Google Android family

identifies itself a5 Apple i0S family

identifies itself as Apple i0S family

Managed computer identifies itself as a mobile device

Operating system

indicates that more recent updates are available and not installed yet

Security product indicates that modules have not been updated recently

Agent indicates t

at the computer is in idle state

Agent indicates that operating system or managed product is in problematic state

Security product indicates that it is not activated
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e (@) https//localhost! era/webconsole/Fid=THREATS
SECURITY MANAGEMENT CENTER [

Threats ‘ SHOW SUBGROUPS | ‘ COMPUTER MUTED X | ‘ THREAT RESOLVED X ‘ ‘ QCCURRED Between 7 da and Future X ‘ | ADD
Groups = THREAT TYPE RESOLVED coM 2§ CAUSE ACTI OBJECT PROCESS NAME USER
A THREATS B3 All (0 problems) @ @
oo
il £ Lost & found NO DATA AVAILABLE

L=l [ New Static Group

~ [ Windows computers
[ Linux computers
[¥] Mac computers
[0 Computers with outdated modules
[¥) Computers with outdated operating «
[¥] Problematic computers
[ Not activated security product

v [@ Mobile devices




Reporty

e https://localhost/era/webconsole/#id=REPORTS

SECURITY MANAGEMENT CENTER

Categories & Templates Scheduled Reports

Templates A

o [ o

= Antivirus threats

Active threats

Active threats by IPv4 subnet

tivirus thre:

Blocked files in last 30 days grouped by Daily summary of threat events in last
reason for blocking 30 days

Scans in last 30 days

Threats in last 30 days grouped by
action taken

Threats in last 30 days grouped by
detection method

s in la

Top computers with threat events in
last 7 days

Top mobile devices with threat events
in last 7 days

th most d ntivirus threats in

es with m

MPORT REPORT TEM

£ = @ Certificate emor © || (€) ESET Security Management...

Active threats by IPv6 subnet

High severity scans in last 30 days

Threat events by IPv4 subnet in last 7

ats d

)

Top threats in last 7 days

us threats det

Agentless virtual machine last scan

High severity threat events in last 7
days

s threat

Threat events by IPvé subnet in last 7

d in last 7

Top agentless virtual machines with
threat events in last 7 days

rirtual machir

Top users with threat events in last 7

s in last 7

Antivirus threats in last 30 days
grouped by scanner

Last scan

Threat events in last 7 days

Top computers with active threats

with

Unresolved high severity threat events
in last 7 days

Q



Prehlad HW a SW

SECURITY MANAGEMENT CENTER

| Computers > & [ nbjankech-sony.hg.eset.com

1 OVERVIEW
Cg computers 1
L3 CONFIGURATION nbjankech-sony.hq.eset.com & mll Microsoft Windows 7 Enterprise 32-bit X X
Attention required
== Michal Jankech Physical Laptom Replicator Wl Manufacturer  Sony Corporation
LOGS Model VGN-Z21XN_B
S/N 25261860-5000392

TASK EXECUTIONS FQDN NBJANKECH-SONY hq.eset.com Alerts No alerts
_ Parent Group All/Lo ou Unresolved Threats Count 0
[© INSTALLED APPLICATIONS

i 101120185 Last Connected Time

ALERTS . . . .
A Applied Policies Count 5 Intel(®) Core(TM)2 RAM Storage Detection Engine 15964 (20170823)
& THREATS AND QUARANTINE Duo CPU P9300 @ 4GB 250 GB Updated Updated
253GHz
=+ DETAIS
Products & Licenses ol Users

@ A

ESET Remote Administrator Agent 7.0.135.0 Up-to-date version Assigned Users Logged users

ESET Endpoint Antivirus 6.6.2046.1 Up-to-date version n/a HQ\jankech

33B-HI3-W37 ESET Endpaint Antivirus 2018 Jan 31 13:00:00




e (@) https://localhost/era/webconsole/Zid=QUARANTINE
SECURITY MANAGEMENT CENTER

HASH

Quarantine
Li

=

THREAT TYPE

THREAT NAME

Karanténa

£ = @ Certificate emor © || (€) ESET Security Management...

[

THREAT FLAGS USER REASON RESTORABLE EXCLUDABLE

COMPUTERS

NO DATA AVAILABLE

HITS

FIRST OCCURRED

LAST OCCURRED

@



Notifikacie

SECURITY MANAGEMENT CENTER

Edit Notification

Notifications >  Edit Notification

EMAIL ADDRESS NAME (OPTIONAL)

jankech@eset.sk @ New email Add user

Distribution M -
essage preview

Subject

Malware Outbreak Alert! &

‘ Notifications

Content
Number of threat detection events in 10 minutes has reached
defined threshold (100 events). Please log-in to your ESET Security
Management Center and navigate to Threats view for more details

Computer name
Time of accurrence
Threat type

Threat name
Scanner

Detection engine
Object type

Object URI

Action performed

Action error
General Threat handled
Restart required
Language User
Process name
English EI Circumstances

First seen time

Hash of detected file

Timezone Motification name

(UTC+00.00) United Kingdom Time (United Kingdom) Adjust fer daylight saving time automatically




Politiky

- x
£ = @ Certificate emor © || (€) ESET Security Management...
@v < HELP = AD =
Policies Show unassigned  EDTD aktivacia - Assigned to <
mw - Assigned to Applied on Settings Summary
A Custom Policies TARGET NAME TARGET DESCRIPTION
~ [& ESET Endpoint for Windows
O wingect

e [ EDTD aktivacia @
3] A (@) Built-in Policies 0O EDTD

~ [&] ESET Endpoint for Android (2+)
Policies ~ (&) ESET Endpoint for Windows
v ESET Endpoint for macOS (05 X) and
v [E] ESET File Security for Windows Server
~ [&) ESET Mail Security for Microsoft Exchi
#~ [8] ESET Management Agent
[ Application reporting - Report all
[ Connection - Connect every 20 m
[ Connection - Connect every 60 r
[ Connection - Connect every 60 se
[& HTTP Proxy Usage

e ESET Shared Local Cache

ESET Virtualization Security - Protecte

v [8] ESET Virtualization Security - Security

. Sk 1241
W s 5 1682018 -




Tasky pre koncové stanice

- X
e (@) https://localhost/era/webconsole/#id=CLIENT TASKS P ~ @ Certificate error € | (&) ESET Security Management...
SECURITY MANAGEMENT CENTER [ - HELP = AD =
Client Tasks All Tasks [
Task Types = TASK NAME PROGRESS TYPE TASK DESCRIPTION TARGETS MODIFICATION 1 LAS] @
4 B Al Tasks ' Modules Update Modules Update Modules of the installed security product wil... 2018 May 31 09:15:4... 2018 Aug
v [E] ESET Security Product
~ lnst v
il ' [5] ESET Security Management Center
2] . v [5) Operating System ~ EDTD v Product Activation aktivacia 2018 Jun 26 1647:5... 2018 Jun?
g Mobile ~ Activation Klient v Product Activation 2018 Jun 22 10:39:5... 2018 Jun 2
“ File security activation v Product Activation 2018 Jun 1208363..  2018Jun1
< >




EDTD (ESET Dynamic Threat Defense)

SECURITY MANAGEMENT CENTER

CK | file.exe - File Details

i OVERVIEW

3 BEHAVIOR

A Malicious file.exe
Status A\ Malicious Origin [ NBJANKECH
State Finished User michal,jankech
Processed on 22 Sep 2017 12:00:00 Reason Manual submission
Sent on 22 Sep 2017 11:38:00 Source Dynamic Threat Defense
Behaviors Hash 1872A482C41DC3050FBAAS5CCDIB11B4EB2AFD2C

ANALYSIS

STATUS [ Maiicious |

STATE Finished

SENT ON 22 Sep 2017 12:00:00

PROCESSED ON 22 Sep 2017 11:58:00

ORIGIN

ORIGIN L NBJANKECH

USER michaljankech

REASON Manual submission

SOURCE Dynamic Threzt Defense

FILE

HASH 1872A482C41DC305DFBOAISCCDIB11B4EB2AFD2C

FILE file.sve

SIZE 5KB

CATEGORY Executable




Uzivatelia a opravnenia

- X
e (@) https://localhost/era/webconsole/#id=COMPETENCES P - © Cerificateerror €| (&) ESET Security Management...
SECURITY MANAGEMENT CENTER [ - HELP = 9
Permission Sets Permission Set Details <

o < Name

Administrator permission set

Administrator permission set @1
Description
[ Reviewer permission set

| . . P
[ Server assisted installation permission se
Static Group Access

All

Functionality Access

Groups & Computers Read, Use, Write
Permission Sets Read, Use, Write
Domain Groups Read, Use, Write
Native Users Read, Use, Write
Agent Deplayment Use

Certificates Read, Use, Write
Server Tasks & Triggers Read, Use, Write
Notifications Read, Write
Client Tasks Read, Use, Write
Dynamic Groups Templates Read, Use, Write
Reports and Dashboard Read, Use, Write
Palicies Read, Use, Write
Send Email Use

Send SNMP Trap Use

Export report to file Use

Licenses Read, Use, Write
Server Settings Read, Write
Stored Installers Read, Use, Write
Enterprise Inspector User Read, Write

Enterprise Inspector Administrator Write
Client tasks related access
Server tasks related access

User Group Access

All Groups  Read, Use, Write
Mapped Domain Security Groups

Assigned Native Users

< > Administrator




prava licencii

e (@) https://localhost/era/webconsole/Zid=LICENSES
SECURITY MANAGEMENT CENTER

£ = @ Certificate emor © || (€) ESET Security Management...

[

- HELP = AD
License Management Licenses
Activ... Ll ¥ PpuBLICID PRODUCT NAME STAT UNITS SUBUNITS VALIDITY OWNER NAME CONTACT
i) ©  3AD-PTADOC NFR Business ' ESET Dynamic Threat Defense v 2018 Sep 26 14:00:00 Ondrej krajc@esetsk
License Management
e 33B-V3K-TBF NFR Business ' ESET Secure Enterprise v 2020 May 13 14:00:00 Krajc krajc@esetsk
=
SLK
e m & o N gy O



Uceleny prehlad

() https://localhost/era/webconsole/id=STATUS_OVERVIEW

SECURITY MANAGEMENT CENTER

r

Status Overview

A

Status Overview

Users

Create native users and configure their permissions to allow different levels of
management in ESET Security Management Center. It's not recommended to use
Administrator account created during installation.

Backup user not set up

Computers

Add devices to groups in ESET Security Management Center to deplay ESET
Management Agent or enroll mobile devices.

Available computers: 2
Rogue computers found: 15

Synchronization task is either scheduled for execution or already finished

£ = @ Certificate emor © || (€) ESET Security Management...

Invalid Objects

Tasks & notifications execution is dependent on internal & external parameters
(like computers, groups, installers from repository ete.). If abjects are no longer
accessible tasks & notifications will not work.

Client tasks containing inaccessible objects: 1
Server tasks containing inaccessible objects: 0

Notifications containing inaccessible objects: 28

|

Certificates

Certificates are used to digitally sign encrypted communications between ESET
Security Management Center components,

Available certification authorities: 1
Available agent certificates: 2

Server certificate is valid

Agents

ESET Management Agent is required for the management of computers and ESET
products using ESET Security Management Center,

No unmanaged computer was found.

External Services

To function properly, ESET Security Management Center regularly connects to the
ESET Repository so that ESET Software installation and Update Servers use up-to-
date medules. For e-mail notifications, SMTP configuration is essential.

Repository is connected
Update server is connected

SMTP server is not configured

Licenses

Licenses are essential to activate ESET Security Products and to enable updates
for ESET Security Management Center. At least one entered license is needed to
ensure ESMC Server receives updates.

Available licenses: 5

Products

ESET provides a large variety of security applications for all different platforms.
You can easily install them using ESET Security Management Center.

No repository available or no software in repositary

Computers without any product installed: 0

Questions

Some decisions cannot be handled automatically and need the attention of the
Administrator. They should be made as soon as possible to avoid incorrect
behavior.

Computer connection guestions: 0




SECURITY MANAGEMENT CENTER

Cd

COMPUTERS

OVERVIEW

COMNFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

A THREATS AND QUARANTINE

DETAILS

< BACK ‘ Computers > |;|@nbjankech-scn}-'.hq.eset.cc:m

D nbjankech-sony.hq.eset.com &
— Michal Jankech Physical Laptom Replicator

FQDN MNBJAMNKECH-50NY hg.eset.com
Parent Group All/Lost & found
1P 10.1.120.185

Applied Policies Count 5

@ Products & Licenses

ESET Remote Administrator Agent 7.0135.0

ESET Endpoint Antivirus 6.6.2046.1

33B-HJ3-W37 ESET Endpoint Antivirus

m Il Microsoft Windows 7 Enterprise 32-bit

. . Manufacturer
Model
S/N

Intel(R) Core(TM)2
Duo CPU P9500 @
2.53GHz

Up-to-date version

Up-to-date version

2018 Jan 31 13:00:00

Sony Corporation
VGN-Z21XN_B
28281860-5000392

RAM Storage
4GB 250 GB
od Users
AT
Assigned Users
nfa

rch computer na...

Attention required

Alerts No alerts
Unresolved Threats Count 0

Last Connected Time
Detection Engine 15964 (20170823)

Updated Updated

Logged users
HQjankech

D






Co je to ESET Dynamic Threat Defense ( EDTD )

* Cloudova technoldgia sandboxingu
* Vyuziva pokrocilé detekcné techniky
* Plateny produkt (sluzba)

* 0Od 200 vyssie
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Hlavné vyhody

. Automaticka ochrana proti 0-day zranitelnostiam

. Viacvrstvova ochrana s metdédami strojového ucenia
. Kompletny prehlad o odoslanych suboroch do ESETu
. Podpora stanic aj mimo vnutornej siete

. Bez nutnosti doinstalovat iné SW

. Jednoduché vystupy v podobe reportov



Podporovaneé verzie OS a ESET produktov

Endpoint:
* ESET Endpoint Antivirus 7 OS Vista a novsie
 ESET Endpoint Security 7 OS Vista a novsie

Server:
* ESET Mail Security 7 pre OS Windows server 2008
* ESET File Security pre Windows Server pre OS Windows server 2008

ESMC:
* ESET Security Management Center 7



Stav a vysledky

© Neznamy Subor zatial nebol analyzovany
v , Detekcné jadro nevyhodnotilo
Neskodny L
analyzovany subor ako Skodlivy
Detekcné jadro vyhodnotilo
Velmi podozrivy zachytenu aktivitu siboru ako
GEE . VI
Podozrivy podozrivu, avsak nie ako
jednoznacne Skodlivu

L[] % . Subor je na zaklade zachytenej
Skodlivy J A,

aktivity vyhodnoteny ako skodlivy



SECURITY MANAGEMENT CENTER

Dashboard

Overview Incidents Overview Computers

Files analyzed by ESET Dynamic Threat Defense in last 30 days grouped by the resul...

Files submitted to ESET Dynamic Threat Defense and ESET LiveGrid in last 30 days g...

Security Management Center Server

Antivirus threats Firewall threats ESET applications EDTD +

Files submitted to ESET Dynamic Threat Defense and ESET LiveGrid in last 30 days g...

Diagnostics

B Dynamic Threat Defense

Files submitted to ESET Dynamic Threat Defense and ESET LiveGrid in last 30 days g...

B Manual 9

= m Automatic

Manually submitted samples to ESET Dynamic Threat Defense in last 30 days

User name
EDTDPMVAdministrator

Computer name
ESET Endpoint

Object URI Time of accurrence
filey///C:/Program Files/F... 2018 Mar 14 10:43:07

Files submitted to ESET Dynamic Threat Defense and ESET LiveGrid in last 30 days g...

N Finished

Files submitted to ESET Dynamic Threat Defense and ESET Live Grid in last 30 days

Group by (Hash) f;r:g':}:’; e ?F;::sz:!t;f E;Z:EI:;:)S tate (G;:;E}by ﬁ;’:‘e":;“;p of
submission) analysis)

TE4A4BBECSES... Script Automatic Finished 1 2018 Mar 13 1...
ODATBDIT7BY... Script Automatic Finished 1 2018 Mar 13 1...
IF3TAQBC29EG.. Other Automatic Finished 100 2018 Mar 14 1...
F5C420BE1A5... Executable Automatic Finished 1 2018 Mar 14 1...
1E135AF20993... Executable Automatic Finished 100 2018 Mar 14 1...
C21680CADA1... Executable Automatic Finished 1 2018 Mar 14 1...
C21680CADA1... Executable Manual Finished 1 2018 Mar 14 1...
83E5CF148819... Executable Automatic Finished 1 2018 Mar 14 1...
F5341C0DDATT.., Other Automatic Finished 1 2018 Mar 14 Q...
2E534EADSECF.. Executable Automatic Finished 1 2018 Mar 13 1...
2420FCADFIC... Script Automatic Finished 86 2018 Mar 13 1...
88F65621A6E9... Executable Automatic Finished 1 2018 Mar 13 0...
262CA943T79F6... Executable Automatic Finished 1 2018 Mar 13 0...
64CF454F2481... Executable Automatic Finished 1 2018 Mar 13 Q...
OTOCAAAMOATY  Coviens Musbminnic Civicbad 1 N1 Bdae 170

Top 10 computers with file submissions to ESET Dynamic Threat Defense and ESET L...

Q



SECURITY MANAGEMENT CENTER

Smeltted Files ADD FILTER ‘ ‘ PRESETS = {J.“
FILE STATUS STATE = FIRST SENT ON LAST PROCESSED ON COMPUTER CATEGORY REASON SENT TO HASH SIZE €
files//¥ &) Finished 2018 Mar 14 08:48:52 2018 Mar 14 08:56:19 [ Z ESET Mail Security Other Automatic Dynamic Threat Defense F541CDDDAT7CBESOD48TCAEA34.., 2 KB e
mailto:?to= <edt..._suspicious.bat 2018 Mar 13 12:32:20 2018 Mar 13 15:50:01 Script Automatic Dynamic Threat Defense 2420FCADF9C358B72212DD92232...  147B M
file:// i & Finished 2018 Mar 13 12:15:16 2018 Mar 13 17:30:59 E [ (¥ ESET Mail Security Executable Automatic Dynamic Threat Defense 2E534EADBCFE3FAASS3E1006E02. .. 5 MB I
file:///ekrn_1478f780_1d04.mdmp 2018 Mar 13 10:42:34 E [ (¥ ESET Mail Security Diagnostic Data Automatic ESET Diagnostics 30068D266C5A214B04 1F4410EE3... 297 KB
file:///'C «..e/Builder3D.exe & Finished 2018 Mar 13 03:07:14 2018 Mar 13 09:06:21 [ Z ESET Endpoint Executable Automatic Dynamic Threat Defense BACF454F2481C1616FEC226FEDSA.. 17 MB M
file:///C:/Prog...rceResolver.exe & Finished 2018 Mar 13 03:07:12 2018 Mar 13 09:08:24 [ Z ESET Endpoint Executable Automatic Dynamic Threat Defense 88F65621A6E946D927CTBF7244C... 10KB I
files/// -eflib3mfUsP.dil &) Finished 2018 Mar 13 02:07:09 2018 Mar 13 09:06:52 [ & ESET Endpoint Executable Automatic Dynamic Threat Defense 262CA94379F60D9F0BE344BTF1C... 198 KB I
file:///C:/Prog...e_installer.exe ) Sent to LiveGrid® 2018 Mar 12 18:16:22 == | fZ ESET Mail Security Executable Automatic LiveGrid(R) 04FD23DAACEBT2CFIOES3AI3ELF... 161 KB E
file://¥C:/Prog...ng/bootstrap.js ) Finished 2018 Mar 12 02:03:27 2018 Mar 12 02:06:10 [ ¥ ESET Endpoint Script Automatic Dynamic Threat Defense STSE449C094F31D4B6FDCCAES04A.,. 20 KB I

wtising/vpaid,js @ Finished 2018 Mar 12 02:03:26 2018 Mar 12 02:06:06 [ ¥ ESET Endpoint Script Automatic Dynamic Threat Defense 23AIAAAZDFTIB35917392AABT31.., 24 KB I

.tising/ormma,js ) Finished 2018 Mar 12 02:03:26 2018 Mar 12 02:06:07 [ [¥ ESET Endpoint Script Automatic Dynamic Threat Defense ATDCB40TFTTTAB105E0985104A8.. 31KE I
filez///C:fwork...120552974d 7 8f0f -.- Finished 2018 Mar 9 13:36:52 2018 Mar 9 13:43:41 Executable Automatic Dynamic Threat Defense CA1CBCBAGBE11365A0FE32EGD12... 1MEB E
file:///Cifwork.. ff173d8f3621bc3 @ Sentto LiveGrid® 2018 Mar 9 13:33:40 (| @ ESET Endpoint Executable Automatic LiveGrid(R) EFEFO0FAEGESCAB2E1ADCBD36FF1... 508 KB E
files///C:fwork...oder_crysis.exe L [ |] Finished 2018 Mar 9 13:06:24 2018 Mar 9 13:11:26 Executable Automatic Dynamic Threat Defense  FEDGAGTCOTBAG1AODF1332AF61A.. 426 KB E
files///Ci/work...ng Invoices.doc [ 1] Finished 2018 Mar 9 12:58:08 2018 Mar 8 13:01:49 Other Automatic Dynamic Threat Defense 062A1B0ASATCOBSAEGOSBASTERC.., 246 KB E
file:///C:/work...d Installer.exe &) Finished 2018 Mar 9 12:39:42 2018 Mar 9 12:44:46 [ Z ESET Endpoint Executable Automatic Dynamic Threat Defense DAGTEAT363F23626C044023E243.. 1MB E
file:///C:/User.../8df804bal1]s & Finished 2018 Mar 9 12:28:10 2018 Mar @ 12:32:33 [ Z ESET Endpoint Script Automatic Dynamic Threat Defense OBE08AD6802453391E381FDCSEC... 18 Ke
file///CifUser.../TcBETE13[1] js & Finished 2018 Mar 9 12:28:07 2018 Mar 9 12:31:55 [ & ESET Endpoint Script Automatic Dynamic Threat Defense OBEC53AB1670DFOAOO4CDSTACEZ. . 162 KB
files//¥CifUser.../2fd3c36c[1] js &) Finished 2018 Mar 9 12:22:06 2018 Mar @ 12:31:55 [ & ESET Endpoint Script Automatic Dynamic Threat Defense 2E08190DEEFD3F337 180435894286. . 506 B
file:///C:fUser.../Tca2a944[1].js ) Finished 2018 Mar 9 12:28:05 2018 Mar @ 12:32:02 [ Z ESET Endpoint Script Automatic Dynamic Threat Defense 04CDB462F4D38AABSAAATIDDED... 42 KB
files//¥C:fUser.. /437e8126[1] s ) Finished 2018 Mar 9 12:28:04 2018 Mar @ 12:31:55 [ Z ESET Endpoint Script Automatic Dynamic Threat Defense EFGCCSFSAD4F4601D026CCCE299.. 12 KB
files//¥CifUser.. /6f2db99[1].js (&) Finished 2018 Mar 9 12:28:03 2018 Mar @ 12:31:24 [ Z ESET Endpoint Script Automatic Dynamic Threat Defense D276BEFTE5A933021F3A8B603EA.,. 44 KB
files//¥ T/ User.,./8636b4dd[1] s () Finished 2018 Mar 9 12:28:02 2018 Mar 15 15:08:16 [ Z ESET Endpoint Script Automatic Dynamic Threat Defense TE4A4BBECSE408C925BB30FEFAZF., 92 KB
file:///C:/User.../316eb510[1]).js (@ Finished 2018 Mar 9 12:28:02 2018 Mar @ 12:31:55 [ & ESET Endpoint Script Automatic Cynamic Threat Defense EB329997EAD108F5T8820057903E... 15 KB e
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SECURITY MANAGEMENT CENTER

‘ < BACK ‘ Submitted Files » mailto:?to= <e...uspicious.bat - File Details
Suspicious D mailto:?to=&from=edtdp... suspicious.bat_
Status o Suspicious Computer
State & Finished User NT AUTHORITYAMETWORK SERVICE
Last processed on 2018 Mar 13 15:50:01 Reason Automatic
Sent on 2018 Mar 13 12:32:20 Sent to Dynamic Threat Defense
Behaviors View behavior Hash 2420FCADFOC358B72212DD922321E53CCAC309D5F
Analysis
Status
State
(2 Finished
Sent on

2018 Mar 13 12:32:20

Last processed on
2018 Mar 13 15:50:01

Origin

Computer

User
NT AUTHORITY\NETWORK SERVICE

Reason

Automatic

Sent to

Dynamic Threat Defense

File

L




v FILE BEHAVIOR REPORT

¥  STATUS
SHA-1
SIZE
CATEGORY

(esEL

Clean
AlDCE407FT77AB105E0985104ABAR4BB192B4AED
323618

Saript

Detected Behaviors

BEHAVIOR
EXPLANATION

BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

DYNAMIC THREAT DEFENSE

Network communication

Sample has tried to contact another computer over a network or listen for connections from other
computers

Clean samples are using network communication to download content

Sample tried to d load with malicious servers

parts or

Hidden code detection
Sample contains hidden code to hide its functionality

This is standard behavior when author does not want others to reverse-engineer the file

Malware tried to hide its presence

Script execution
Sample has executed a script ( BAT, VBS, JS)

This is standard behavior for some installers

Malware may have attempted to run other parts of the sample

(esfEl

€) FiLE BEHAVIOR REPORT

@ sTATUS
SHA-1
SIZE
CATEGORY

(esEU

Suspicious
2420FCADFOC358E722120D922321E53CC4C39D5E
1478

Script

Detected Behaviors

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR

EXPLANATION

BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

DYNAMIC THREAT DEFENSE

Suspicious DLL load
Sample has loaded a DLL library in an uncommon way

Usually triggered by printer installation or print-to-pdf tools

Malware tried to hide its presence

Network communication

Sample has tried to contact another computer over a network or listen for connections from other
computers

Clean samples are using network communication to download content

Sample tried to d load with malicious servers

parts or

Executed file moved by sample
Sample has executed another file and then moved it

This is standard behavior for some installers

Malware tried to hide its presence

Seript execution
Sample has executed a script ( BAT. VBS, JS)

This is standard behavior for some installers

Malware may have attempted to run other parts of the sample

Executed file deleted by sample
Sample has executed a file and deleted it afterward

This is standard behavior for some installers

This behavior could be caused by malware trying to hide its presence

Analyzed sample moved
Sample has been moved to a different location

This is standard behavior for some uninstallers

Malware tried to hide its presence

(es[E

A\ FILE BEHAVIOR REPORT

A STATUS
SHA-1
SIZE
CATEGORY

Malicious
FED6A67CY7B461A0DF1332AF61A89EASFB5A540F
4367368

Executable

Detected Behaviors

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

DYNAMIC THREAT DEFENSE

Malware detected after execution
Sample has been detected as malicious after execution

Clean applications should not da this

Malware detected with ESET scanning engine after execution

New files created in the Windows folder
Sample has created new files in the Windows folder

This is standard behavior for some installers

Malware tried to hide its presence

Analyzed sample copied
Sample has been copied to a different location

This is standard behavior for some installers

Malware tried to hide its presence

Startup list modified
Sample has added a new entry to the Windows Startup application list

This is standard behavior for some installers

Malware wants to run after a system reboot

Machine Learning detection
Sample behaves very similarly to known malware

Clean applications should not do this

Malware has been detected by Neural network Machine Learning

New files in Program Files folder created
Sample has created new files in the Windows Program Files folder

This is standard behavior for some installers

Sample may be a Potentially Unwanted Application
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Rozsiahle filtrovanie

Reputacia na zaklade ESET technoldgii
Vytvaranie vlastnych notifikacnych pravidiel YARA

Blokovanie a odstranenie



ENTERPRISE INSPECTOR

DASHBOARD
a8 Dashboard

Alarms Executables Computer Computers & Alerts Server Status

Top 10 Threat and Warning Alarms Top 10 Informational Alarms

B Cetected by ESET Endpoint Security product (10)
Non-System process with system process name has started [Z0400]...
W Common AutoStart registry modified by unpopular process [AD103] ..
Unpopular process has started from % Tempde [20402] (3)
B Windows Firewall rules manipulation [B0202] {1)
EXE pafching or dropping [B0304] (1)

B System utility was executed test [A0403) (10)

Unpopular process has started from %eAppDatath/%ProgramDatat [Z04. .
B Cmd.exe executed with '/c' by unpopular process [A0400] (6)

Service installation or maodification [B0O402] (1)

Threat and Warning Alarms. Informational Alarms

W Alarms per day W Alarms per day

g 7
s g
5
4
*
= Sep 14, 17 E 4
% 3 W Alarms perday 1 g
@ 2 3
=y =y
— —
2
2
[ ]
| / \ |
Aug 23,17 Aug 29, 17 Sep4, 17 Sep 10, 17 Sep 15,17 Sep 21,17 Aug 23,17 Aug 29, 17 Sep 4,17 Sep 10,17 Sep 15,17 Sep 21,17
Date



ENTERPRISE INSPECTOR

Alarms | v v RESOLVED % vy o
A ALARMS ALARMS (500 SEVERITY PRIORITY RESOLVED TIME ~ COMPUTER EXECUTABLE PROCESS NAME (ID) RULE

A Rule System utility was executed test [A0403] 6 7 hours ago I:I WIN-3QO00GO1IR E] reg.exe b reg.exe (3068) Syster utility was ex
Unpopular process has started from %Temp% [Z0402] 7 hours ago I:I WIN-3QO00IGO1IR Unpopular process b
A Rule System utility was executed test [A0403] 6 2 days ago I:I JAMKECH.hg.eset.com E] tasklist.exe b tasklist.exe {137396) Systern utility was ex
A Rule System utility was executed test [A0403] 6 2 days ago I:I JAMKECH.hg.eset.com E] netstat.exe b netstat.exe (133400) System utility was ex
Common AutoStart registry modified by unpopular process [A0103] 2 days ago I:I JANKECH-TVM3 Common AutoStart 1
A Rule  Cmd.exe executed with '/c’ by unpopular process [AD400 0 2 days ago C| JANKECH-TVM3 E] cmd.exe b amd.exe (7372) Cmd.exe executed w
Unpopular process has started from %Temp% 2 days ago C| JANKECH-TVM3 Unpopular process F
A Rule Service installation or medification [B0O402 6 2 days ago C| JANKECH-TVM3 E] eei_demo.exe b eei_demo.exe (7580) Service installation o
Windows Firewall rules manipulation [B0202] 2 days ago C| JAMKECH-TVM3 ‘Windows Firewall ru
Unpopular process has started from %TempS [Z0402] 2 days ago I:l JAMKECH-TVM3 Unpopular process B

Potentially unwanted application: @ApplicUnsaf.Win32/Bundled. one week ago ajmic.dll
|m| System utility was executed test [AD403] one week ago I;l JAMKECH.hg.eset.com [Z] tasklist.exe b tasklist.exe {9 Syster utility was ex
A Rule System utility was executed test [A0403] one week ago I;l JANKECH.hg.eset.com E] netstat.ex b netstat.exe (98992) Systern utility was ex

A Rule  System utility was executed test [AD403] one week ago ] WIN-8QOO00IGOLIR [ reg.exe P regexe (333

£

Systerm utility was ex

[~ - - - - - - - - -2

A Rule  Unpopular process has started from %AppData/eProgramData% [Z one week ago I:I;ar-(ecr-:-.-r“ﬁ E] AEMAgent.exe b AEMAgent. Unpopular process
A Rule Unpopular process has started from %AppData%/2:ProgramData% [Z 2 weeks ago I:I JANKECH-TVMS E] AEMAgent.exe b AEMAgent.exe (4304) Unpopular process
A Rule Unpopular process has started from %AppData%/%:ProgramData% [Z 2 weeks ago I:I JANKECH-TVM2 E] AEMAgent.exe b AEMAgent.exe (3648) Unpopular process b
A Rule Unpopular process has started from %AppData%,/%:ProgramData% [Z 2 weeks ago I:I;amecr'-'.-,-r“s E] AEMAgent.exe b AEMAgent.exe (6812) Unpopular process b
A Rule Unpopular process has started from %AppData%,/%ProgramData% [Z 2 weeks ago C| Jankech-tvm11 E] AEMAgent.exe b AEMAgent.exe Unpopular process
A Rule Unpopular process has started from %AppData%/%:ProgramData% [Z 2 weeks ago C| JANKECH-TVM3 E] AEMAgent.exe b AEMAgent.exe (6940) Unpopular process

Common AutoStart registry modified by unpopular process [A0103]
EXE patching or dropping [B0304]

Common AutoStart registry modified by unpopular process [A0103]

(X

(X

(X

weeks ago

weeks ago

weeks ago

] JANKECH-TVMS
] JANKECH-TVMS

] JANKECH-TWMS

Common AutoStart

EXE patching or drog

Common AutoStart

Potentially unwanted application: @ApplicUnw 2/ESET_Te A 2 weeks ago I;l JAMKECH-TVMS
A Rule System utility was executed test [A0403] o 2 weeks ago I;l JAMKECH.hg.eset.com [Z] tasklist.exe b tasklist.exe (57756) Syster utility was ex
A Rule System utility was executed test [A0403] 6 2 weeks ago I;l JANKECH.hg.eset.com E] netstat.exe b netstat.exe Systern utility was ex
A Rule Unpopular process has started from %AppData%/eProgramData% [Z 6 2 weeks ago I:I Jankech-tvml1l E] 61.0.3163.79_60.0.3112.113 chrome_updater.ex b 61.0.3163.79_60.0.3112.113 chrome Unpopular process
A noan - i ] o e [ PR R acaas [N R M




ENTERPRISE INSPECTOR

Unpopular process has started from %Tem...

Alarm details

eei_demo.exe

A EsET LiveGrid®

JANKECH-TVM3

SOURCE SIGNATURE TYPE MNone REPUTATION PARENT GROUP Desktops
SIGNER NAME POPULARITY I n LAST CONNECTED Sep 22, 2017, 3:54:36 PM
CATEGORY Suspicious process creation and process L e
manipulation SEEN OMN 1 computer FIRST SEEN 3 months ago LAST EVENT Sep 22, 2017, 3:51.

OCCURED Sep 20, 2017, 12:41:25 PM ELEISEER 4 weeks ago - Aug 25, 20 AGENT VERSION
PRIORITY o LAST EXECUTED 2 days ago - Sep 20, 20 0s Windows 10

TYPE Rule

INFO Rule was activated

SOURCE

OCCURED

PRIORITY 0

SEVERITY Warning

RESOLVED No

PROCESS eei_demo.exe (7580)

COMPUTER JAMKECH-TVM3 View alarms on this computer

EXECUTAELE eei demo.exe

CATEGORY icious process cre; process manipulation

EXPLANATION Unpopular process executed process from %temp% folder.

MALICIOUS CAUSES Popular folder location for malware

BEMIGN CAUSES Various installers

RECOMMENDED ACTIONS Evaluate executed process, its commandline and execution chain. Check for presence of new/non-standard processes on computer. Start incident response process if suspicious (e.g connect computer, update AV and scan, send sample to analysis, block module)

WMARK



ENTERPRISE INSPECTOR

Executables ||§| | BLOCKED % || SAFE % || ADDFILTER vy o

NAME (8235) STATUS - EXECUTED ON COMPUTERS REPUTATION (LIVEGRIDE) POPULARITY (LIVEGRID&) FIRST SEEN (LIVEGRID®) SIGNATURE TYPE SIGNER NAME FILE DESC @

A 0 7 yearsago
(-] execurasies A 0 2 yearsago

1 & months ago BadExe
1 [sesscssssee] 3 months age
1 2 years ago Valid Microsoft Windows Windows Cc
0 2 years ago Trusted ESET, spol. s r.o.
1 [essssssssse) Mot seen Valid ESET, spol. s r.o. ESET Insta
(i) 8 5 years ago Trusted Microsoft Windows Windows Cc
(i) 1 5 years ago Trusted Microsoft Windows ‘Windows Cc
(i) 2 one year ago Trusted Microsoft Windows Windows Ct
(i) 1 one year ago Trusted Microsoft Windows Windows Cc
(i) 1 2 years ago Valid Microsoft Windows Registry Cor
E] AEMAgent.exe 6 5 2 weeks ago Trusted Autotask Internaticnal Holdings Limited AEM Agent
[ 61.0.3163.79_60.0.3112.113 _chrome_updater.exe i ] 1 2 weeks ago Trusted Google Inc Google Chre
E] AEMAgent.exe ﬂ 5 one week ago Trusted Autotask International Holdings Limited AEM Agent
| B smss.exe | 8 one morith ago Trusted Microzoft Windoves Windows Se
B csrssene 8 7 years ago Trusted Microsoft Windows Client Serve
(] wininit.exe 8 7 years ago Trusted Microsoft Windows Windows 5t
() winlogon.exe 8 2 years ago Trusted Microsoft Windows Windows Lc
[ servicesexe 8 2 years ago Trusted Microsoft Windows Services anc
[ isass.exe 8 one month ago Trusted Microsoft Windows Local Securi
(B 1sm.exe 8 5 years ago Trusted Microsoft Windows Local Sessio
E] svchost.exe 8 7 years ago Trusted Microsoft Windows Host Pr
E] dipsrv.exe g & months ago Trusted DESlock Limited DESlock+ S¢
[Z] vmacthip.exe 7 one year ago Trusted
E] LogonULexe 3 Trusted Microsoft Windows Windows Lc
E] spoolsv.exe 8 Trusted Microsoft Windows Spooler Sub
Y CNA A art e n Tricted FSFT cnnl cro FSFT Remnt

3




ENTERPRISE INSPECTOR

- Executable details

Details Statistics Alarms Computers
. . . Alarms (unresolved
E] EXECUTABLES eei_demo.exe A ESET LiveGrid® ’ Events e ,t(t | )
nique / tota
SIGNATURE TYPE None REPUTATION .
T .
SIGNER NAME POPULARITY [esscssssnss] | 0
.
P - .
SEEN ON 1 computer FIRST SEEN 3 manths ago ) ] ] )
_ File Registry Network Warnings Informational
FIRST SEEN 4 weeks ago - Aug 25, 2017, 54011 AM 26540 20 12022 3/4 1/
s 1
LAST EXECUTED 2 days ago - Sep 20, 2017, 12:41:25 PM
SHA-1 803457 79854184 361 89905E5058F LF7164784ES
SIGNATURE TYPE
SIGNER NAME
'WHITELIST TYPE

FILE DESCRIPTION

FILE VERSION

COMPANY NAME

PRODUCT NAME

FRODUCT VERSION

INTERMAL NAME

ORIGINAL FILE NAME

PACKER NAME UPX w13 m2

SFX NAME

FILE SIZE 40,3 KB (41472 bytes)

FIRST SEEN 4 weeks 300 - Aug 25, 2017, 5:40:11 AM

FIRST EXECUTED 4w




ENTERPRISE INSPECTOR

Scripts | une - SAFE % y <
PROCESS NAME (ID) (32) COMPUTER STATUS SAFE UNRESOLVED ALARMS (UNIQUE) RESOLVED ALARMS USER STARTED ~ EMDED PARENT N Q1
b- powershell.exe (137420) JANKECH.hg.eset.com 2 0 va.scanner Sep 20, 2017, 1:12:30 PM Sep 20, 2017, 1:12:33 PM cmd.exe
b AEMAgent.ex Jjankech-tvma 2 0 system Sep 15, 2017, 3:20:16 AM CagService.
b AEMAgent.exe (3516) JANKECH-TWM3 2 0 system Sep 14 2017 CagService.

E] SCRIPTS b AEMAgent.exe (748) Jjankech-tvma 2 0 system Sep 14, 2017 Sep 15, 2017, 31412 AM CagService.
b powershellexe | JANKECH.hg.eset.com 0 0 va.scanner Sep 13, 2017 Sep 13, 2017 PM crnd.exe
b AEMAgent.exe (5 JANKECH-TWM2 0 0 system Sep 13, 2017 CagService.
bAEu‘-.-iAgent.e:-‘ f JANKECH-TWMS 0 0 system Sep 13, 2017, 4:26:14 AM Sep 14 2017, 3:44:23 AM CagService.
|\> AEMAgent Jankach-1vinll 0 0 sysiem Sep 13, 2017, 41637 AM CagServices
b msicd2etmp (75936) JAMKECH.hg.eset.com 0 0 system Sep 9, 2017, &:11:57 PM Sep g, 2 msiexec.exe
» msibesf.tmp 8} JAMKECH.hg.eset.com 2 0 system Sep 9, 2017, &:11:55 PM Sep 9, 2( msiexec.exe
> install.exe {72884) JAMKECH.hg.eset.com 2 0 system Sep 9, 2017, £:11:54 PM Sep 9, 2( silverlight.e»
P AEMAgent.exe (51 JANKECH-TWMZ 2 0 system Sep 9, 2017, 1:37:17 PM Sep 13, 2017 CagServices
bAEu‘-.-iAgent.e:-. (1832) JANKECH-TWMS 2 0 system Sep 9, 2017, 1:37:05 PM Sep 13, 2017 CagServices
b.-"\Eu'-.-iAgent.e:-. (51 Jankech-tvm1l 2 0 system Sep 9, 2017, 1:36:09 PM CagService.s
b- AEMAgent.exe (8160) Jjankech-tvma 9 0 system Sep 8, 2017, 1:116:34 FM Sep 14 2017, 4:06:22 AM CagService.
b AEMAgent.exe (8104) JANKECH-TWM3 2 0 system Sep 9, 2017, 12:53:36 PM Sep 14, 2017, 8:38:04 AM CagService.
b AEMAgent.exe (3648) JANKECH-TWM2 0 0 system Sep 8, 2017, 1:36:42 PM Sep 9, 2017, 1:36:06 PM CagServices
b AEMAgent.exe (6812) Jjankech-tvmB 0 0 system Sep 8, 2017, 12:55:45 PM Sep 9, 2017, 1:15:19 PM CagServices
b AEMAgent.exe Jankech-tvm11 8 0 system Sep 8, 2017, 12:55:39 PM Sep 9, 2017, 1:34:55 PM CagService.
b AEM Agent.exe (4304) JANKECH-TWMS 6 0 system Sep 8, 2017, Sep 9, 2017, 1:35:30 PM CagService.
b AEMAgent.exe (6940) JANKECH-TWM3 6 0 system Sep 8, 2017, Sep 9, 2017, 12:52:27 PM CagService.s
b AEMAgent.exe (3280) JAMKECH-TWMS 0 0 system Sep 6, 2017, 1:31:05 PM Sep 8, 2017, 0 PM CagService.s
» powershell.exe (S3028) JAMKECH.hg.eset.com 2 0 va.scanner Sep 6, 2017, 1:08:4% PM Sep 6, 2017, 1:08:53 PM cmd.exe
> AEMAgent.exe (4 JAMKECH-TWM2 2 0 system Sep 6, 2017, 10:36:23 AM Sep 8, 2017, 1:35:58 PM CagService.s
P AEMAgent.exe (5228) JANKECH-TWM3 2 0 system Sep 6, 2017, 9:57:54 AM Sep 8, 2017, 12:42:11 PM CagServices
b AEMAgent.exe (5416) Jjankech-tvma 2 0 system Sep 6, 2017, 9:20:33 AM Sep 8, 2017, 12: 4 P CagService.
P> SETUP.EXE (10164) Jankech-tvm1l 0 1 admin Sep 6, 2017, 1:04:45 AM Sep 6, 2017, 1:18:04 AM 61.03163.7¢
B coTiin Cve ra3am [ErRRe— n Com £ ARA1T AuAaaT Ana Com £ 9017 1010.04 ALA ccTiin eve

3
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Al > HQ-Bratislava > Desktops > (EEBERISCENISEY > [ 61.03163.79 60.0.3112113 chrome updaterexe > [ 61.0.3163.79_60.0.3112,113_chrome_updater.exe - Process details

E] svchost.exe (652) =+

E] googleupdate.exe (10052) +

@ 61.0.3163.79_60.0.3112.113_chrome_updater.exe A ESET LiveGrid®

Google Chrome Installer
B 61.0.3163.79_60.0.3112.113_chrome_updater.exe (3228) =—

SIGNATURE TYPE Trusted REPUTATION
SETUP.EXE (7024) =—
SIGNER NAME Google Inc POPULARITY E]
SEEN ON 1 computer FIRST SEEN 2 weeks ago
SETUP.EXE (4504)
@ QTR TEE FIRST SEEN 2 weeks ago - Sep 6, B

LAST EXECUTED 2 weeks ago - Sep 6, 201
(-) SETUP.EXE (10164) -

() SETUP.EXE (4320)

|:| Jankech-tvm11 ’ Events

PARENT GROUP Desktops
LAST CONNECTED Sep 22, 2017, 411:16 PM
LAST EVENT Sep 22, 2017, 4:11:07 PM
File Registry
AGENT VERSION 10,503
6 1
0s Windows 7
PROCESS 61.0.3163.79_60.0.3112.113_chrome_updater.exe (3228)

COMMAND LINE

pdata\local\google\update)i

1.0.3163.79_60.0.3112.113_chrome_updater.exe” --verbose-logging --do-not-launc

h-chrome
PATH H%LOCALAPPDATA% \\google\updateyinstallnf cab-3cfc-42ed-Ba65-6
USER admin
STARTED Sep €, 2017, 1:04:40 AM
ENDED Sep 6, 2017, 1:18:04 AM
PARENT PROCESS googleupdate.exe (1
COMPUTER Jankech-tvm1l




RULE NAME (172) = AUTHOR EMABLED VALID SEVERITY CATEGORY
ESET true true Persistence
[Z] MET profiler registry modified [A0109] ESET true true ﬂ Persistence
ESET true true Persistence
E] Accessibility Features file modified [AD304] ESET true true 'ﬂ File system
[g] Active Setup autostart registry entry modified [A0100] ESET true true 'ﬂ Persistence
ESET true true File system
ESET true true Persistence
E] Autorun.inf file was created/modified [A0301] ESET true true 'ﬂ File system
[Z] Autorun.inf file was deleted [AD301] ESET true true ﬂ File system
ESET true true A Filecoders
ESET true true A Filecoders
ESET true true A Filecoders
[Z] Browser Helper Objects registry modified by unpopular proces ESET true true ﬂ Persistence
ESET true true Web browser related
ESET true true Web browser related
ESET true true Web browser related
ESET true true Remaving evidence
ESET true true Suspicious process creation and proces
[Z] Crnd.exe executed with '/c' by unpopular process [A0400 ESET true true ﬂ Suspicious process creation and proces
ESET true true Persistence
ESET true true Communication
ESET true true Persistence

ESET true true Suspicious process creation and proces
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Edit rule

Bad exten

t A - C) [COB0T]

[ ]}
[ ] |
tn
= =
-~}

;

<?xml version="1.8" encoding="utf-8"?>

g o <rulex»
<description>

<ex¥planation>Process writes files with suspicious extensicns. The rule contains 1ist of common extensicns used by ransoeware starting with A-C. Seldom the rule may trigger on clean application (e. g. while
performing backup of encrypted files).</explanation>
|—' : <maliciousCauses>Filecoder is encrypting files.</malicicusCauses>

- EXECUTABLES <benignCauses»Backup process or administrator is copying encrypted files.</benignCauses>
<recommendedActicons»1. Scan the related process with Av.
2. If not detected then submit the executable for analysis.
— 3. Search for encrypted files. shares on network may be affected.
|;J SCRIPTS 4, Restore encrypted files from backup (backup encrypted files for future decrypticn)
</recommendedactions>
<category>Fileceders</category»
<guid> 86a47275-746e-4b358-8b7a-4583d833349a «/guid>
E C UTERS <name»Bad extension - filecoders (ext. A - C€) [CB687]</name>
<severity>Threat</severity>
</description>
cdefinition»
== ADMIN J ->

<Processs
<operator type="AND">»
<Conditicn compenent="LiveGrid" condition="less" property="Reputation" value="8"/>

<foperator>
</Process»
<operationss>

<operation type="Writerile":x

<operator type="OR">
1y extension ith size more than 3 are included starting with A-C -->

ithout comments are gathered from external resources -->
in32/Filecoder.Fv --»
eItem” condition="ends" property="Extension” value="Alcrypt"/>

condition="ends" preperty="Extension” value="adamlars"/>
condition="ends" preperty="Extension” value="AES2SE"/»

condition= " preperty="Extension" value="aes_ni"/>
condition="ends" preoperty="Extension” value="aes_ni_aday"/

leItem” condition="ends" property="Extension" value="aleta"/>
AU -->
leItem” condition="ends" property="Extenzion" value="amba"/

cendition="ends" preperty="Extension" value="arena"/>

cendition="ends" preperty="Extension" value="badnews"/>
condition="ends" property="Extension" value="bart"/»

cendition="ends" preperty="Extension" value="better_call saul"/»
FileItem" condition="ends" Extension" wvalue="bitcrypt"/»
leltem" condition="ends" Extension” value="bitstak"/>
FileItem" condition="ends" Extension" value="bleepYourFiles
condition="ends" Extension" value="blocatto"/»

condition="ends" preperty="Extension" value="block"/>
ilecoder. --x
<condition component=
<l-- m variants
<condition cemponent=

cendition="ends" preperty="Extension" value="blockagea2"/>»

condition="ends" preperty="Extension" value="blocked"/>

Syntax Reference

The general s ire of rule looks like this:

<rule>
<name>example’s name </name>
<process />

<operations />
<frule>

s operations
meet the rule
al but one of them

na operation:
which meet:

perator and
OR ar AND
has a required

{processi

<operator type="AND":>»
<condition component="FileItem" pr
<condition component="FileItem" pr
</operator>
</process>

This example checks if pro
from temp folder or its s

arkAddress
attribute can

condition fi
checking if VB!
<operations:
<operation type="WriteFile">
<condition component="FileItem" pr
</operation>
<foperations>

The following operation types are supported: WriteFile,
DeleteFile, Renar e, CreateNewFile,

TeplpAccept, RegSetValue,

IpConnect
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