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Co je to ESET Dynamic Threat Defense ( EDTD )

manualne a

okrocilé s . .
P automaticke

cloud detekcné

sandboxing odoslanie

AL suborov
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Hlavné vyhody

automatizovana ochrana proti 0-day zranitelnostiam
vyuzitie metdd strojového ucenia

ochrana stanic aj mimo LAN

priama podpora v produktoch od v.7

kompletny prehlad o odoslanych stuboroch

moznost regulovat odosielanie suborov



A\ FILE BEHAVIOR REPORT

STATUS
SHA-1

SIZE
CATEGORY

Malicious

FEDeRAGTCOTB46]1R0DF1332AFAIAROELSFBOAS40F

436736B

Executable

Detected Behaviors

BEHAVIOR
EXPLANATION
BEMNIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

Malware detected after execution
Sample has been detected as malicious after execution

Clean applications should not do this

Malware detected with ESET scanning engine after execution

New files created in the Windows folder
Sample has created new files in the Windows folder

This is standard behavior for some installers

Malware tried to hide its presence

et



Pouzitie EDTD

zakupenie licencie na EDTD

pridanie licencie do ESET Business Accountu (EBA)

synchronizacia ESMC s uctom EBA

ESMC uloha na aktivaciu
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EFDE

manazment

samostatna z konzoly

Sifrovanie
vzdialenej

spravy

licencia

celého disku




FULL DISK ENCRYPTION _

vw PROTE( STA Setup -

SETUP (o)
& )

T

Disk 0 (GPT, Boot) - VMware, VMware Virtual S

FULL DISK ENCRYPTION

Change password

Current password:

L
New password:
L
Confirm password:
b

Password policy:
Must contain a number A
Must contain lower case letter A
Must contain upper case letter &

Minimum character length of 8 A

Cancel

Presentation mode
C.' Disabled: all pop-up windows will be suppressed.

11:53 PM
= 3/21/2020 51



FULL DISK ENCRYPTION _

v PROTECTION STATUS

v/ You are protected

£ SETUP

HELP AND SUPPORT _
- License

License valid until: 2/2/2022

, 11:51 PM
L
b 3/21/2020 E1



(€) ESET Security Management Cen: X + - X

&« c & localhost/era/webconsole/#id=POLICIES:id=EDIT_POLICIES;p=1 o T A

s SECURITY MANAGEMENT CENTER @ Nazov potitata RVCHLE ODKAZY POMOCNIK ¥ | & ADMINISTRATOR [ >9 Mt

BB o
[ | B Nové politika

Politiky > Mova politika

ESET Full Disk Encryption v
MOZNOSTI SIFROVANIA POZIADAVKY NA HESLO POUZIVATELA oe 4
POLITIKY HESLA PouZivatel mdZe menit’ heslo 3

POUZIVATELSKE ROZHRANIE
ZNAKY V HESLE

NASTROJE MNutnost pouZit malé pismena o
Nutnost pouzit velké pismena o
Mutnost pouZit’ disla o
Nutnost pouZit Specidlne znaky
Minimalna dizka hesla S
POCET POKUSOV O ZADANIE HESLA
Obmedzit poet nespravnych zadani hesla o
Maximalny pocet nespravnych zadani hesla 5
PLATNOST HESLA
Heslo ma& abmedzend dfzku platnosti

o
MOZNOSTI HESLA NA OBNOVENIE ce#

ZBALIT

Emk oo o T
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ESET Secure Authentication

Mobilné riesenie vyuzivajuce dvojfaktorovu
autentifikaciu s jednorazovymi heslami (2FA OTP).

Vyhodou je:

#% Change PIN

* nahodnost —
* nepredvidatelnhost
* unikatnost




Typické problémy

slabé alebo ukradnuté hesla

statické hesla

nenahodné hesla

rovnaké hesla pre firemné aj privatne ucty
jednoduché vzorce pre nové hesla ,peterl, peter2 ...."



Moznosti pouzitia ESA

ESET Secure Authentication

ESET Secure Authentication (out of the box)

4 \f N/ B\
Outlook Web Access
/Exchange/Sharepoint/ CRM VPN || API
Dynamics/....
\ AN J\ )




VPN (Virtual Private Network)

Radius IP / IPv6

Physical
channel

Public network
(Internet)

Local l I “Local
network network
Virtual, private &

/ secure channel

Client

Server



Integracia s Microsoft sluzbami

Remote Desktop

AD FS 3/4 (Office 365 login)

Exchange control center 2007 / 2010 / 2013 / 2016
Dynamics CRM 2011 /2013 /2015 / 2016
SharePoint 2010 / 2013 / 2016

SharePoint Foundation 2010/ 2013

Remote Desktop Web Access

Terminal Services Web Access



OS Login ( Windows/Linux/MacOS )

20:45 Wl 44% &

4 SECURE AUTHENTICATION

LOGIN REQUEST

OWA & VPN

Exchange
USER .orp \ ondrej
IP ADDRESS 1 2. 6.1 .40

TIME 3/23/20 20:44

v/ Approve ‘ ‘ X Reject




Exchange OWA

€@ SECURE AUTHENTICATION

20:45 wal 44% &

SECURE AUTHENTICATION

LOGIN REQUEST

OWA & VPN 357

Exchange

USER .orp \ ondrej
IP ADDRESS 1 2. 6.1 .40
TIME 3/23/20 20:44

v/ Approve X Reject

(esE3 Copyright (c) 2012-2019 ESET, spol. s r.0. All rights reserved.



Funkcionality

AD FS integracia

push autentifikacia

master recovery key (MRK)

geolokalizovana podpora DNS

podpora 2FA mobilnej aplikacie pre Google a Facebook



Nové funkcionality

podpora FIDO / FIDO2 / FIDO U2F
podpora copy/paste token
podpora TOTP

podpora Elasticsearch v.7
notifikacie




Podpora biometrie v telefone

Fingerprint authentication

Confirm fingerprint to continue

—_—

(Q

CANCEL




Manazment uzivatelov (web konzola)

SECURE AUTHENTICATION

Realms +  Users
R 5 Al = USER NAME REALM STATUS SMS OTP PUSH HARD
Windows Computer (2) )
B [ Windows Computer (2 admin DESKTOP-JM7FRNT 2FA enabled v v
DESKTOP-IMTERD
[ DESKTOP-JM7FRNT Test DESKTOP-JM7FRNT 2FA enabled v v
B WINDOWS7-1
admin WINDOWS7-1 2FA enabled v v
B T Custom (1)
Test WINDOWS7-1 2FA enabled v v
3 Custom Realm
Custom Realm Waiting to use v v v
customuser2 Custom Realm Waiting to send v

custormuser3 Custom Realm




Identity provider connector

Service ldentity
Provider Provider

e Dropbox e Azure AD

e Confluence e ADFS

e Google accounts e Okta

e Office 365 e OpenAM

e Salesforce e Shibboleth

e Webex e Keycloak




Sposoby dorucenia OTP




Podporované mobilné platformy

: Windows
“
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Problém: cielené utoky / APTs

modlfl!(aue dlhi doba LEELG ,spustltelne
hrozieb subory




ESET Enterprise Inspector

¢

O

detekcia prehlad reakcia




Nutné predpoklady

incident e a: patch
security tim
NENEE ] management




ENTERPRISE INSPECTOR

DASHEOARD Dashboard
an
Alarms Executables Computers & Alerts Server Status
Module Popularity Maodule statuses
115
104 2
=
M Info (48)
‘Warning (20)
W Threat (16)
2 .
Ok (5)
74
=
&
a
£
5 54 Problematic Executables
H]
EXECUTABLE (BY SHA-1) (20) UNRESOLVED ALARMS (UNIQUE) * UNRESOLVED ALARMS e
a4 .
E] eei_demo.exe 4
[ badexe.exe 2
3 .
() apt 4.0.ex 2
E] cmd.exe 1
2 ']
E] avira_antivir_personal_en_10.2.0.703 1
() emd.exe 1
14 L] L L ]
() cmd.exe 1
() cmd.exe 1
0- E] cmd.exe 1
r T T T T T T T T T T 1 E] reg.exs 1
a 1 2 3 4 =1 [ T g a9 10 11
LiveGrid Popularity RN mmbmmbialhm imusimmbnd anen 4 v



ENTERPRISE INSPECTOR

Alarms

ALARMS

ARJE

AR.JE
ARJE

ARJE

ARJE

(50)

System utility was executed test [A0403]

Unpopular process has started from % Temp% [Z0402]

System utility was executed test [A0403]

System utility was executed test [A0403]

Common AutoStart registry modified by unpopular process [AD103]
e

Crnd.exe executed with '/c' by unpopular process [A400

Unpopular process has started from %Temp%

Service installaticn or medification [B0402
Windows Firewall rules manipulation [B0202]

Unpopular process has started from %Temp% [Z0402]

nted application: @ApplicUnsafWin32/Bundled

| A Rule | System utility was executed test [A0403]

A rue
AR.JE
ARJE
ARJE
ARJE‘
A rule
A rule
A rue

Potentially unwanted application: @Appli

ARJE
ARJE
ARJE

A s

System utility was executed test [A0403]

System utility was executed test [A0403]

Unpopular process has started from %AppData/%:ProgramData% [Z

Unpopular process has started from %AppData/2:ProgramData%s [

1

Unpopular process has started from %aAppData/eProgramData [
Unpopular process has started from %AppData®/eProgramData% [
Unpopular process has started from %AppData®/eProgramData® [2
Unpopular process has started from %AppDatae/#ProgramData%s [
Common AutoStart registry modified by unpopular process [AD103]
EXE patching or dropping [B0304]

Common AutoStart registry modified by unpopular process [AD103]

System utility was executed test [A0403]
System utility was executed test [A0403]
Unpopular process has started from %AppData,/2:ProgramData% [Z

lmemmm e mrmemes e cbmcbned froen B Ame it m S 7 Temn s Dmda G ©

SEVERITY

(- 2 - - - R - - - -2

RESOLVED x

PRIORITY

RESOLVED

TIME ~

-

=

2

2

2
-

2

-
2

-
2

2

2

one week ago
one week ago
one week ago
one week ago

one week ago

(=]

[¥]

ra

[X]

R

(X

(X

(X

R

ra

]

(=]

hours ago
hours ago
days ago
days ago
days ago
days ago
days ago
days ago
days ago

days ago

weeks ago
weeks ago
weeks ago
weeks ago
weeks ago
weeks ago
weeks ago

weeks ago

weeks ago
weeks ago
weeks ago

COMPUTER

CI WIN-8QO00IGO1IR
CI WIN-2QO00IGO1IR
] JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

CI JANKECH-TVM3

) JANKECH-TVM3

I;l JANKECH.hqg.eset.com

] JAMKECH.hg.es

Lcom
|:| WIN-3Q000GO1IR
[ jarikech-tvms

|:| JAMNKECH-TVMS

|:| JAMNKECH-TVMZ

C| Jjankech-tvmB

[ Jankech-tvm11

CI JANKECH-TVM3

Cl JANKECH-TVMS

CI JANKECH-TVMS

CI JANKECH-TVMS

CI JANKECH-TVMS

] JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
[ Jankech-tvm11

mmlemein $1omed 1

EXECUTAELE

() reg.exe

[ taskiistexe

[2) netstatexe

) emd.exe

E] eei_demo.exe

B javaica

E] tasklist.exe
E] netstat.exe
[ reg.exe

[z AEMAgent.exe
[3) AEmMAgent.exe
[ AEMAgent.exe
E] AEMAgent.exe
E] AEMAgent.exe

E] AEMAgent.exe

[ taskiistexe
[2) netstatexe
E] 61.0.3163.79_60.0.3112.113 _chrome_updater.ex

=1 ACRAA med macm

PROCESS NAME (ID)

P regeexe (3068)

P tasklist.exe (137396)

P netstat.exe (138400)

P cmd.exe (7372)

b eei_demo.exe (7580)

’tas(st exe

’ netstat.exe (2

P regeexe (3336)

P AEMAgentexe |

P AEMAgent.exe (4304)

P> AEMAgent.exe (3648)

P AEMAgent.exe (6812)

b AEMAgent.exe [

P AEMAgent.exe (6940)

P tasklist.exe (57736)

P netstatexe

P 61.0.3163.79_60.0.3

B ATRAA e e 2

112.113_chrome

m

=-{
Q

RULE

System utility was ex
Unpopular process b
System utility was ex
System utility was ex
Common AutoStart 1
Cmd.exe executed w
Unpopular process F
Service installation o
Windows Firewall ru

Unpopular process

System utility was ex
System utility was ex
System utility was ex
Unpopular process b
Unpopular process £
Unpopular process F
Unpopular process F
Unpopular process F
Unpopular process
Common AutoStart
EXE patching or drogp

Common AutoStart

System utility was ex
System utility was ex
Unpopular process £

Hmemm i me mememes -

3

-



) ENTERPRISE INSPECTOR

All > HQ - Bratislava > Desktops > I:lJankedi-twnJ_‘l ¥ E]El.0.3163.?9_6:‘.0.3‘_12.‘_‘_3_chron"e_upda:er.exe > ’61.0.3‘_ES.?9_60.0.3112.113_chrcrre_deater.exe - PI’OCE‘SS de‘ta”s

Details

E] svchost.exe (652) +

E] googleupdate.exe (10052) +
@ 61.0.3163.79_60.0.3112.113_chrome_updater.exe

Google Chrome Installer

A EsET LveGrid®
E] 61.0.3163.79_60.0.3112.113_chrome_updater.exe (3228) =—

SIGNATURE TYPE Trusted REPUTATION
SETUP.EXE (7024) =
SIGNER NAME Google Inc POPULARITY E]
SEEN ON 1 computer FIRST SEEN 2 weeks ago
SETUP.EXE (4504)
@ T TEE FIRST SEEN 2 weeks ago - Sep 6, B

LAST EXECUTED 2 weeks ago - Sep 6, 201
(-) SETUP.EXE (10164) —

(-) SETUP.EXE (4320)

|:| Jankech-tvm11 ’ Events

PARENT GROUP Desktops
LAST CONNECTED Sep 22, 2017, 4:11:16 PM
LAST EVENT Sep 22, 2017, 4:11:07 PM
File Registry
AGENT VERSION 1.0.503
6 1
0s Windows 7
PROCESS 61.0.3163.79_60.0.3112.113_chrome_updater.exe (3228)

COMMAND LINE

pdata\local\google\update\i

1.0.3163.79_60.0.3112.113_chrome_updater.exe” --verbose-logging --do-not-launc

h-chrome
PATH H%LOCALAPPDATA% \\google\updateyinstallnf cab-3cfc-42ed-Ba65-6
USER admin
STARTED Sep €, 2017, 1:04:40 AM
ENDED Sep 6, 2017, 1:18:04 AM
PARENT PROCESS
COMPUTER Jankech-tvm11




ENTERPRISE INSPECTOR

Edit rule

Bad exten

t A - C) [COB0T]

[ ]}
[ ] |
tn
= =
-~}

;

<?xml version="1.8" encoding="utf-8"?>

g o <rulex»
<description>

<ex¥planation>Process writes files with suspicious extensicns. The rule contains 1ist of common extensicns used by ransoeware starting with A-C. Seldom the rule may trigger on clean application (e. g. while
performing backup of encrypted files).</explanation>
|—' : <maliciousCauses>Filecoder is encrypting files.</malicicusCauses>

- EXECUTABLES <benignCauses»Backup process or administrator is copying encrypted files.</benignCauses>
<recommendedActicons»1. Scan the related process with Av.
2. If not detected then submit the executable for analysis.
— 3. Search for encrypted files. shares on network may be affected.
|;J SCRIPTS 4, Restore encrypted files from backup (backup encrypted files for future decrypticn)
</recommendedactions>
<category>Fileceders</category»
<guid> 86a47275-746e-4b358-8b7a-4583d833349a «/guid>
E C UTERS <name»Bad extension - filecoders (ext. A - C€) [CB687]</name>
<severity>Threat</severity>
</description>
cdefinition»
== ADMIN J ->

<Processs
<operator type="AND">»
<Conditicn compenent="LiveGrid" condition="less" property="Reputation" value="8"/>

<foperator>
</Process»
<operationss>

<operation type="Writerile":x

<operator type="OR">
1y extension ith size more than 3 are included starting with A-C -->

ithout comments are gathered from external resources -->
in32/Filecoder.Fv --»
eItem” condition="ends" property="Extension” value="Alcrypt"/>

condition="ends" preperty="Extension” value="adamlars"/>
condition="ends" preperty="Extension” value="AES2SE"/»

condition= " preperty="Extension" value="aes_ni"/>
condition="ends" preoperty="Extension” value="aes_ni_aday"/

leItem” condition="ends" property="Extension" value="aleta"/>
AU -->
leItem” condition="ends" property="Extenzion" value="amba"/

cendition="ends" preperty="Extension" value="arena"/>

cendition="ends" preperty="Extension" value="badnews"/>
condition="ends" property="Extension" value="bart"/»

cendition="ends" preperty="Extension" value="better_call saul"/»
FileItem" condition="ends" Extension" wvalue="bitcrypt"/»
leltem" condition="ends" Extension” value="bitstak"/>
FileItem" condition="ends" Extension" value="bleepYourFiles
condition="ends" Extension" value="blocatto"/»

condition="ends" preperty="Extension" value="block"/>
ilecoder. --x
<condition component=
<l-- m variants
<condition cemponent=

cendition="ends" preperty="Extension" value="blockagea2"/>»

condition="ends" preperty="Extension" value="blocked"/>

Syntax Reference

The general s ire of rule looks like this:

<rule>
<name>example’s name </name>
<process />

<operations />
<frule>

s operations
meet the rule
al but one of them

na operation:
which meet:

perator and
OR ar AND
has a required

{processi

<operator type="AND":>»
<condition component="FileItem" pr
<condition component="FileItem" pr
</operator>
</process>

This example checks if pro
from temp folder or its s

arkAddress
attribute can

condition fi
checking if VB!
<operations:
<operation type="WriteFile">
<condition component="FileItem" pr
</operation>
<foperations>

The following operation types are supported: WriteFile,
DeleteFile, Renar e, CreateNewFile,

TeplpAccept, RegSetValue,

IpConnect
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/Zoznamte sa s ESET rieSeniami

Vyziadajte si business trial licenciu u svojho ESET obchodnika alebo
ESET resellera:

EDTD na 3 mesiace — pre existujucich zakaznikov s EEPS / EEPA / ESB balikmi na ochranu 100
a viac endpointov

ESA na 3 mesiace — pre existujucich aj novych ESET zakaznikov
EFDE na 1 mesiac - pre existujucich zdkaznikov s EEPS / EEPA / ESB balikmi

EEl na 1 mesiac - pre existujucich zdkaznikov s EEPS / EEPA / ESB balikmi na ochranu 250 a viac
endpointov






OndrejKrajc

ESET Senior Technical Pre-Sales Representative

krajc@eset.sk
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