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Cybersecurity challenges



Source: Cybersecurity Ventures



+15% YoY
over the next 5 years

Source: Cybersecurity Ventures
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Market trends

















ESET Balanced Security
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The last four months of 2021 brought 

a further acceleration of brute-force 

attacks against remote desktop 

protocol (RDP), with an increase of 

274% between our T2 2021 and T3 

2021 reports. 

ESET Brute-Force Attack Protection

Source: welivesecurity.com – Threat report T3 2021

https://www.welivesecurity.com/wp-content/uploads/2022/02/eset_threat_report_t32021.pdf
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Offering Update Q1/2022





MULTI-LAYERED SECURITY

ESSENTIAL PROTECTION

EXTENDED PROTECTION

DETECTION AND RESPONSE

THREAT INTELLIGENCE

PLATFORM 
AND SUPPORT

Access tailored support appropriate to your needs, plus 
deployment and configuration assistance. 

ESET’s unified security management platform delivers XDR 
and threat-hunting capabilities, 

and can be cloud-based or installed on-premises

Multiple layers of prevention and detection, leveraging 
ESET’s unique technologies, 

that work together to protect your organization’s 
endpoints, devices, file servers, mail servers and 

SharePoint products.

Additional security layers comprising 
cloud-based threat defense against targeted attacks and 

new threat types, especially ransomware, 
plus dedicated protection for cloud office suites, and 

multi-factor authentication and encryption solutions to 
harden access protection.

Maximum protection, complete cyber risk management and 
granular visibility into your IT environment via ESET's most 

comprehensive detection and response.

Access world-leading expertise via ESET MDR 
and XDR via ESET Inspect.

In-depth and actionable intelligence 
from ESET’s world-renowned lab, 

provided via feeds and reports, 
that will fortify your organization 

against APTs, botnets, and other types of attack.

Multiple layers of prevention and detection, 
leveraging ESET’s unique technologies, that 

work together to protect your organization’s 
endpoints, devices, file servers, mail servers 

and SharePoint products.

Additional security layers comprising cloud-based threat 
defense against targeted attacks and new threat types, 

especially ransomware, plus dedicated protection for 
cloud office suites, and multi-factor authentication and 

encryption solutions to harden access protection.

Maximum protection, complete cyber risk management and granular 
visibility into your IT environment via ESET's most comprehensive 

detection and response Access world-leading expertise via ESET MDR 
and XDR via ESET Inspect.

In-depth and actionable intelligence from ESET’s world-renowned lab, 
provided via feeds and reports, that will fortify your organization against 

APTs, botnets, and other types of attack.

Access tailored support appropriate to your 
needs, plus deployment and configuration assistance. 
ESET’s unified security management platform delivers 
XDR and threat-hunting capabilities, and can be cloud-

based or installed on-premises



B2B Offering – “Public” map



ESET PROTECT Platform 
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Different P/D/R levels of our PROTECT Platform packages  

PREVENT DETECT RESPOND MANAGE

PROTECT
ENTRY

• Augur Machine Learning
• Ransomware Shield
• Exploit Blocker
• DNA detections 
• Deep Behavioral Inspection
• Real-Time Memory Scanning
• Network Attack Protection 
• LiveGrid Detections 
• Bruteforce Attacks Protection
• Script and AMSI scanning
• Secure Browser
• Webfiltering – Malware, 

Phishing, Scam, Spam
• Built-in Threat Feeds
• Device Control
• Firewall 
• Botnet Protection 
• HIPS custom rules 

• Configurable detection 
thresholds for Malware, PUA, 
PUS, and Suspicious Apps. 

• UEFI firmware threats
• SysInspector security snapshot

• Automatic by Endpoint (block, 
quarantine, clean) 

• Automation in PROTECT (task, 
script, policy)

• Manual (network isolation, 
reboot, shutdown, 
SysInspector scripts)

• Software Inventory
• Hardware Inventory
• OS Patching 
• 3rd party software installation 
• Rogue device discovery 
• Mobile Devices (iOS / Android)

PROTECT 
ADVANCED

• ENTRY +
• LiveGuard „multi vector“ cloud 

prevention sandbox with Cloud 
Machine Learning

• ENTRY +
• LiveGuard behavior report and 

sensitivity settings
• Data at Rest via ESET Full Disk 

Encryption 

• ENTRY + 
• Automated network wide by 

LiveGuard (blocklist), based on 
detection thresholds

• As in ENTRY 

PROTECT 
ENTERPRISE 

• ADVANCED +
• Hash blacklisting

• ADVANCED +
• Inspect custom rules system 
• Inspect Executables / Script 

anomalous behavior reporting 
system

• Inspect IOC search / hunting 
engine 

• Threat Intelligence Data 

• ADVANCED +
• Automated actions within the 

Inspect rules system 
• Kill Process 
• Download executable 
• Add to blocklist 
• Remote Shell 

• As in ENTRY 
• Hash blocklist can be used for 

App control 



From „Remote Administrator“ to „ESET PROTECT Platform“

Version 1.X – 5.X 6.X 7.X + ECA 8.X + PROTECT 9.X + PROTECT

Year <2014 2015-2018 2018-2020 2020-2021 2022

Architecture Native App Web Based Web Based Web Based Web Based 

Platform 

On Prem, Win On Prem, Win + Lin + 
Virtual Appliance + 
Azure Image

Cloud On Prem, Win + Lin 
+ Virtual Appliance + 
Azure Image

Cloud On Prem, Win + 
Lin + Virtual 
Appliance + 
Azure Image

Cloud On Prem, Win + 
Lin + Virtual 
Appliance

Name
Remote Administrator Remote 

Administrator
Cloud 
Administrator

Security 
Management Center

PROTECT 
Cloud

PROTECT PROTECT 
Cloud

PROTECT 

Scalability
<10k 100k+ 250 100k+ 10k+ 100k+ 25k+

Inspect 5k
100k+
Inspect 15k

Integrates 
EDTD 
Enterprise Inspector

EDTD EDTD 
Enterprise 
Inspector

LiveGuard
INSPECT Cloud
Cloud MDM

LiveGuard
INSPECT

Positioning 
Remote Management 
Console

Remote Management 
Console

SMB focused 
Cloud based 
Remote 
Management 
Console

Security 
Management 
Console

Security 
Management 
Console 

Security 
Management 
Console

Frontend to the ESET PROTECT 
XDR Platform

Offering (primary)

Standalone licenses
5.X+ Bundles

Stnadalone licenses
Bundles (EEPS, EEPA, 
ESB, ESE)

Bundles (EEPSC, 
EEPAC, ESBC)

Stnadalone licenses
Bundles (EEPS, EEPA, 
ESB, ESE)

PROTECT 
solutions 
(ENTRY, 
ADVANCED, 
COMPLETE, 
ENTERPRISE*)

Standalone 
licenses 
PROTECT-OP 
solutions 
(ESSENTIAL, 
ESSENTIAL PLUS, 
ENTRY, 
ADVANCED, 
COMPLETE, 
ENTERPRISE)

PROTECT solutions 
(ENTRY, 
ADVANCED, 
COMPLETE, 
ENTERPRISE, MDR) 

PROTECT-OP 
solutions 
(ENTRY, 
ADVANCED, 
COMPLETE, 
ENTERPRISE, 
MDR)



Future of our offering



How the future
looks like?





SIMPLIFIED.





UNIFIED.



EBA and EMA merged into HUB, consoles getting „closer“ to each another, 
forming a clear „Ecosystem“ of solutions.

UNIFIED.



CONSISTENT.



CONSISTENT.



PLATFORM.





CLOUD. FIRST.



CLOUD. FIRST.



UP TO DATE.



UP TO DATE.



AGILE.  FASTER.



JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC

EP 9.1 EP 10.0 EP 10.0.X 
patch?

EPC 3.1 EPC 3.2 EPC 3.3 EPC 3.4 EPC 3.5 EPC 4.0 EPC 4.1



EXPANDABLE.  
MODULAR.



ENTRY ADVANCED COMPLETE ENTERPRISE FUTURE MDR

EP

EFDE

LGA

ECOS

INSPECT

CESA

SERVICES

VA PM optional optional optional optional optional optional

ECAT optional optional optional optional optional optional



SUBSCRIPTION.



1 1.3 1.6 2 2.3 4.6

MDR

FUTURE

ENTERPRISE

COMPLETE

ADVANCED

ENTRY



FEW CLICKS AWAY.



FEW CLICKS AWAY.



PROTECT.



PROTECT.



PROGRESS.



ESET Protect
ENTRY

ESET Protect 
ADVANCED

ESET Protect 
COMPLETE

ESET Protect 
ENTERPRISE

ESET Protect 
„FUTURE“

ESET Protect
MDR

Standard 
offering

ESET PROTECT Platform ● ● ● ● ● ●

Modern Endpoint Protection ● ● ● ● ● ●

Server Security ● ● ● ● ● ●

Advanced Threat Defense (LiveGuard) ● ● ● ● ●

Full Disk Encryption ● ● ● ● ●

Mail Security ● ●

Cloud App Protection ● ●

Cloud –
Q1/2022

MSP – Q3/2022
Detection & Response ● ● ●

Optional 
offering

Sharepoint Security ◐ ◐ ◐ ◐ ◐ ◐

Endpoint Encryption ◐ ◐ ◐ ◐ ◐ ◐
Cloud 

H2/´22 – H1/´23 Authentication ◐ ◐ ◐ ◐ ◐ ◐

Future
Additions
H1/2023

Vulnerability and Patch Management ◐ ◐ ◐ ◐ ◐ ◐

Cybersecurity Awareness Training ◐ ◐ ◐ ◐ ◐ ◐

Services

Standard Support ● ● ● ● ● ●

Premium Support Essential ◐ ◐ ◐ ◐ ◐

Premium Support Advanced ◐ ◐ ◐ ◐ ◐ ●

Deployment and Upgrade ◐ ◐ ◐ ◐ ◐ ●

Detection and Response Essential ◐ ◐ ◐

Detection and Response Advanced ◐ ◐

Detection and Response Ultimate ●

● Included 
◐ Optional



Ďakujem za pozornosť!


