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Average Weekly Attacks per Organization by Industry (2021)

Education/Research
Government/Military

Communications

(1605, +75%)

(1136, +47%)

I (1079, +51%2)

ISP/MSP I (1068, +67%)

Healthcare
SI/VAR/Distributor
Utilities
Manufacturing
Finance/Banking
Insurance/Legal
Leisure/Hospitality
Consultant
Software vendor
Retail/Wholesale
Transportation

Hardware vendor

CheclPointSecurityReport 2021
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P (736, +46%)
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@ QUESTIONS ALL COMPUTERS : ® HELP ¥ SOCMDOLEZAL =

[ ] |
[ T | Uniqueness D = Y X = Y X RESOLVED X
Detections G0 oo
lmIGEGERED < TMonth ¥ X

UNIQUENESS (42) / DETECTIONS (4921) ¥ COUNT SEVERITY PRIORITY RESOLVED

OCCURRED TIME COMPUTER EXECUTABI ¢
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‘ Uniqueness H A I:‘ 1 ’ ® 0 0 O R‘EFTOECT\ON
Detections
TRIGGERED < 1 Month X’ ADD FILTER
= UNIQUENESS (42) / DETECTIONS (4921) <~ COUNT SEVERITY

Detections

(s ENTERPRISE INSPECTOR

Injection into system process [F0413a][C,

Injection into sysi

Injection into sysi

Injection into sysi

Injection into syst

Injection into sysi

Injection into sysi

Injection into sysi

Injection into sysi

Injection into sysi

Injection into sysi

Injection into sysi

Injection into system process [F...

= Show only this

%; Hide this

SELECTED ITEMS: 1/ 4921

Detections
i Details
Details (New Tab)

Mark as Resolved

© e

Mark as Unresolved
No priority

Priority |

Priority Il

Priority IlI

Create Exclusion
Edit Rule

Open Computer
Open Process
Open Parent Process
Add comment

Tags

BONI I IRXRNYOOO

Display Relative Time

Filter >

<

em process [F0413a][C]

Injection into system process [F0413a][C]

ection into system process [F0413a][C]

Injectionnto systenprocess

( Det ekce
procesem,
upravuj e
procesu)

var uj e
I
SYyS

kter
k - d

QUESTIO

Y X

PRIORITY

-

p R
v k
t ®

m

EXECUTABLE

d
S
0

RESOLVED

d
Vv

8
® h

¥ X | RESOLVED

OCCURRED TIME

Mar 20, 2022, 11:59:03 PM
Mar 20, 2022, 11:40:26 AM
Mar 20, 2022, 11:30:26 AM
Mar 19, 2022, 11:59:04 PM
Mar 19, 2022, 11:30:28 AM
Mar 19, 2022, 11:20:27 AM
Mar 18, 2022, 11b:59:03 PM
Mar 18, 2022, 11:20:29 AM
Ma98, 2022, 11:10:29 AM
Mar 17, 2022, 11:59:03 PM
Mar 17, 2022, 12:11:49 PM
Mar 17, 2022, 12:01:49 PM
Mar 16, 2022, 11:59:03 PM
Mar 16, 2022, 12:01:50 PM
Mar 16, 2022, 11:51:50 AM
Mar 15, 2022, 11:59:03 PM

Mar 15, 2022, 11:51:51 AM

COMPUTER

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

desktop-va987st

PRESETS v +

EXECUTABI

secoh-gad.exe
secoh-qad.exe
secoh-qad.exe
secoh-qad.exe
secoh-gad.exe
secoh-qad.exe
secoh-qad.exe
secoh-gad.exe
secoh-gad.exe
secoh-gad.exe
secoh-qgad.exe
secoh-qad.exe
secoh-qad.exe
secoh-gad.exe
secoh-qad.exe
secoh-qad.exe

secoh-gad.exe

~
=

©
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@SB ENTERPRISE INSPECTOR

‘ Computers H A0 i ’ ® 00O DESCTION. = njection into system ... ¥ X | EXECUTABLE = Y X |REsowEd| |x
Detections PRESETS v L0
TRIGGERED < ¢ ppomtn v X ADD FILTER
TIME
COMPUTERS (1) / DETECTIONS (82) ~ COUNT  SEVERITY PRIORITY RESOLVED OCCURRED TIME COMPUTER EXECUTABI ©

desktop-va987st

Filtrace stani c, na kterlch se
detekce vyskytuje.
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@I ENTERPRISE INSPECTOR

® 0 00 PEIECLCHE Injection into system ... Y X

Executables INFO

\ NOE

EXECUTABLES (1) / DETECTIONS (82) <~ COUNT SEVERITY PRIORITY RESOLVED OCCURRED TIME COMPUTER EXECUTABI &

EXECUTABLE = Y X RESOLVED X

Detections

secoh-qad.exe

Zobrazen? process§gS, kter®
detekce vyvol 8vaj?2. Ze sn2mku
je zRejm®, he tuto chybu
vyvol 8v8 pouze proces

secokgad.exe.
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(s ENTERPRISE INSPECTOR

QUESTIO

‘ Ungrouped H A0 i ’ ®@ 0 00 &EJ(ECT'ON = | Injection intosystem ... | ¥ X | EXECUTABLE = ¥ X | RESOLVED
Detections PRESETS v S
TRIGGERED < g month ¥ X ’ ADD FILTER
= DETECTIONS (82) SEVERITY PRIORITY RESOLVED OCCURRED TIME COMPUTER EXECUTABLE O
Injection into system process [F0413a][C] Mar 20, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe >*secoh-
Detections o
Injection into sy Mar 20, 2022, 11:40:26 AM desktop-va987st secoh-gad.exe [*secoh-
1 Details
Injection into sys i Details (New Tab) Mar 20, 2022, 11:30:26 AM desktop-va987st secoh-gad.exe D*secoh-
Injection into sy © Mark as Resolved Mar 19, 2022, 11:59:04 PM desktop-va987st secoh-gad.exe [Msecoh-
Mark as Unresolved
Injection into sy L Mar 19, 2022, 11:30:28 AM desktop-va987st secoh-gad.exe D’secoh—
No priority
Injection into sys @ Priority | Mar 19, 2022, 11:20:27 AM desktop-va987st secoh-gad.exe P*secoh-
@ Priority Il
Injection into sy: Mar 18, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe Psecoh-
@ Priority Il
Injection into sy:  # Create Exclusion Z O b r a Z e n 2 d e t a I | u d e t N@1 8,k22,@:20@AM desktop-va987st secoh-gad.exe Psecoh-
B ¢ Edit Rule .
Injection into sy: Mar 18, 2022, 11:10:29 AM desktop-va987st secoh-gad.exe >secoh-
— Open Computer
Injection into sy: —> Open Process Mar 17, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe D*secoh-
Injection into sy: —> Open Parent Process Mar 17, 2022, 12:11:49 PM desktop-va987st secoh-gad.exe D*secoh-
¢ Add comment
Injection into sy Mar 17, 2022, 12:01:49 PM desktop-va987st secoh-gad.exe D*secoh-
& Tags
Injection into sy Display Relative Time Mar 16, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe >*secoh-
o Y Filter D> 4
Injection into syt . _ Mar 16, 2022, 12:01:50 PM desktop-va987st secoh-gad.exe [*secoh-
Injection into system process [F0413a][C] Mar 16, 2022, 11:51:50 AM desktop-va987st secoh-gad.exe >secoh-
Injection into system process [F0413a][C] Mar 15, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe Msecoh-
Injection into system process [F0413a][C] Mar 15, 2022, 11:51:51 AM desktop-va987st secoh-gad.exe [Msecoh-
Injection into system process [F0413a][C] Mar 15, 2022, 11:41:51 AM desktop-va987st secoh-gad.exe [Msecoh-
Injection into system process [F0413a][C] Mar 14, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe P*secoh-
Injection into system process [F0413a][C] Mar 14, 2022, 11:41:53 AM desktop-va987st secoh-gad.exe Psecoh-
Injection into system process [F0413a][C] Mar 14, 2022, 11:31:52 AM desktop-va987st secoh-gad.exe secoh-
o system process [F0413a][C] Mar 13, 2022, 11:59:03 PM desktop-va987st secoh-gad.exe secoh-

SELECTED ITEMS: 1/ 82



(s ENTERPRISE INSPECTOR

< BACK DAl > [Dlost&found > >

Q Injection into system process [F0413a][C]
Suspicious process creation and process manipulation

secoh-gad.exe
—J  PE: Unknown

+ D’ smss.exe (660)

+ [>+ wininit.exe (784)

Event () Codelnjection 4 .
0 = SHA-1 66C72019EAFA41BBF3E708CC3824C7C4447BDAB6 (O] + D services.exe (856)
sppextcomobj.exe(9948) (CreateRemoteThread)
Signature type
Occurred 12 hours ago - Mar 20, 2022, 11:59:03 PM

Triggering process

System: secoh-gad.exe

Signer Name

Seen on 1 computer
Command Line C:\WINDOW S\system32\SppExtComObj.exe -Embedding

First Seen 3 months ago - Dec 15, 2021, 11:59:01 PM
Username nt authority\network service

Last Executed 12 hours ago - Mar 20, 2022, 11:59:04 PM
User Role

ESET LiveGrid®

J

Select Tags

Parent Group

Last Connected

Lost & found

7 minutes ago - Mar 21, 2022, 11:24:21 AM

+ [>* svchost.exe (1012)

Injection into system process [F0413a][C]

[>* sppextcomobj.exe (9948)

Vi d2 me, he proces

Reputation Detections .. .
opularty secokgad.exeinjectuje
®
First Seen 7 years ago A 1 p r 0 C e S
Threats Warnings Informational 1
0 19/868 7/51 SppeXtcomObJ'exe

Source rule Injection into system process [F0413a][C]
Category Suspicious process creation and process manipulation
Explanation Code was injected into a system process.

Malicious causes Malware often injects code into other processes to avoid detection

Benign causes Benign software which interacts with other processes.
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(esE) ENTERPRISE INSPECTOR

DAl > [Dlost&found > > >

Severity score 69
+ [>* smss.exe (660)
Resolved No
A + [>* wininit.exe (784)
Note & Set note
s q 4 .
Triggering process secoh-qgad.exe (11372) ] + D services.exe (856)
Command Line C:\WINDOWS\system32\SppExtCom0Obj.exe -Embedding "
+ [> svchost.exe (1012)
Path %WINDIR%
Integrity level System
Event 1 Codelnjection  sppextcomobj.exe(9948) (CreateRemoteThread) Injection into system process [F0413a][C]
Computer View detections on this computer [>* sppextcomobj.exe (9948)
Triggering executable secoh-gad.exe [}
SHA-1 66C72019EAFA41BBF3E708CC3824C7C4447BDAB6 (O]
Signature type

Signer Name ] ~
File Description V I d 2 m e y h e
Seen on 1 computer p O d e p S a. n I

First Seen 3 months ago - Dec 15, 2021, 11:59:01 PM a u t O r I t O u

Inspected No m D S 2 C e .

pdoexs e h
8dnou ovnRenou

q
h
a na stanici | e pt¢t

Reputation (LiveGrid®) Suspicious (4) - Unseen by LiveGrid® / Potentially Unwanted Application

Popularity (LiveGrid®) 10 000 000 - 99 999 999 computers (approximation)

First Seen (LiveGrid®) 7 years ago

Username nt authority\network service -]
Full Name

Job Position



M- < () @ 192.168.220.12 ¢ © M + 8

(es) ENTERPRISE INSPECTOR

DAl > [Olost&found > > >

i Details () Aggregated Events M Detections ()1 Raw Events Loaded Modules (DLLs) Scripts + [>4‘smss.exe (660)

+ [>+ wininit.exe (784)

secoh-qad.exe ESET LiveGrid®
PE: Unknown
Select Tags + [>* services.exe (856)
SHA-1 66C72019EAFA41BBF3E708CC3824C7C4447BDAB6 (0] + D’ svchost.exe (1012)
Signature type Reputation
Signer Name Popularity
Seen on 1 computer First Seen 7 years ago
First Seen 3 months ago - Dec 15, 2021, 11:59:01 PM Injection into system process [F0413a][C]
Last Executed 12 hours ago - Mar 20, 2022, 11:59:04 PM

Z2sk8&n2 HASH-gadmegr a mu” "8 En

(Q)Events ;] pI'O dalgz ana||ZU

Parent Group & found
Last Connected a few seconds ago - Mar 21, 2022, 11:31:21 AM
228 OF .
[=] -] ° L Last Event a few seconds ago - Mar 21, 2022, 11:31:16 AM
ooo H \l/ 16
. . i .8.1766
File Registry Network agSatL S on
0 0 0 0OS Name Windows 10 Pro
OS Version 10.0.18363.1316
Process secoh-qad.exe (11372)
Command Line C:\WINDOWS\ system32\SppExtComObj.exe -Embedding
Path %WINDIR%\
Started 12 hours ago - Mar 20, 2022, 11:59:03 PM
Ended 12 hours ago - Mar 20, 2022, 11:59:04 PM
Parent process svchost.exe (1012)

Integrity level System



Inteligence  Hunting  Graph  API 838 D Signin

> ] VIRUSTOTAL

Analyze suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community

FILE URL SEARCH

66C72019EAFA41BBF3E708CC3824C7C4447BDABY,

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the
sharing of your Sample submission with the security community. Please do not submit any
personal information; VirusTotal is not responsible for the contents of your submission. Learn more.

(® Want to automate submissions? Check our AP, free quota grants available for new file uploads

Dot ahovg8§n?2 informac? z vesejnich zdrojt.

VirusTotal Community Tools Premium Services Documentation
Contact Us Join Community API Scripts Intelligence Searching
Get Support Vote and Comment YARA Hunting Reports
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Aibaba

dZz me he

Antiy-AVL

Cylance
Elastic

eScan
Fortinet
lkarus

K7GW
Malwarebytes
McAfee
Microsoft

Palo Alto Networks

SentinelOne (Static ML)

34
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@ 34 security vendors and no sandboxes flagged this file as malicious

9896a6fchb9bbbaclec5297b4absbe3f647589adf7c37b45f3f7466decdbada7f
SECOH-QAD.exe

64bits

DETAILS

O
0)
O
)
0]

© 0 0 60 0 0 0 0 0 0

©

assembly idle

peexe  via-tor

RELATIONS BEHAVIOR

commEPy

HackTool:Winé4/AutoKMS.190516

Z e

Trojan/Generic. ASBOL.2F4B

Application.Hacktool. KMSActivator.HJ

ApplicUnwnt@#ffnth912929q

Unsafe

Malicious (high Confidence)

Application.Hacktool. KMSActivator.HJ

Riskware/ProcPatcher

HackTool Win32.AutoKMS

Hacktool (000047b11)

HackTool. AutoKMS

RDN/Hacktool KMS

HackTool:Winé4/AutoKMS

Generic.ml

Static Al - Suspicious PE

AlLYac

Arcabit

CAT-QuickHeal

CrowdStrike Falcon

Cyren

Emsisoft

ESET-NOD32

GData

K7AntiVirus

Kaspersky

MAX

McAfee-GW-Edition

NANO-Antivirus

SecureAge APEX

Sophos

4.50 KB
Size

2022-03-2100:40:39 UTC %

9 hours ago

© 0 60 60 6 60 60 60 6 60 6 60 6 0

©

EXE

Application.Hacktool. KMSActivator.HJ

Application. KMS

Risktool.Procpatcher

Win/grayware_confidence_100% (W)

We64/Trojan.EEJK-9329

Application.HackTool (A)

Winé4/HackKMS.C Potentially Unsafe

Winé4.Riskware.Agent. CCFMSH

Hacktool (000047b11)

Not-a-virus:RiskTool.Winé4.ProcPatcher.a

Malware (ai Score=91)

RDN/Hacktool KMS

Riskware Win64.HackKMS.eflxku

Malicious

KMS Activator (PUA)

We use cookies and related technologies to remember user preferences, for security, to analyse our traffic, and to enable website functionality. Learn more about cookies in our Privacy Policy.
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9896a6fch9bbbaclec5297b4ab5be3f647589adf7c37b45f3f7466decdbadarf

SECOH-QAD.exe

Q

% Community v
Score

DETECTION

Contained In Graphs O

n shutaro.chiba

n ademayokun
n plumeria
ﬂ fabio.zanela

Comments O

angel1973
[ 1month ago

e

#Riskware

Chyi
() 2yearsago

Armo
[#) 4yearsago

64bits

DETAILS

assembly idle peexe via-tor

RELATIONS BEHAVIOR

commi@@y

@ 34 security vendors and no sandboxes flagged this file as malicious

4.50 KB
Size

inc
SECOH-QAD.exe
DeployManager.EXE

Untitled Graph

4

Koment 8§
cennl m

Q
2022-03-2100:40:39 UTC %
9 hours ago EXE

2021-04-23 10:42:00
2020-05-14 19:67:12
2021-06-22 07:22:31

2019-10-18 13:28:02

Re z komuni

zdroj em |

This file is part of Windows activation cracks (atleast of "KMSpico" / autoKMS) and AV scanners have always classed cracks as malicious, to fall in favour of software developers, in this case especially

Microsoft.

® B G

Today, a new offensive was launched by Microsoft. Windows Defender abruptly started detecting this file to unsollicitedly remove it around the globe. A lot of people that know how to crack MS products
know how to whitelict biit MS knows most of em whitelicted Proaram File<s/KMSPico onlvy Thev know abriintlv intens<sifvina detection of thic file will break most cracked Windowe ver<ions arotind

t
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nebo Windows.




