EDRV PROSTREDI'I

NUKLEARNEJ MEﬁleib{Y

gir?::;a::sesc.ug:gtected. & konferenCie E iserVices



Institut nuklearnej a molekularnej mediciny

Prostredie bez adekvatnej antivirusovej/antimalwarovej ochrany
(len nativne prostriedky Windowsu)

Institut absolvoval audit podla Zakona €. 69/2018 Z.z.
o kybernetickej bezpecnosti

Nalezy auditu iniciovali nasadenie komplexnej ochrany
ESET Protect Enterprise, ktorého sucastou je aj EDR



Institut nuklearnej a molekularnej mediciny

EDR implementované na Windows Server

centralna MySQL databaza na tom istom serveri

56 klientskych stanic pre EDR, bez roamingovych klientov
implementacia vratane vyladenia pravidiel trvala 1 mesiac
cca 150.000 eventov denne za pracovnu stanicu

priemer 100 eventov za sekundu pocas pracovného casu

peaky 800 sprocesovanych eventov za sekundu



Institut nuklearnej a molekularnej mediciny

EDR generovalo a generuje standardné hlasenia a vystrahy ako

e SMTP komunikacia na non-standard portoch

* Spustany TeamViewer na pracovnych staniciach
 GoogleUpdate credential dumping

* Spustenie putty.exe

e HTTP komunikacia na nestandardnom porte
 FTP komunikacia

e suspicious DLL loading — nepodpisané kniznice s nizkou reputaciou



Institut nuklearnej a molekularnej mediciny

Specifikum, nemocniény systém LCS

Nemocnicny systém sa spusta pomocou lcs_launcher.exe a nacitava si rozne moduly
napr. lcs_tyto.exe

Samotny Ics_launcher spusta alert : Injection into trusted process

Moduly LCS napr. alerty typu:

- Protocol Mismatch - HTTP communication, non-standard port, unpopular process
- Protocol Mismatch - SSL communication, non-standard port, unpopular process

- Injection into email client process

- Injection from an unpopular process

Takisto subory su oznacené na webe Virustotal roznymi vyrobcami ako malicious.
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3 @ 3 security vendors and no sandboxes flagged this file as malicious
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@ 4 security vendors and no sandboxes flagged this file as malicious
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PROTECT & INSPECT

1 Details Statistics M\ Detections L Seenon Sources
SHA-256 CB5AB652ED9AAS67416F182C146513919371BD5265CEA124B9270517009832C8! ]
MD5
Signature type
Signer Name

Executables Whitelist Type LiveGrid®
File Description LCS Launcher
Company Name I
Product Name KNIS
File Version 3.0.0.177
Product Version 3.0
Internal Name ANE

’ BACK ‘ [3Jics_tauncher.exe

Original File Name
Packer Name
SFX Name

File size

lcs_launcher.exe

21 MR (2291A48 hutes)




(esfl) PROTECT & INSPECT
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NAME (16) STATUS BLOCKED SAFE < REPUTATION (LIVEGRID#) POPULARITY (LIVEGRID'&) FIRST SEEN (LIVEGRID®) SIGNATURE TYPE
oes_nuneaT v R TUEVET SEEIT T LIVEDTI
[ lcs_num.exe v [esssensnses] MNever seen in LiveGrid ®
Elcs_num.exe v [essssnssnes)] Mever seen in LiveGrid @
[Jlcs_num.exe v [essvessnses)] Mever zeen in LiveGrid @
Executables [Jies_num.exe v OO n MNever seen in LiveGrid ®
Ics_num.exe v [esssesssses)] Mever zeen in LiveGrid @
[Jics_num.exe v OOOxXOaxnan MNever seen in LiveGrid ®
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Elcs_num.exe v [essssnssnes)] Mever seen in LiveGrid @
[Jlcs_num.exe v [essvessnses)] Mever zeen in LiveGrid @
[Jies_num.exe v OO n Mever seen in LiveGrid ®
Ics_num.exe v : 3 months age
Elcs_num.exe v 3 months age
[dics_num.exe v @ 5 days ago
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