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Crypto malware in patched
wallets targeting Android
and iOS devices

ESET Research uncovers a sophisticated scheme that distributes trojanized Android and iOS apps
posing as popular cryptocurrency wallets

Lukas stefanko
P

24 Mar 2022 - 01:30PM

welivesecurity -~ @

DoNot Go! Do not respawn!

ESET researchers take a deep look into recent attacks carried out by Donot Team throughout
2020 and 2021, targeting government and military entities in several South Asian countries

H Facundo Mufioz m Matias Porolli

18 Jan 2022 - T1:30AM

welivesecurity » &Em

BladeHawk group: Android
espionage against Kurdish
ethnic group

ESET. have
group and has been active since at least March 2020

Lukas Stefanko

7Sep 2021 - 02:30PM

ampaign that targets the Kurdish ethnic

welivesecurity ~ @

Under the hood of Wslink's
multilayered virtual machine

ESET researchers describe the structure of the virtual machine used in samples of Wslink and
suggest a possible approach to see through its obfuscation techniques

m Vladislav Hréka

28 Mar 2022 - T1:30AM

welivesecurity - cm

| see what you did there:
A look at the CloudMensis
macOS spyware

Previously unknown macOS malware uses cloud storage as its C&C channel and to exfiltrate
documentskeystrokes, and screen captures from compromised Macs

u Marc-Etienne M.Léveillé

19 Jul 2022 - T1:30AM

welivesecurity -~ cm

Mustang Panda’s Hodur: Old
tricks, new Korplug variant

ESET researchers have discovered Hodur, a previously undocumiented Korplug variant spread by
Mustang Panda, that uses phishing lures referencing current events in Europe, including the
invasion of Ukraine

p‘ Alexandre Coté Cyr

23 Mar 2022 - 09:00AM
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The SideWalk may be as
dangerous as the
CROSSWALK

Meet SparklingGoblin, a member of the Winnti family

“ Thibaut Passilly k‘,j Mathieu Tartare

24 Aug 2021 - 07:59PM
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FontOnLake: Previously
unknown malware family
targeting Linux

ESET researchers discover a malware family with tools that show signs they're used in targeted
attacks

m Viadislav Hréka

70ct 2021 - :30AM
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Anatomy of native lIS
malware

ESET researchers publish a white paper putting IIS web server threats underthe migf@scope

zv, Zuzana Hrofmcova

Bl Anton Cherepanov

6 Aug 2021 - 02:59PM
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Strategic web compromises
in the Middle East with a
pinch of Candiru

ESET researchers have discovered strategic web compromise (aka watering hole) attacks against
high-profile websites in the Middie East

| )
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Signed kernel drivers -
Unguarded gateway to
Windows’ core

ESET took in
mitigation techniques against this type of exploitation

n Michal Poslusny

T jan 2022 - T:30AM
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Fake e-shops on the prowl for
banking credentials using
Android malware

ESET researchers analyzed three malicious applications targeting customers of eight Malaysia
banks

Lukas Stefanko
N

6 Apr 2022 - TI:30AM

welivesecurity

The dirty dozen of Latin
America: From Amavaldo to
Zumanek

The grand finale of our serles dedicated to demystifying Latin American banking trojans
r ESET Research

15 Dec 2021 - T1:30AM
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FamousSparrow:
A suspicious hotel guest

Yet another APT group that exploited the ProxyLogon vulnerability in March 2021

m Tahseen Bin Taj ﬁ Matthieu Faou

23 Sep 2021 - T:30AM

welivesecurity - cm

When “secure” isn’t secure at
all: High-impact UEFI
vulnerabilities discovered in
Lenovo consumer laptops

ESET researchers discover multiple vulnerabilities in various Lenovo laptop models that allow an
attacker with admin privileges to expose the user to firmware-level malware

m Martin Smolar

19 Apr 2022 - TI:30AM

welivesecurity ~&m

Watering hole deploys new
macOS malware, DazzleSpy,
: :

in Asia

Hong Kong pro-democracy radio station websitéicomproffiised to serve a Safari exploit that
installed cyberespionage malware on site visitors' Macs

4
E Marc-Etienne M.Léveillé

25)an 2022 - 11:30AM

Anton Cherepanov

I

welivesecurity - &

Jumping the air gap: 15 years
of nation-state effort

ESET researchers studied all the malicious frameworks ever reported publicly that have been
used to attack air-gapped networks and are releasing a side-by-side comparison of their most
important TTPs

lq Alexis Dorais-Joncas “ Facundo Mufioz

1Dec 2021 - T1:30AM

welivesecurity - cm

A lookback under the TA410
umbrella: Its cyberespionage
TTPs and activity

ESET researchers reveal a detailed profile of TA410: we believe this cyberespionage umbrella
group consists of three different teams using different-toolsets, including.a new.version of the.
FlowCloud espionage backdoadiscovered by ESET.

F‘ Alexandre Coté Cyr W Matthieu Faou

27 Apr 2022 - 03:00PM

welivesecurity ~cm

UEFI threats moving to the
ESP: Introducing ESPecter
bootkit

ESET research discovers a previously undocumented UEFI bootkit with roots going back all the
way to at least 2012

m Martin Smolar Anton Cherepanov

50ct 2021 - T1:30AM

welivesecurity -

ESET takes part in global
operation to disrupt Zloader
botnets

ESET researchers provided technical analysis, statistical information; and known command and
control server domgain names.ahd 1P addresseés

[\mi Jean-lan Boutin 'G‘ Tomas Prochazka
Al b

13 Apr 2022 - 06:00PM
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posing as popular cryptocurrency wallets
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FontOnLake: Previously
unknown malware family
targeting Linux

ESET researchers discover a malware family with tools that show signs they're used in targeted
attacks
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ESET researchers publish a white paper putting IIS web server threats underthe migf@scope

zv, Zuzana Hrofmcova

Bl Anton Cherepanov

6 Aug 2021 - 02:59PM

welivesecurity ~

Strategic web compromises
in the Middle East with a
pinch of Candiru

ESET researchers have discovered strategic web compromise (aka watering hole) attacks against
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ESET researchers discover multiple vulnerabilities in various Lenovo laptop models that allow an
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installed cyberespionage malware on site visitors' Macs
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used to attack air-gapped networks and are releasing a side-by-side comparison of their most
important TTPs
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ESET research discovers a previously undocumented UEFI bootkit with roots going back all the
way to at least 2012

m Martin Smolar Anton Cherepanov

50ct 2021 - T1:30AM

welivesecurity -

ESET takes part in global
operation to disrupt Zloader
botnets

ESET researchers provided technical analysis, statistical information; and known command and
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Windows' core

ESET researchers look at malware that abuses vulnerabilities in kernel drivers and outline
mitigation techniques against this type of exploitation
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welivesecurity =

Advanced = i
Memory Scanner aD:feg;:? up InvisiMole’s hidden

ESET researchers reveal the modus operandi of the elusive InvisiMole group, including newly discovered

HLBKOVA KONTROLA SPRAVANIA
{y Zuzana Hromcova M Anton Cherepanov

18 Jun 2020 - TI:30AM

welivesecurity -~

ESET discovers Attor, a spy
platform with curious GSM
fingerprinting

ESET researchers discover a previously unreported cyberespionage platform used in targeted attacks
against diplomatic missions and governmental institutions, and privacy-concerned users

g ¥ Zuzana Hromcova

10 Oct 2019 - TI:30AM




Script Scanner
& AMSI

KONTROLA SKRIPTOV
A ROZHRANIE AMSI

welivesecurity «c=D

Watering hole deploys new

macOS malware, DazzleSpy,
u -

In Asia

Hong Kong pro-democracy radio station website'‘cempromised to serve a Safari exploit that
installed cyberespionage malware on site visitors’ Macs

@ Marc-Etienne M.Léveillé m Anton Cherepanov
A

25 Jan 2022 - TI:30AM
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LoJax: First UEFI rootkit
found in the wild, courtesy of

UEFI Scanner < ing
KONTROLA UEFI welivesecurity - cm

BlackLotus UEFI bootkit:

Myth confirmed

The first in-the-wild UEFI bootkit bypassing UEFI Secure Boot on fully updated UEFI systems is
now a reality

m Martin Smolar

1Mar 2023 - TI:30AM

UEFI threats moving to the
ESP: Introducing ESPecter
bootkit

ESET research discovers a previously undocumented UEFI bootkit with roots going back all the
way to at least 2012

E’l Martin Smolar m Anton Cherepanov
i«‘ AR

5 Oct 2021 - TI:30AM
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Advanced
Machine Learning

POKROCILE STROJOVE UCENIE

welivesecurity - cm

Winnti Group targeting
universities in Hong Kong

ESET researchers uncover a new campaign of the Winnti Group targeting universities and using
ShadowPad and Winnti malware

[ﬁ? v} Mathieu Tartare

31)an 2020 - TI:30AM
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Under the hood of Wslink's
multilayered virtual machine

ESET researchers describe the structure of the virtual machine used in samples of Wslink and suggest a
possible approach to see through its obfuscation techniques
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Yet another APT group that exploited the ProxyLogon vulnerability in March 2021
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XDSpy: Stealing government
secrets since 2011

ESET researchers uncover a new APT group that has been stealing sensitive documents from several
governments in Eastern Europe and the Balkans since 2011

E Matthieu Faou
‘

2 Oct 2020 - TIZ30AM
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C&C infrastruktira

N3jdi zaujimavy

Zkodlivy sabor Najdi dalsie subory

C&C

Analyza malvéru, Ciele: geografické

indikatorov

rozlozenie, sektory



Najdi zaujimavy
Skodlivy subor

Analyza malvéru,
indikatorov
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Najdi dalsSie subory

Ciele: geografické

rozlozenie, sektory

c&C

Kontext Gtoku
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A lookback under the TA410
umbrella: Its cyberespionage
TTPs and activity

ESET researchers reveal a detailed profile of TA410: we believe this eyberespionage-umbrella group
consists of three different teams using different toolsets, including a new version of the FlowCloud
espionage backdoor discovered by ESET.
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Botnet Analyzer
OCHRANA PRED BOTNETMI
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The dirty dozen of Latin
America: From Amavaldo to
Zumanek

The grand finale of our series dedicated to demystifying Latin American banking trojans

(e):r ESET Research
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ESET takes part in global
operation to disrupt Zloader
botnets

ESET researchers provided-technical analysis, statistical information, and known command and control
server domain names and IP addresses
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welivesecurity ”‘BY In English Vv m

Award-winning news, views, and insight
from the ESET security community

Research

Expert content, for researchers by researchers




