AKO, KEDY A KDE?
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Agenda

e 1. Viacurovnové zabezpecenie
e 2. Predstavenie ESET Inspect

* 3. Detekcia a reakcia

e 4, Ransomwarove gangy

* 5. Novinky ESET Inspect 1.10



ollo

PREDVIDANIE
HROZIEB

743\
N4

REAKCIA

)

PREVENCIA

DETEKCIA



Viacurovnové zabezpecenie

MDR
sluzby

XDR
Detekcia a Reakcia

ESET Inspect

Analyza v cloudovom
sandboxe

ESET LiveGuard Advanced

Viacvrstvova ochrana na
vsetkych platformach

ESET PROTECT

progress protected. & SIMEKONFERENCIE



Viacurovnové zabezpecenie

—» = Detekcia a Reakcia

/ b ESET Inspect

ESET Inspect Cloud

progress. protected. & SIMEKONFERENCIE



Platforma ESET PROTECT — unified cybersecurity platform

n 1
Groveiiochrany | ESET PROTECT | ESET PROTECT | ESET PROTECT |ESET PROTECT | ESET PROTECT
Entry Advanced Complete Enterprise MDR

Modern Endpoint Modern Endpoint
Security Security

Modern Endpoint
Security

Modern Endpoint
Security

Modern Endpoint
Security

Server Security Server Security Server Security

Advanced Threat Advanced Threat
Defense Defense

Advanced Threat
Defense

Advanced Threat
Defense

Moduly
Full Disk Encryption

Full Disk Encryption Full Disk Encryption Full Disk Encryption

Mail Security EDR

Cloud App
Protection

Premium Support
Advanced

Detection &

Response Ultimate
.




ESET PROTECT — unified cybersecurity platform ESET Inspect

IT Operations Security Management Security Operations

Device Control Mobile Device Mgmt. Web Control Endpoint Detections ] Automated Response ] LiveGuard Detections Threat Hunting Incident Response 10C Search
Firewall Mgmt. HW & SW Inventory J§ Rogue Device Mgmt. Cloud Office Security m Multi-Factor Auth. Enriched Context Detection Rules

ESET LiveSense multilayered technologies

UEFI Scanner LiveGrid Protection Advanced Machine LiveGuard Sandbox DNA Detections Network Attack Script Scanner & AMSI Secure Browser
Learning Protection

Advanced Memory Deep Behavioral Brute-Force Attack

Ransomware Shield Anti-Spam Anti-Phishing Anti-Scam Exploit Blocker . :
Scanner Inspection Protection

[:']j Endpoints Servers Q Mobiles Q Cloud Workloads E Mail / SharePoint Integrations



UEFI Scanner

Ransomware Shield

C/]ﬁ Endpoints

LiveGrid Protection

Anti-Spam

Servers

ESET LiveSense multilayered technologies

Advanced Machine LiveGuard Sandbox DNA Detections Network Attack Script Scanner & AMSI
Learning Protection

Advanced Memory Deep Behavioral

Anti-Phishing Anti-Scam Exploit Blocker .
Scanner Inspection

[;J Mobiles Q Cloud Workloads g Mail / SharePoint

Secure Browser

Brute-Force Attack
Protection

@@ Integrations



Reputation
and cache

Network Attack
Protection

UEFI Scanner

Advanced Machine
Learning

Brute-Force Attack
Protection

Device Control

DNA Detections

In-Product Sandbox

ESET LiveSense®

Ransomware Shield

Script Scanner
& AMSI

Advanced Memory
Scanner

Exploit Blocker

Deep Behavioral
Inspection

LiveGrid® Protection

Secure Browser

Botnet Protection




Nt cvherattacke at the cilicon leve
Nt cyperattacks at the silicon leve

) | |
5
; J | \- %
e’ N\  V \»

Digital Security
Progress. Protected.




DENNIK R SME Svet Ly e

sex edplatné SME.sk
Nedela, 14. maj, 2023 | Meniny ma Bonifac predplatné s S|

SME.SK "/9 10°C  SMEMINUTA DOMOV REGIONY INDEX SVET SPORT KOMENTARE KULTURA VIDEO Al NA ZDRAVIE BLOG
@denniksme na Instagrame | Vojna na Ukrajine | Ukrajina Rusko Online | Newsletter SME | Archiv ¢lankov POST.sk
19. apr 2023 o 14:49 NAJCITANEJSIE NA SME SVET

- y 4 A" 4 /4 4 hodiny 24 hodin 3dni 7dni
Na britsku klicova
- b4 4 ~ )44 1. Omyl, sabota? alebo ukrajinsky zasah? Nedaleko
Infrastru ktu ru utoc. Ukrajiny spadli Styri ruské lietadla 46 823
] ) 4 2. Ukrajina Rusko Online: Ukrajina zaznamenala
kaernetICka Odeba postup pri Bachmute, tvrdi In3titdt pre vyskum
vojny 21 862

wag nerovcov 3. Novinarka: Deti posielali rodi¢ov na smrt.

Kultarna revolucia ukazuje hrozbu populizmu

Minister pre zéleZitosti Uradu vlady Dowden tvrdi, Ze hrozba pochadza od 5687

sympatizantov Ruska a nemusi byt priamo riadena Kremlom. 4. Ukrajina Rusko Online: Zelenskyj sa vo Vatikane
stretol s papezom Frantiskom 4 964

TASR 5. Luka3enko vynechal délezity ceremonidl. Je vazne

Tlacové agentira chory, tvrdi exilovy politik 2 272

6. Hlavny vyzyvatel Erdogana prisltbil obnovenie
demokracie, Erdogan dufa v dobry vysledok 1099

7. Zelenskyj je v Berline, ocenil Nemecko ako
spolahlivého spojenca vioeo 1088

8. Americkym 3kolam dochadza trpezlivost s
pouzivanim telefénov 906

INZERCIA - TLACOVE SPRAVY

Vybrané Najnovsie Najcitanejsie

1. Jordansko a Istanbul. ZaZite dva odliné svety na
jednej ceste

N

. Realizacia fotovoltiky vo firme? Poradime vam, ako
postupovat

od

Istria je pre Slovakov tento rok este bliz3ie

S

. Vynovte si byvanie aj $atnik: Toto je 30 presnych
navodov

w

. PreZite leto s chladnou hlavou, kupte si klimu véas
od Comklima

Tlustra¢na fotografia. (Zdroj: unsplash)
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o

Recycle Bin

(S

&

Microsoft
Edge

@EED ENDPOINT SECURITY

A Threat removed

A threat (Eicar) was found in a file that ‘j Notepad tried

to access,

The file has been deleted.

Learn more about this message

ENG 2:02PM
® DD\ ooes0

]
3 |

HJll © Type here to search ®,



Co je XDR (ESET Inspect)?

Asi ide o kyberneticky utok.

Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.
Nie sme si isti.

y N

XDR Vdm umoziuje odpovedat na tieto otazky




Extended Detection
& Response
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ESET INSPECT

ESET ENDPOINT
PROTECTION
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Scenar

ESET Endpoint Protection
zastavi hrozbu



Visibility — Root Cause

:a ........................................ &b

PowerShell



Bez ESET Inspect:

@ Minimalna vizibilita
>- Psl Spusteny PowerShell

S

j Neistota

Hrozba zistena/zablokovana

progress.protected. & SIMMEKONFERENCIE



S ESET Inspect ziskate:

Otvorenie emailu Outlook
I\
[“]U MS Excel priloha
XLS

N N
L — | {0} |-+ {03 Rundll32 spuita DLL
@ Zvysena viditelnost EXE | (DL
|

PS

v

v

N
@\ Stiahnuté DLL v pamati
DLL




S ESET Inspect ziskate:

Otvorenie emailu Outlook .@
[| D ROOT
ngﬂ MS Excel priloha CAUSE

N N
L — | {0} |-+ {03 Rundll32 spuita DLL
@ Zvysena viditelnost EXE | (DL
|

PS

\ 4

v

N
@\ Stiahnuté DLL v pamati
DLL




With ESET Inspect you gain:

Otvorenie emailu Outlook
I\
[“]U MS Excel priloha
XLS

v

N N
,v, < > ACTIVE
— @ g?:f Rundll32 spusta DLL v COMPONENTS

@ Zvysena viditelnost EXE

PS

v

N
@\ Stiahnuté DLL v pamati
DLL




With ESET Inspect you gain:

Otvorenie emailu Outlook
I\
[“]U MS Excel priloha
XLS

N N
L — | {0} |-+ {03 Rundll32 spuita DLL
@ Zvysena viditelnost EXE | (DL
‘ —

PS

—[x] . ) N
9?/ LB].Erf)f(l\J(BOROVE g‘?\ Stiahnuté DLL v pamati

v

v




With ESET Inspect you gain:

Otvorenie emailu Outlook
I\
[“]U MS Excel priloha
XLS

@ Zvysena viditelnost
AN AN
> | 0 || O} Rundll32 spaita DLL
EXE DLL
Dodatocna kontrola
‘ —

PS

v

Pokoj v dusi

(2o 4

v

N
@\ Stiahnuté DLL v pamati
DLL




Viditelnhost do toho, ¢o sa deje na koncovych bodoch

g A & @R

Active Fileless Root Lateral Data Techniques
Components Attacks Cause Movement Affected Used

©




PROTECT & INSPECT cLoup

rar.exe
PE: Command line RAR
Select Tags

SHA-1 3D42B2C8CHATCEBADD2Z99BD981643FACE... l:l

Signature type Trusted

Signer Name win.rar GmbH

Seen on | computer

First Seen 16 days ago - Mar 28, 2022, 1:29:04 PM

Last Executed 16 days ago - Mar 28, 2022, 1:56:41 PM

'Ij:ll Events

] o > Esans > e > > >

1 Details '[:l' Aggregated Events A Detections '[:1' Raw Events E‘ Loaded Modules (DLLs) Scripts

ESET LiveGrid®

Reputation
Popularity

First Seen 2 years ago

cl cll-it.esetdemo.local

Parent Group Desktops
Last Connected 11 hours ago - Apr 13, 2022, 1:37:01 AM
o
9 g:o Last Event 11 hours ago - Apr 13, 2022, 1:36:26 AM
ooo ESET Inspect Connector  1.7.1909
File Version
4 05 Name Micresoft Windows 10 Enterprise
08 Version 10.0.19044,1645
Process rar.exe (B480)
Con nd Li a -dw -epl -inul -r -ai -y -ed -ibck -m@ -pflagC_psswrd "\Users'\Administrator\Documents
mma ine “wtrace_flagB_28-mar-22-13_56_41.rar"” "\Users‘\Administrator\Documentsitrace.log"
Path FaTMP Sehwinrar',
Started 16 days ago - Mar 28, 2022, 1:56:41 PM
Ended 16 days ago - Mar 28, 2022, 1:56:41 PM
Parent process crmd.exe (368)
First dropper Tzg.exe (10992)

+ D*smss.exe[520)
+ D*winlogon.exe(sga
- D- userinit.exe (5200)
+ t> explorer.exe (5244)

A\ wscriptexe (1156)

- D)

A RAR encrypts and deletes files [B0501]



INSPECT

Cielené utoky & APTs

2N

DETECTION

Najde skodlivé
anomalie

&

VISIBILITY

Co je zasiahnuté?
Kedy sa to stalo?
Ako sa to stalo?

RESPONSE

Zablokuje
Odstrani



Extended Detection
& Response



/

3

Blokovanie
Hash
Ukoncenie
procesu

XDR - “R” ako Reakcia

Spustenie

skenovania

Stiahnutie
suboru

Restartovanie
Vypnutie

+9

===

===

_|

===

Sietova
izolacia

=

Vzdialeny
pristup
PowerShell




INSPECT

KlIGcové viastnosti

 Zhromazduje udalosti v realnom case

* Poskytuje rozsiahle filtrovanie a
triedenie

* Pouziva ESET reputacny systém
* Blokovanie a naprava

e Urceny na lov hrozieb

@I PROTECT & INSPECT cLoup

nnnnnn

nnnnnnnn




Preco XDR?

» pokrocilé pretrvavajuce utoky (APT)
* hrozba ransomware
* hrozby priamo zvnutra organizacie A=

. . _ s , .. ey o ‘G
* prevadzkovatelia zakladnych sluzieb ."3;:.”:52’-7,:"’?:33??5

each(functi fhis),e=d
Mthis.opt {}—c IDEF

* zakon €.69/2018 Z.z. o kybernetickej
bezpecnosti
L\ INY

progress. protected. & SIMEKONFERENCIE



Moznosti riesenia

* Incident Management System

* Verejné API

* Indikatory kompromitacie

* OznacCovanie (Tag)

* Nasadenie v cloude aj on-premise
* Multiplatformové riesenie

* Multitenant

progress protected. & SIMEKONFERENCIE



Infrastruktura

ESET Product

ESET Product

ESET Product

i
Threat Intelligence data - hash, IP, URL
ESET Threat Intelligence, CIF, ...

I .
_ A

=

OS logs, FW, IPS, flows, IDS, DNS logs



Cyber Kill Chain

Reconnaissance Delivery Installation Exfiltration

Q—9—a—@—B—%-

— &

Weaponization Exploitation Command & Control



Ransomware gang

Conti
REvi
BlackBasta, LAPSUSS, BlackCat, LockBit, ...

Similar tactics, techniques, and procedures
to conduct attacks on organizations




Infection vector

Exploited vulnerability

Phishing

Compromised credentials
Brute-force attacks

Misconfigured service

Malicious attachments / downloads



Command Prompt

C:\Users\DomainUser>nltest /DCLIST:SimpleDomain

Get list of DCs in domain 'SimpleDomain' from '\\WIN-D3PGK840279'.
WIN-D3PGK840279.SimpleDomain.com [PDC] [DS] Site: Default-First-Site-Name

The command completed successfully

C:\Users\DomainUser>

DETECTIONS (1) SEVERITY PRIORITY RESOLVED w OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (1D} COMMAND LINE USERNAME

AFule Remote System D Sep 7, 2022, 3:3T:26 PM evilcarp nltest.exe > nltestexe (3032) JDCLIST:SimpleDomain simpledomaindomainuser




Command Prompt

C:\Users\DomainUser>net group "Domain Computers" /DOMAIN
The request will be processed at a domain controller for domain SimpleDomain.com.

Group name Domain Computers
Comment All workstations and servers joined to the domain

Members

EVILCORP1% EVILCORP2%
The command completed successfully.

DETECTIONS (13) SEVERITY PRIORITY RESOLVED v OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (I1D) COMMAND LINE USERNAME

ABule BRemo 06] (&) evilcarn netl.exe > ne 0) em32ynetl group "Dom.

MARule Remote host enumeration via Net/AD © Se evilcorp > net.e 72) oup "Domain Computers™ /DOMAIN




E¥ Administrator: Windows PowerShell

PS C:\Users\DomainUser\Desktop\Malware> Import-Module .\PowerView.psl
PS C:\Users\DomainUser\Desktop\Malware> Get-NetLoggedon EvilCorpl

UserName : Administrator
LogonDomain : SIMPLEDOMAIN
AuthDomains :

LogonServer : WIN-D3PGK840279
ComputerName : EvilCorpl

DETECTIONS (2) SEVERITY PRIORITY RESOLVED < OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (1D) COMMAND LINE USERNAME

rView cmdlet name in AMSI [A1104] Se : ) evilcorpl powershell.exe = rshell.exe | \ simpledomain‘\domainuser

DETECTIONS (1) SEVERITY PRIORITY RESOLVED = OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (1D} COMMAND LINE USERMNAME

n malicious PowerShell cmdlet [D0442] iy S T PM evilcorp1 sowershell.exe she simpledomain\domainuser




DETECTIONS (1)

Potential

tial Dumping -

8-/ LockApp.exe

1 |Isass.exe

#=| Microsoft.
[85]MoUsoCo
§ msedge.e
& msedge.e
& msedge.e
& msedge.e

& msedge.e

N msedne e

Fewer d

written to

Credential access

Suspended

L

End task
End process tree
Provide feedback

Set priority
Set affinity

Analyze wait chain

Create dump file

Open file location

Search online

Properties

Go to service(s)
SEVERITY

PRIORITY RESOLVED

A

DomainUser
SYSTEM

DomainUser
SYSTEM

DomainUser
DomainUser
DomainUser
DomainUser

DomainUser

Namainl lser

URRED TIME

COMPUTER

Disabled
Not allowed
Disabled
Not allowed
Disabled
Disabled
Disabled
Disabled
Disabled
Nicahled

End task

EXECUTABLE PROCESS NAME (ID)

COMMAND L

USERNAME




Persistence

Legitimate tools
AnyDesk
Atera
TightVNC

RDP
Create Account
Network Tunnel



X Administrator: Windows PowerShell

PS C:\Windows\system32> (New-Object System.Net.WebClient).DownloadFile( ~

)

PS C:\Windows\system32> C:\ProgramData\AnyDesk.exe --install C:\ProgramData\AnyDesk --s
PS C:\Windows\system32>

DETECTIONS (1) SEVERITY PRIORITY RESOLVED ~ OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (1 COMMAND LINE USERMAME

ArnyDesk Remote Desktop silent install [D0443] 2. 1047:21 PM  evilcorp

sk --start-with.. simpledomain\domainuser

+ [.’ powershell.exe (:




Persistence

C:\Windows\system32>net user OldAdmin 1Q2w3E4rS5Téey /add
The command completed successfully.

C:\Windows\system32>net localgroup "Remote Desktop Users"” OldAdmin /add
The command completed successfully.

C:\Windows\system32>net localgroup Administrators OldAdmin /add
The command completed successfully.

DETECTIONS (3) SEVERITY PRIORITY RESOLVED ~ OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAM COMMAND LINE USERNAME

. . . - 3 e T - - 4 4 - £ DT e e e s e arzleroun Administra el S T e
User/group management from command lin iy Sep 13, 2022, 11:08:29 PM  evilcorp netl.exe PFnetlexe (6552) C:\Mindows\system32\netl localgroup Administra. simpladomainidom:

U :'-'-'.'.I'_-"'-;_II'::: up management from command lin A Sep 1 52 PM evilcorp netl.exe ['.lf;"r'p:—:'l 04) C:\Windows\system32\netl localgroup "Remote De.. simpladomaintdomain

User/group management from command line [B1003 A Sep 1 2 b corp netl.exe PHnet1 C:\Windows\system32\netl user OldAdmin 102w3E4. simpledomainidomain

+ [? cmd.exe (4640)

—] A nett.exe (6552)

A. User/group management from command line [B1003]
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ESET Inspect v1.10

Multitenantnost

Vylepsené schopnosti detekcie
Automatizované vytvaranie incidentov
Vylepsenia suvisiace s Linuxom

Dark Mode



PROTECT & INSPECT

Compute

COMPUTERS

NAME (4) GS STATUS INNECTED = LAST EVENT

(1l COLLAPSE




Vylepsené schopnosti detekcie

PROTECT & INSPECT  ::: © QuESTIONS DISABLE HELP & AD =
[ | [ B
mm  DASHEOARD [Joredtestz
@ COMPUTERS = 4L =
; . Reputation (LiveGrid @) _ Suspicious (3) - Unseen by LiveGrid® / Potentially unwanted application
Popularity (LiveGrid ®) [oassanasana) 1 - 9 computers (approximation)
First seen (LiveGrid &) Never seen in LiveGrid ®
[l]f . ESET LiveGuard 2
9  Executables
Status .
0 Executed OS functions 54
. State
il Questions
e 5 sien APl NAME (1) PARAMETERS MITRE
Last processed on
NtQuerySystemInformation SystemErrorPortTimeouts, T1622, T1082,
Behavior
Sources | -]

ORIGIN EXECUTABLES |1

ORIGIN EMAILS (0

ORIGIN WEBSITES 0

DROPPED EXECUTABLES (0

[0 COLLAPSE



PROTECT & INSPECT

o 5 ¢ Strike Antil " Status

Assignee

Plsearchprotoc
v : : Detections
Executables
D searchprotocolhost.exe
V> searchpr 51.ex Computers

Processes

Tags

Dlrep-jt-ap2

e Description

B Artvirus - Malware: Wind4/CobaltStrike Artitact A

Plsearchore




RESOLVED




Dark Mode

PROTECT & INSPECT  ::: © QUESTIONS ‘ | ALL COMPUTERS x| HELP = A ADMINISTRATOR E t?ifﬂT
B8 ceoarD . .
(1 ] Detections Ungrouped - A O 1 ® 000 Tags.. = | | RESOLVED | | X ADD FILTER PRESETS = PROTECT@ | &
E COMPUTERS
DETECTIONS (1699) TAGS SEVERITY SEVERITY SCORE PRIORITY RESOLVED < TIME OCCURRED TIME TRIGGERED @
DETECTIONS
A (RERERE) 1aiware: Eicar (1] 55 Mar 14, 2023, 10:27:45 AM Mar 14, 2023, 10:27:46 AM
p SEARCH MARule Executable similar to known malware [X0401] Fy 8 Mar 14, 2023, 10:11:42 AM Mar 14, 2023, 10:11:42 AM
MAHIPS Attempt to run a suspicious application A 85 Mar 14, 2023, 10:11:20 AM Mar 14, 2023, 10:11:42 AM
%“ INCIDENTS
AFRule Dropped executable similar to known malware [X0402] Fy 8 Mar 14, 2023, 10:08:52 AM Mar 14, 2023, 10:08:53 AM
[} Executables
(BB =< blocked by ESET Inspect (1] 55 Mar 14, 2023, 9:58:58 AM Mar 14, 2023, 9:58:59 AM
Scripts
&R sconner o 55 Mar 14, 2023, 9:58:58 AM Mar 14, 2023, 9:58:59 AM
[l Questions
MARule ESET registry item has been set [C0201] Fy il Mar 14, 2023, 9:57:45 AM Mar 14, 2023, 9:57:46 AM
More...
@BRED common Autostart registry modified by an unpopular proce... (1] 69 Mar 14, 2023, 9:57:45 AM Mar 14, 2023, 9:57:46 AM
ARule File modified in Fstartup folder by suspicious process [AQ1... Fy 6 Mar 14, 2023, 9:57:45 AM Mar 14, 2023, 9:57:46 AM
BBRED e-cee has been realllly started (1] 55 Mar 14, 2023, 9:57:45 AM Mar 14, 2023, 9:57:46 AM
(BB +i=<h blocked by ESET Inspect (1] 55 Mar 14, 2023, 9:54:11 AM Mar 14, 2023, 9:57:46 AM
ARule ESET registry item has been set [C0201] Fy i) Mar 14, 2023, 9:51:04 AM Mar 14, 2023, 9:51:04 AM
&R common AutoStart registry modified by an unpopular proce... o 69 Mar 14, 2023, 9:51:04 AM Mar 14, 2023, 9:51:04 AM
ARule File modified in Festartup folder by suspicious process [AQ1... Fy 6 Mar 14, 2023, 9:51:04 AM Mar 14, 2023, 9:51:04 AM
ARule ESET registry item has been set [C0201] Fy il Mar 14, 2023, 9:50:59 AM Mar 14, 2023, 9:51:00 AM
EBRED common AutoStart registry modified by an unpopular proce... (1] 69 Mar 14, 2023, 9:50:59 AM Mar 14, 2023, 9:51:00 AM
ARule File modified in Fstartup folder by suspicious process [AQ1... Fy 6 Mar 14, 2023, 9:50:59 AM Mar 14, 2023, 9:51:00 AM

COLLAPSE

DETECTIONS ~ INCIDENT = MARK AS RESOLVED MARK AS NOT RESOLVED CREATE EXCLUSION

TAGS






Svet sa meni a rovhako aj ESET

Cielené utoky XDR

Analyza hrozieb
Strojové ucenie L0

Ransomware

Bezsuborové utoky

Kyberneticka vojna



Dakujem za pozornost.

(S rigressprotectes. & SMEKONFERENCIE



