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Introduction

• 15+ years of SOC experience
• Admin, Analyst, Manager

• Binary Confidence
• Co-founder

• SOC manager 

• Incident Responder 

• CEH, ECIH, …, …

• NOT a public speaker ☺
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Binary Confidence

• Founded in 2014

• MSSP

• Security Operations Centre as a Service

• Digital Forensics & Incident Response

• Security technology implementation

• Expert services and consultancy

• audit, design, BCM, GDPR, ISO27k, ISAE 3402

• Simulated exercises and war games (Guardians CTF)
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Why this presentation?

• Limited tools available during incident response engagements
• No SIEM / Log management

• No EDR

• Default Audit Policy

• Default event log file size (20 MB!)

• Significant challenges for DFIR analyst
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IR Preparation phase

• Setup
• policies, 

• procedures, 

• technical controls

to prevent
• incidents from happening

to prepare
• for effective incident response
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Incident example – Surprise for SOC

Tactics Procedure

Initial Access CVE-2021-27065

Defense Evasion Disable AV

Credential Access Lazagne, Mimikatz

Discovery Netscan

Lateral Movement RDP

C&C Anydesk

Exfiltration -

Impact -
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• Existing SOC client
• Eset AV installed company wide

• New Exchange server deployed without 
notifying SOC
• No monitoring
• No Eset AV
• No hardening

• Vulnerable to Proxylogon/Proxyshell

Result == several uninvited visitors



Containment

• Client contacted and confirmed it is not pentest

• Initial vector identified as new Exchange server

• Attacker already on DCs and spreading to other servers

• Decision by client to cut the network 
• security guard sent to disconnect the main router (Saturday)
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Remediation

• No EDR available

• Logs in the SIEM only from some servers

• No remote access (network disconnected)

• No IT staff at work (Saturday)

• Very long day(s) in front of us ☺
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Remediation (cont.)

• IT admin went on site

• SIEM connectivity reenabled, everything else still disconnected

• Compromised Exchange server disconnected from the LAN

• Forensics analysis
• SIEM logs (not all servers)
• Evidence acquired with Velociraptor (open-source evidence collector)
• Thor IOC and Yara scanner, Hayabusa evtx scanner 

• Later installation of Eset Inspect server & rollout of agents via Eset Protect console
• All servers + workstations
• Full visibility 
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Recovery

• No malicious activity observed anymore

• All passwords changed

• Gradual reconnection of the networks

• Continuous endpoints monitoring with help of Eset Inspect

• Total outage 7+ days | 213 manhours billed
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Incident timeline
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Incident timeline (cont.)

12Alert received by SOC analysts =>

<= Eset stopped



What if client already had EDR?

• Prevention
• Much higher possibility to automatically block the attack with existing rules

• Detection
• Not all suspicious activity is blocked (admins do a lot of suspicious things daily ☺)
• But if not blocked, it is at least detected and someone (SOC analyst in the best case) is notified => manual 

review & blocking

• Visibility
• (almost) full picture about activity 

in your environment

• Response
• Quarantine host, kill process, remove 

files, logout users…

• Remote console with endless 
possibilities via cmdline or powershell
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What if client already had EDR? (cont.)
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Is EDR a silver bullet?

• No
• Limited network visibility (NGFW, IDS/IPS, proxy logs)

• No cloud services monitoring (Office 365, Azure, AWS,…)

• Limited automation (enrichment, decision trees, fw/AD integration, …)

• EDR needs skilled engineer/analyst to be useful
• Integration with SIEM/SOAR is recommended
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What AI thinks?
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If you liked this presentation…
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www.guardians.sk www.binaryconfidence.com



Thank you!
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Ján Andraško

www.binaryconfidence.com
jan.andrasko@binconf.com 


