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GREYCORTEX MENDEL

Response
Rapid attack response, 

and incident 

investigation and 

management

+
SCADA/ICS Monitoring

Application Performance 

Monitoring

Asset Inventory (2021)

Visibility
All the network 

communication, devices 

with inventory details, and 

user behavior

Detection
From misconfigurations, performance 

problems, or policy violations 

to undetected malware, ransomware, 

and hacker activities which are able 

to bypass existing security tools

Network Detection and Response / NDR
Advanced artificial intelligence, machine learning, data analysis

and more traditional detection methods
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Adversaries Exploit Legitimate It Tools



www.greycortex.com
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Discovery

▪ Inventory Link

▪ Sítě

▪ Zařízení

▪ Podklady pro analýzu rizik Link
▪ Služby Link

https://demo-mendel.greycortex.com/network_inventory.xhtml?state=78ec5ebfdc55602fdcbc47df873b6cc3
https://demo-mendel.greycortex.com/network_analysis.xhtml?state=c19fc80e3fe8ec17ac4caf649718f9e3
https://demo-mendel.greycortex.com/events.xhtml?state=282ed6f6be9427db972ce21c274273c048482af916e13bc2e8438065029761b5


Malware, Exploits and Hacker’s activities

▪ Known Threats Link

▪ Projevy nebezpečného chování  

▪ C&C odchozí komunikace Link

▪ Útoky hrubou silou  Link

▪ Skeny Link

▪ Tunely

▪ OT zařízení Link

https://demo-mendel.greycortex.com/events.xhtml?state=8724f2bae46bafdc91d31e4358f0eba02bdaaefd8ad7b74bc23a6038b4fb243f
https://demo-mendel.greycortex.com/events.xhtml?state=5a3707d7531e87c28943b7891964977d358719efb11b31e033b3d8d8758e4327
https://demo-mendel.greycortex.com/events.xhtml?state=f5984338fb6e42e3942c2a33b3529d51109eb9be52ed6ced69384556edacd31d
https://demo-mendel.greycortex.com/events.xhtml?state=7112e06f93f5a061609a2cc934c3cd5aefd0ac3a6320ad3f03f5ed146e6ed7cd
https://otdemo.greycortex.com/events.xhtml?state=db1504bde842a86bd032c30e88422088


Security Policies

▪ Co neodpovídá best practices interní sítě?

▪ Prostupy kritických segmentů a systémů

▪ Přístupy privilegovaných AD účtů  Link

▪ Plain-textové autentizace a nešifrované protokoly Link

▪ Administrativní přístupy – vzdálená správa (TeamViewer, AnyDesk, …) Link
Link

▪ VPN přístupy  (SoftEther, přístupy z vnějšku)

▪ Aplikace – coin miners, TOR, P2P, …  Link

https://demo-mendel.greycortex.com/events.xhtml?state=4c99364205d8277299bb01838ae7115f7c65079a1ee243a3a207242e18e855a0
https://demo-mendel.greycortex.com/events.xhtml?state=54164345c74ed25f7a05bab306633cf097e96d816cecbb859429e857ded2c1e7
https://demo-mendel.greycortex.com/network_peers.xhtml?state=979381d68fd113163917faf9baed825ad771769593443140d0cd22a43e03ebe6
https://demo-mendel.greycortex.com/network_peers.xhtml?state=a30d1537ace6eace79e46945088f253c61d60cd20df7814c5619cc4076a8832c
https://demo-mendel.greycortex.com/events.xhtml?state=d0126ad6311df95498fb883d83d51e211475b39843c12c0de38f129502e29ebe


www.greycortex.com
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