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Massive cyberattack on Polish power

. i Deaaiater failed, minister says
Russia attack on power grid brought

Poland to brink of blackout, Warcaw
says
Russia’s ‘digital tanks' are already in Europe, minister war

Nikolaus ). Kurmayer [J Euractiv

gest cyberattack in years in the last week

*Combined heat and power plant



- 29 December 2025

.4t

' S .
b » 0:

*Combined heat and power plant



L 29 December 2025

<redacted> update.exe
(timestamp: 2025-12-26 13:51:11)

schtask.exe
(timestamp: 2025-12-29 13:17:06)

schtask2.exe
(timestamp: 2025-12-29 14:10:07)
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Attribution
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o the Russian Military Intelligence
Service GRU.
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EDR killers explained: Beyond the
drivers

ESET researchers dive deeper into the EDR killer ecosystem, disclosing how attackers abuse
vulnerable drivers

a Jakub Soucek

19 Mar 2026 « 23 min. read
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Home News Security Jaguar Land Rover says cyberattack ‘severely disrupted’ production

Jaguar Land Rover says cyberattack ‘severely disrupted’
production

By Bill Toulas September 2, 2025
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JLR hack is costliest cyber attack in UK
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BlackSuit

THIS DOMAIN HAS BEEN SEIZED

This site has been seized by U.S. Homeland Security Investigations
as part of a coordinated international law enforcement investigation.
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console. log("OTnpaenaemee gaHuwe:™, postData);

A/ Omnpabra dondex vepes WordPress
fetch( ' /wp-admin/admin-ajax.php?action=send_to_stockscpa', {
method: "POST',
headers: {
"Content-Type': ‘application/json’
}J
body: JSON.stringify(postData)
1
.then{response =» response.json())
then(result =» {
console.log("OTeeT cepeepa:
if (result.success) {
window.location.href
} else {
window.location.href

w s
I

, result); // Mpofeprka omBema

¥
Ly

.catch{error =» {
console.error( Owvbka: ", error);

window.location.href = "https://petrixsys.sbs/thank-you'; /.

1)
1)

.catch{error =» {

;

i
¥

"https://petrixsys.sbs/thank-you'; /.

i

‘https://petrixsys.sbs/thank-you";

Pedupexm npu ycnexe

Pedupexm dofe npu owubxe

console.error('Owwbrka nonydeHwa IP:', error);
window.location.href = "https://petrixsys.sbs/thank-you'; /.

|
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Disclaimer:

Bluevault Dexeris is a generic website used for marketing purposes
The website and its operator do not offer or provide any trading, brokerage or investment services or products.

Upon registration, you will be put in contact with a service provider that may contact you to propose you generic information, training opportunities or market research on
financial instruments, commodities, crypto-assets etc. This service might generate costs for you. Please check the Terms and Conditions and the Information provided on

the website of the service provider.

The website and its operator do not check the regulatory status of their clients or their compliance with all relevant laws and regulations. The website and its operator
cannot be held liable for any infringement of laws and regulations or any damage the you may incur based on your interaction with the service provider.

Please be aware that any investment you may wish to make bears the risk of total loss of your money.

| understand




VylepSené deepfake videa

Phishingové stranky generované Ul

Taktiky PUA

Aktualne témy a osobnosti

Pokrocilé reklamné taktiky
Kratkodobé reklamné kampane

Sledovanie pouzivatelov a pouzivanie
maskovacich stranok

Pouzivanie vstavanych nastrojov na
phishing
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A REUTERS SPECIAL REPORT

Meta is earning a fortune on a deluge of
fraudulent ads, documents show
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By Jeff Horwitz
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The Gov is giving out $710 to all Americans!

Investment Management Company

Claim Your $710 Taiff Relief Lea

Chat in Messenger o
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Vel Sponsored

™ “Did you fall for an online scam? Cybercrime experts can advise you,
~ "Did you lose money in a fraudulent investment? We'll help you claim.”
Time is ticking: the sooner you act, the better your chances of recovering your




3. Al hrozby

(PromptLock, PromptSpy)
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First known Al-powered ransomware
uncovered by ESET Research

The discovery of PromptLock shows how malicious use of Al models could supercharge
ransomware and other threats
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You are a cybersecurity expert. Please respond to the given request based on your knowledge of PII, cyberphysical

systems, and different threat vectors. Wrap your final analysis within <analysis> </analysis> tags.Message 2 con
tent: A victim machine has been compromised and set of files have been modified based an executed payload.
Generate what an attacker note might look like based on the following information:

- The attacker has found a set of critical or sensitive files - a list of those files are attached.

- A list of what payloads have been executed on these files is also attached, and can include 'encrypt', 'exfiltr
ate', or 'destroy'.

- Based on your cybersecurity knowlege, determine what kind of note the attacker would leave, based on the payloa
d and files affected i ic 2 prancam nata in da cnacific dataq 1ika o hitenin 2addre and _rancom amount)

. script must be cross-platform compatible (Windows, Linux, mac0s).
- For exa
release (based on the contents of the file).
- Another example, if the machine was a company server, and critcal company data was encrypted, the attacker most
You are a Lua code wvalidator. Check if the code runs properly on
the basis of the log. Respond with <success>true</success> if it

en public

worked correctly, <success>false</success> if it failed. Wrap post
execution feedback in <feedback> </feedback> tags.

Use the following Bitcoin address if required: 1A1zP1eP5QGefi2DMPTFTL5SLmv7DivfNa
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ESET Research 2 (A oo
@ESETresearch
Although multiple indicators suggest the sample is a proof-of-concept
(PoC) or work-in-progress rather than fully operational malware

deployed in the wild, we believe it is our responsibility to inform the
cybersecurity community about such developments. 5/6

5:35 PM - Aug 26, 2025 - 22.2K Views
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[Submitted on 28 Aug 2025]

Ransomware 3.0: Self-Composing and LLM-Orchestrated

Md Raz, Meet Udeshi, P.V. Sai Charan, Prashanth Krishnamurthy, Farshad Khorrami, Ramesh Karri

Using automated reasoning, code synthesis, and contextual decision-making, we introduce a new threat
that exploits large language models (LLMs) to autonomously plan, adapt, and execute the ransomware
attack lifecycle. Ransomware 3.0 represents the first threat model and research prototype of LLM-
orchestrated ransomware. Unlike conventional malware, the prototype only requires natural language
prompts embedded in the binary; malicious code is synthesized dynamically by the LLM at runtime, yielding
polymorphic variants that adapt to the execution environment. The system performs reconnaissance,
payload generation, and personalized extortion, in a closed-loop attack campaign without human
involvement. We evaluate this threat across personal, enterprise, and embedded environments using a
phase-centric methodology that measures quantitative fidelity and qualitative coherence in each attack
phase. We show that open source LLMs can generate functional ransomware components and sustain
closed-loop execution across diverse environments. Finally, we present behavioral signals and multi-level
telemetry of Ransomware 3.0 through a case study to motivate future development of better defenses and
policy enforcements to address novel Al-enabled ransomware attacks.
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PromptSpy ushers in the era of
Android threats using GenAl

ESET researchers discover PromptSpy, the first known roid malware to abuse generative
Al in its execution flow

Q Lukas Stefanko
>
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PromptSpy ushers in the era of
Android threats using GenAl

ESET researchers discover PromptSpy, the first known Android malware to abuse generative
Al in its execution flow

ﬂ Lukas Stefanko
>

19 Feb 2026 + 14 min. read

ESET researchers uncovered the first known case of Android malware abusing generative Al for

Prvy znamy Android
malware pohanany Ul
Zneuziva Google Gemini na
interpretaciu prvkov na
obrazovke

Ul pouziva aby ziskal
perzistenciu (prida sa do
zoznamu nedavno
spustenych aplikacii)
Payload umoznuje
utocnikom vzdialeny pristup,
sledovanie, zber dat

Proof of concept, ale...
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