ESET MDR

14. april 2026 / hotel NH Bratislava Gate One



Gabriel BALLA

Product manager

gabriel.balla@eset.com

{ EET gEACV%RI Y Cybersecurity
/ Progress. Protected. & SME KONFERENCIE



Kyberbezpecnostna
sluzba MDR - dnes
uz AV nestaci

14. april 2026 / hotel NH Bratislava Gate One



SECURITY
DAYS

Ak sa objavi sprava o utoku, tak sa spomina zvycajne:
Uto€nika si dlho nevgimli
Nebol zabezpeceny nepretrzity monitoring
Sofistikovany utok nebol odhaleny

MDR ako poistenie — niekedy sa kupuje uz neskoro

Podla globalnych dat su firmy pod 1 000 zariadeni (SMB) pod vacsou ,,palbou” ako velké podniky

Naco je mam potom antivirus?
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SILA ESET PROTECT + Vedomosti ESET —
= ESET MDR
& Inspect expertov
Hibkova viditelnost hrozieb a ESET ma Spickovych Najvy§§i’etf)10dnovtenzi g
utokov: aké, kde a ako? bezpecnostnych vyskumnikov B <P CCT105TN3

monitorujucich hrozby 24/7 BEERRI e ochranu
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SOC vystupy bez SOC-u

RieSenie, ktoré zastavi utoky na moju firmu

Je dostupna 24/7/365

Informuje ma o utokoch a poradi mi, ako sa tomu vyhnut v buduicnosti
Poskytne mi prehlad, co sa dodava cez sluzbu

Poskytne mi sumdre, reporty - hldsenia, ktoré viem pouzit pre manazment

Poskytne mi rychlu pomoc, ak nastane incident alebo ak budem mat otdzky ohladne
incidentu
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Stale sa meniace prostredie

Neustala potreba vzdelavania

Drahé nastroje (napr. SIEM a SOAR)

Malo bezpecnostnych expertov a vysoky dopyt zo strany firiem
Lojalita — lovci talentov a naborari

Prilis vela dat, hlaseni a alarmov

Vyhorenie
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Detections

PROTECT
C3eT olxrorm

All incidents are displayed in
the platform with a summary
or recommendation

(if applicable) for each one

Evaluate data Gather Open-source Internal threat
and search for trigger intelligence intelligence
malicious activity 10C / I0A research research

Insights evaluation

and response Response

optimization

Creat.:e @ Kill malicious process
Threat Hunting Security Resolve
Incident incident, ;
Block file based on hash document d incident
actions, on taken

Create threat Verify threat and inform

hunting hunting customer
hypothesis hypothesis Poal]enllally Isolate endpoint .
malicious? from network Take action and
close incident
Proactive Internal Threat Research 1
Customer notified (o o )
with request for input | In-progress incidant ‘
Does \ J

incident require
customer
context or

Reports received
validation?
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Evaluate data Gather Open-source
and search for trigger intelligence
malicious activity 10C / I0A research

Threat Hunting

Verify threat
hunting
hypothesis

Create threat
hunting
hypothesis

Proactive Internal Threat Research

Internal threat

intelligence
research

Create
Security
Incident

Potentially

malicious?

Detections
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optimization

Does
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customer
context or
validation?
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intelligence
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t Hunting
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hunting
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Detections
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intelligence
research

Create
Security
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Potentially
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and response
optimization

Does
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customer
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Response

Kill malicious process

Block file based on hash

Isolate endpoint
from network

Customer notified
with request for input

Resolve
incident,
document

actions,
and inform
customer




Insights evaluation
and response
optimization

Does
incident require
customer
context or
validation?

Response

Kill malicious process

Block file based on hash

Isolate endpoint
from network

Customer notified

with request for input

PROTECT
CEer . irorv

All incidents are displayed in
the platform with a summary
or recommendation

(if applicable) for each one

Resolve
incident,
document
actions,
and inform
customer

Take action and
close incident

Reports received
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Cer
S LIS Dashboard Time peric Last 30 days
3
Status Overview Incidents ESET LiveGuard ESET Vulnerability & Patch Management ESET Inspect ESET Cloud Office Security Detections Computers te Firewall de
3
V Mo inciden £ ) b ing t d time period
Events in time
1
Mar 1 lar 24 Mar - . Mar 15 Mar

45

Number of events by source : Number of indicators : Incident response management : ESET MDR protection

@EDR 1215724 R 2012
-EDR 257
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Eer

EE @
DASHBOARD - v
Dashboard Last 30 days
9
Status Overview ESET LiveGuard ESET Vulnerability & Patch Management ESET Cloud Office Security Detections Computers Antivirus detections Firewall detections ESET applica Cloud-based pi [
8
Incident stati Closed incident resolution Top impacted computers
99+
Total incidents created Computer name Incidents Group name Last seen
A
13

All detections

A 6,861

Response action, Active incidents by status 3 Incident respense management : ESET MDR protection

Waitil

. @n pr
By ‘

d remedia Incidents in time 304

@ High Medium @@ Low

Jan 05 Jan 11 Jan 14 Jan 17
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@ ET Cybersecurity
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ESET MDR Weekly Report ) VDR
Weekly report: September 02, 2024 - September 08, 2024
Created: September 09, 2024; 09:09:13; UTC+1:00
2 Allincidents 2, Hih 0 oo R E P o R I

Incidents according to status
KeyInslght:ins the progression of niheilncldentcycie \_—/ (

EE
® Resolved

A snapshot of ESET'’s global
threat telemetry and research,

featuring tailored security
recommendations.

Quarterly coverage: January - March, 2026

All detections Detections related to Created incidents Report date: April 2026

incidents
September 2 0
September 3 0
September 4

September 5

September 6
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\/ SOC vystupy bez SOC-u

\/ RieSenie, ktoré zastavi utoky na moju firmu

\/ Je dostupna 24/7/365

\/ Informuje ma o utokoch a poradi mi, ako sa tomu vyhnut v buduicnosti
Poskytne mi prehlad, co sa dodava cez sluzbu

Poskytne mi sumdre, reporty - hldsenia, ktoré viem pouzit pre manazment

IR G

Poskytne mi rychlu pomoc, ak nastane incident alebo ak budem mat otdzky ohladne
incidentu
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SECURITY

ZjednodusSena cesta
aktivacie a
nainstalovanie sluzby

/—-0
o

Manazovanie
integracii —
identita, firewall,
CWP, e-mail a
NDR

Incident
response —
hibkova analyza,
komplexny,
post-mortem
reporting
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