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Binary Confidence

e SOCaaS — Security Operations Centre ako sluzba
* Sluzby detekcie a reakcie 24/7

* Digitalna forenzna analyza
* Implementacia bezpecnostnych technoldgii
 SIEM, SOAR, EDR, NGFW, ...

* Expertné sluzby a konzultacie
* audit, design, NIS, BCM, GDPR, 1SO27k, ISAE 3402

e Simulované cvicenia a hry
* Komercéné aj verejné (Guardians)

esly

Platinum Partner
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INTERNAL

Nas technologicky stack

BY PALO ALTO NETWORKS

» Elastic Security Platform » (’ CORTEX XSOAR

* Incident orchestration
* Automated enrichment
* Response playbooks

+ Case management




Dashboards

Search in Incidents

x Q Add te Saved queries

¥ Add dashboard

&

DASHBOARDS REPORTS
My Dashboard My Threat Landscape XS0AR Automation Insights System Health SLA Troubleshooting Playbooks Incidents API Execution Metrics Cost Optimization Playbooks B
Refresh every 10 minutes & last refreshed: 12/04/2026 16:16:14
m Date Range
Today «
Open VS Closed Alerts Incidents Top Close Analysts Actual incidents
® marek.bajcar B jakub.zuber B marek.bajcar (4)
® Closed pL 304
B Active 8 0
sl | e
|
Incident Count by Customer Active Incidents Assigned by User &

¢- Showing Top 4 results

LETS Oowner

WorkStart
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- Removal of BAT/KillWin.NPD and

Win64/Agent.IGY from removable drive on marek.bajcar 12/04/2026 12:25:49

o T
L 7 - PUA Win32/FusionCore Detections and
¢ 4 Deletions on marek._bajcar 12/04/2026 14:14:11
t 3
.. 1 - Chrome download attempt of
Win32/Yandex.AE and cached malicious .
0 1 P marek.bajcar 12/04/2026 15:37:44
mananila nn
Unassigned Incident
ID | Name Type Severity Status Owner

Analyst Note

XS0AR

2026-04-12T12:38:
incident number#
XSOAR

2026-04-12T14:01:
incident number#
XSOAR

Roles

Playbook Occurred SLA



Fé za 1 5Y5L0G

Information

2025-01-30T15:09:00.847Z 52779ddf-68b5-48c4-ba85-0e30015bebfc ERAServer 41 - - iné{"event_type" :
"Audit_Event","ipv4" : "","ipv6" : "","hostname" : "","source_uuid" : "691883d2-015f-4413-abc0-
318c39e512a3","os_name" : "","occured" : "30-Jan-2025 15:08:06","group_name" : "","group_description" :

" "severity" : "Information","domain" : "Incidents","action" : "Create","target" : "0c76bd63-3aee-5fc7-84bb-
b22f49ec97a6","detail" : "Incident \"Code Injection and Suspicious Executable Dropped on DESKTOP-F3GHDS4\"

created","user" : "" "result" : "Success"}
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Fazal )
<>

2025-01-30T15:09:00.847Z 52779ddf-68b5-48c4-ba85-0e30015bebfc ERAServer 41 - - iné{"event_type" : "Audit_Event","ipv4" :

" ipve" "M, "hostname" : "","source_uuid" : "691883d2-015f-4413-abc0-318c39e512a3","os_name" : "","occured" : "30-Jan-2025
15:08:06","group_name" : "","group_description"” : "" "severity" : "Information","domain" : "Incidents","action" : "Create","target" :
"0c76bd63-3aee-5fc7-84bb-b22f49ec97a6","detail" : "Incident \"Code Injection and Suspicious Executable Dropped on DESKTOP-

F3GHDS4\" created","user" : "","result" : "Success"}

eset.incident.name: "Code Injection and Suspicious Executable Dropped on DESKTOP-F3GHDS4" AND domain: "Incidents" AND
event.action : "Add"

incident: {"object": {"name": "services.exe", "type": "Process"}}

incident: {"object": {"name": "deploymentservice.exe", "type": "Process"}}

incident: {"object": {"name": "Rule - Injection from an unpopular process [F0415]", "type": "Detection"}}

incident: {"object": {"name": "Rule - Suspicious executable with .exe extension was dropped [B0304]", "type": "Detection"}}

incident: {"object": {"name": "DESKTOP-F3GHDS4", "type": "Computer"}}

incident: {"object": {"name": "deploymentservice.exe", "type": "Executable"}}



Fazal k}
incident: {"object": {"name": "DESKTOP-F3GHDS4", "type": "Computer"}}

NOT eset.event_type: "Audit_Event" AND NOT eset.event_type: "Information_Event"
AND host.hostname : DESKTOP-F3GHDS4

ip: 172.16.2.5 | id: a24ad982-c9al1-45ac-8d0d-[redacted]<br>hostname: DESKTOP-F3GHDS4 | executable:
d:\deploymentservice\deploymentservice.exe | domain: AD<br>name: deploymentservic | trigger event:
%SYSTEM%\tssdis.exe (APC queue)<br>object_uri: - | name: Injection from an unpopular process [F0415] |

ip: 172.16.2.5 | id: a24ad982-c9al1-45ac-8d0d-[redacted]<br>hostname: DESKTOP-F3GHDS4 | executable:
d:\deploymentservice\deploymentservice.exe | domain: AD<br>name: deploymentservic | trigger event:
d:\deploymentservic\deployment\actual\rdpextension.exe<br>object_uri: - | name: Suspicious executable with .exe
extension was dropped [B0304] |



#102 What ESET actions you want to perform?

Complete task | Assign owner | Set due date

Isolate/Scan device

Do you want to isolate endpoint?

(®) Yes
() No

Do you want to start endpoint scan?

(®) Yes
() No

Do you want to Logout all users on the device?

(®) Yes
() No

#32 What IP and where do you want to block this...

Complete task I Assign owner | Set due date

What IP and where do you want to block this IP?

Do you want to block IP?

@) Yes
() No

Type IP to block.

1.2.34

Location where to block

O
0
O

f
destination

-Source

@ #130 What EntralD actions you want to perform? L

Complete task I Assign owner | Set due date

Disable user [ Revoke user's sessions

What is the user email? @

‘ santa@north.pole

Do you want to disable the user? 2]

(®) No
() Yes

Do you want to terminate all active sessions for the 2]

user?

(®) No
() Yes
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Default section LDAP section EntralD section

User LDAP sAMAccountN User City Bratislava 5
User Domain LDAP Title User Company Name

Host Name LDAP Department User Creation Time

SIEM Alert Original Ti... LDAP Company User Department

SIEM Rule Name LDAP Manager User Job Title

SIEM Alert Reason LDAP Mail User Last Password C...

SIEM Aleri URL LDAP Member Of User Mail Nickname

User Mobile Phone

office Location

SIEM Event Action Lansweeper section

User Principal Name
SIEM Rule Category

Enrich IP from Lansweeper Mail Proxy Address
SIEM Rule Description
SIEM Rule tags
Kibana Alert Ancestor...
Kibana Alert Ancestor... InTune section

0265 Device Name [ ]

0265 Device Complia... compliant

Kibana Signal Index

Kibana Space

Tags 03265 Device Encryption true
0265 Device 05 Windows
0265 Device 05 Version 10.0.22631.4460
0265 Device Manufact... Dell Inc.
0265 Device Model XPS 139340
ESET section ESET Detections NetBox section
Eset Info ESET Detections
Enrich IP from Netbox
ESET Object Type ESET Object Name 3:13)
Hostname Rule ESET Process Executable ESET Object URI
Detection Antivirus - Malware: Eicar Name
Computer ]
) C:\Program file://fC:/Users/ I (A ppDa
ESET Device UUID e Eicar )
Files\Notepad++\notepad+.exe  1@2024-12-16_090459.tmp
|

C:\Program file://{C:/Users, I (OneDri

I i ]
car Files\Notepad++\notepad++.exe a.s/Deskiop/eicarbd



Faza 2 (Inspect Incident API) N

Eset-Protect-Cloud-incidents-AP1
Custom Integration for ESET Protect Cloud environment.

(es

@® o 9

Hide commands

This integration imports events as incidents
eset-assign-incident
eset-block-process Block process on device via ESET agent.

eset-close-incident Close ESET Inspect incident.

eset-end-network-isol

/
ESET Protect
- lou

eset-get-device

Aktivna odozva a sprava koncovych bodov

Okamzita sietova izolacia
Schopnost bleskovo izolovat
kompromitované zariadenie od siete

eset-list-devices-in-grg

eset-logout-users Automatizovany zber incidentov : v pripade detekcie hrozby.

) Pravidelné stahovanie novych incidentov
eset-move-device X a detailnych informacii o detekciach z ESET API. . N oy I

) Vzdialené vynitenie Gloh
Spustanie skenovania na poziadanie,
eset-run-command ukoncovanie procesov podla PID alebo
g . spustanie vlastnych prikazov.
eset-scan-device Sprava zivotného cyklu
- incidentu

eset-start-network-isol Moznost priradovat' vlastnikov |nvental'izacia a OrganizaCia

a uzatvarat incidenty s definovanim Prehlad o skupinach zariadeni a
dovodu (napr. False Positive). =2 schopnost prestvat koncové body

medzi skupinami.
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Faza 3 (OpenXDR) l

o Co je nové

- . .
PROTECT Vas ESET PROTECT sa aktualizoval!

Nasim cielom je neustaile zlepSovat nase bezpe€nostné rieSenia. V tejto verzii vam prinaSame:

t oft Entra I1D
sU automatic S a3 | = nonit ¥ Noy Ulohy XDR sekci

Digital Security
Progress. Protected.

Poznamka: P
Zoznam podp

ESET PROTECT 7.0
TRANSFORMATION PLAN

Progress. Protected.




Faza 3 (vlastny Al asistent) )

vr #1047593 BIC - PowerShell Invoke-Expression and External Connections to aka.ms and we... Actions E Search in Incidents ?

Incident Info Incident Details Al Summary Manage customers notes War Room Work Plan 9 Show empty fields

® Evidence & Threat Intel

Field/Value Significance RF Intel

whatsapp.root.exe SHA1: FAOE790D2E787751C1179FEFC47DBFSDD5D92EDL Legitimate WhatsApp Desktop from Microsoft Store (WindowsApps path with Store package ID 5319275a) No RF hits

pwsh.exe SHA1: 663586E86C615C53C4871AA27TEOBIB16E008A2DY PowerShell 7 from %PROGRAMFILES%\powershell\T\ — standard install path No RF hits

pwsh.exe cmdline VS Code shell integration script using Invoke-Expression — expected behavior for VS Code terminal N/A

web.whatsapp.com Legitimate WhatsApp web domain Score: 20/100 — benign (Intel Card)
aka.ms Microsoft URL shortener / redirect service Score: 24/100 — benign {Intel Card)
Host: bic-sk-1069 Windows 11 Pro, IP: 192.168.11.246, Public IP: 46.229.238.250 N/A

msedgewebview2.exe SHAL: 111FB1359D39C3FB568A8066BA47523895A10DD1 Edge WebView2 v146.0.3856.97 — used by WhatsApp Desktop for rendering No RF hits

svchost.exe SHAL: 1E12A6ECEAT37511B246DDBC41E62620FEDD5S6DC System service (NetworkService context) handling DNS for WhatsApp No RF hits

(O Verdict: True Positive - Benign

» Priority: Standard
» Confidence: 97%
= Reasoning: All detections trace back to two benign activities: (1) WhatsApp Desktop {legitimate Microsoft Store applicatic FastAPI / Gunicorn Data Protection / Execution MCP Servers (In-Process)
PowerShell 7 with its standard shell integration script (which uses Invoke-Expression), making expected external connect
processes, no code execution outside expected paths, no persistence, no lateral movement. This is standard developer/u: ( ) ) Kibana MCP
: Router Anonymizer
- | i o POST /enrich_context sel_anon_context()
L o K
% Exception/Rule Proposal | Cortexxsoar . e
Webhook / REST
* Reason: The WhatsApp URL detection rules (“Testing whatsapp URL", “Testing whatsapp URL (1), “Testing whatsappURL |
WhatsApp Desktop user. The VS Code + PowerShell Invoke-Expression alert is a known benign pattern for VS Code termin: Background Task MCP Client LLM Target APls
throttled_orchestrator . ok System Prompt: RF MCP - i
WhatsApp rules — recommend disabling or tuning the custom ESET Inspect rules named “Testing whatsapp URL*” and “Access t ST Ol e tiAns ~_sactriage._skill
intelligence.
LlEdiatsy avout _ i NetBox MCP
JSON Incident Push Semaphore i
Limit: 3 Deanonymizer

deanonymize_text()
51 MCP




INTERNAL

MDR vs SOC
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Dakujem za pozornost.

Jan Andrasko
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www.binaryconfidence.com
Jan.andrasko@binconf.com
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