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Binary Confidence
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• SOCaaS – Security Operations Centre ako služba
• Služby detekcie a reakcie 24/7

• Digitálna forenzná analýza

• Implementácia bezpečnostných technológií
• SIEM, SOAR, EDR, NGFW, ...

• Expertné služby a konzultácie 
• audit, design, NIS, BCM, GDPR, ISO27k, ISAE 3402

• Simulované cvičenia a hry
• Komerčné aj verejné (Guardians)
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Guardians



Náš technologický stack
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screenshot SOAR incidents
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Fáza 1
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2025-01-30T15:09:00.847Z 52779ddf-68b5-48c4-ba85-0e30015bebfc ERAServer 41 - - ï»¿{"event_type" : 
"Audit_Event","ipv4" : "","ipv6" : "","hostname" : "","source_uuid" : "691883d2-015f-4413-abc0-
318c39e512a3","os_name" : "","occured" : "30-Jan-2025 15:08:06","group_name" : "","group_description" : 
"","severity" : "Information","domain" : "Incidents","action" : "Create","target" : "0c76bd63-3aee-5fc7-84bb-
b22f49ec97a6","detail" : "Incident \"Code Injection and Suspicious Executable Dropped on DESKTOP-F3GHDS4\" 
created","user" : "","result" : "Success"}



Fáza 1
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2025-01-30T15:09:00.847Z 52779ddf-68b5-48c4-ba85-0e30015bebfc ERAServer 41 - - ï»¿{"event_type" : "Audit_Event","ipv4" : 
"","ipv6" : "","hostname" : "","source_uuid" : "691883d2-015f-4413-abc0-318c39e512a3","os_name" : "","occured" : "30-Jan-2025 
15:08:06","group_name" : "","group_description" : "","severity" : "Information","domain" : "Incidents","action" : "Create","target" : 
"0c76bd63-3aee-5fc7-84bb-b22f49ec97a6","detail" : "Incident \"Code Injection and Suspicious Executable Dropped on DESKTOP-
F3GHDS4\" created","user" : "","result" : "Success"}

----

eset.incident.name: "Code Injection and Suspicious Executable Dropped on DESKTOP-F3GHDS4" AND domain: "Incidents" AND 
event.action : "Add"

----

incident: {"object": {"name": "services.exe", "type": "Process"}} 

incident: {"object": {"name": "deploymentservice.exe", "type": "Process"}} 

incident: {"object": {"name": "Rule - Injection from an unpopular process [F0415]", "type": "Detection"}} 

incident: {"object": {"name": "Rule - Suspicious executable with .exe extension was dropped [B0304]", "type": "Detection"}} 

incident: {"object": {"name": "DESKTOP-F3GHDS4", "type": "Computer"}} 

incident: {"object": {"name": "deploymentservice.exe", "type": "Executable"}} 



Fáza 1
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incident: {"object": {"name": "DESKTOP-F3GHDS4", "type": "Computer"}} 

----

NOT eset.event_type: "Audit_Event" AND NOT eset.event_type: "Information_Event" 
AND host.hostname : DESKTOP-F3GHDS4

----

ip: 172.16.2.5 | id: a24ad982-c9a1-45ac-8d0d-[redacted]<br>hostname: DESKTOP-F3GHDS4 | executable: 
d:\deploymentservice\deploymentservice.exe | domain: AD<br>name: deploymentservic | trigger_event: 
%SYSTEM%\tssdis.exe (APC queue)<br>object_uri: - | name: Injection from an unpopular process [F0415] |

ip: 172.16.2.5 | id: a24ad982-c9a1-45ac-8d0d-[redacted]<br>hostname: DESKTOP-F3GHDS4 | executable: 
d:\deploymentservice\deploymentservice.exe | domain: AD<br>name: deploymentservic | trigger_event: 
d:\deploymentservic\deployment\actual\rdpextension.exe<br>object_uri: - | name: Suspicious executable with .exe 
extension was dropped [B0304] |



10



Faza 1 (syslog times)

Aspon 2-3 slidy, screenshot zo syslogu, potom z PHI 
enrichmentu
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Syslog -> ES query “Incident name” and action: ADD -> hostname, Detection -
> ES query “hostname” -> user, domain, process, rule -> user info from entraid 
and LDAP, deviceinfo from intune, netbox, lansweeper



Fáza 2 (Inspect Incident API)

Screenshot z integracie
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Fáza 3 (OpenXDR)

Image very happy people

13



Fáza 3 (vlastný AI asistent)

Image very happy people
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MDR vs SOC
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Ďakujem za pozornosť.

Ján Andraško

www.binaryconfidence.com
jan.andrasko@binconf.com 
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Protegamus
Gamifikácia školení

• Vlastný cyber range vyvinutý v Binary Confidence

• Blue team aj red team tréningy

• Interné

• Komerčné

• Verejné súťaže (Cyber Heroes Academy, Guardians
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